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IX Congreso, Internet, Derecho y Politica

Se recogen en este volumen las actas de la novena edicién del Congreso Internacional
Internet, Derecho y Politica (IDP 2013), celebrado en Barcelona los dias 25 y 26 de junio
de 2013. Bajo el titulo genérico de «Big Data: Retos y Oportunidades», el congreso ha tenido
como foco principal los aspectos legales y politicos del nuevo fenémeno ligado a la ingente cre-
acién de datos de forma automdtica por el uso de Internet y otros dispositivos digitales. Con el
término Big Data suele designarse el fenémeno del crecimiento exponencial en la generacién y
almacenamiento de datos y los problemas vinculados a su procesamiento, andlisis y utilizacién.
Estos datos proceden tanto de la web y de las redes sociales en particular, como de muchas
otras fuentes, tanto en el sector ptblico como en el privado, donde se capturan constantemen-
te datos meteoroldgicos, financieros, de investigacién cientifica, de salud publica, hébitos de
los consumidores, o de geolocalizacién, por sefialar sélo algunos campos. La generacién de
esta abrumadora cantidad de datos se ve facilitada por los dispositivos mdviles, satélites, redes
distribuidas de sensores, la conectividad de los objetos en el llamado Internet de las cosas, las
etiquetas RFID, o el rastro del comportamiento online.

Esta avalancha de datos plantea dificultades para identificar y seleccionar adecuadamente
la informacion relevante y requiere nuevos sistemas de estructuracién y de visualizacién. A la
vez ofrece enormes ventajas para mejorar los procesos de toma de decisiones, identificar patro-
nes y tendencias en el mercado, prevenir epidemias y catdstrofes naturales, establecer sistemas
de alerta temprana, optimizar procesos empresariales, etc. Junto con la creciente capacidad de
almacenamiento, los sistemas para cruzar datos y crear perfiles, las técnicas de reconocimiento
facial, las posibilidades de rastreo de la navegacién ofrecen tanto grandes oportunidades como
riesgos evidentes.

Desde el punto de vista juridico el fenémeno del Big Data plantea multitud de cuestio-
nes en términos de privacidad y derecho al olvido, publicidad comportamental, seguridad y
conservacion de los datos, usos delictivos, propiedad intelectual, estrategias anticompetitivas
de control de la informacién, proteccién de la anonimidad y libertad de expresién, responsa-
bilidad de los intermediarios, garantias de los sistemas de computacién en la nube, problemas
medioambientales de los gigantescos centros de datos, etc.
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Desde la politica, el andlisis del Big Data brinda nuevas oportunidades estratégicas para
los actores politicos (administraciones publicas, movimientos sociales, intermediarios politicos
como partidos o sindicatos, etc.), a la vez que abre nuevas perspectivas y afade nuevos métodos
para el andlisis académico del comportamiento social y politico. Esto suscita también cuesti-
ones normativas en el campo del gobierno y de la participacién democrdtica relacionadas con
temas de transparencia, acceso de los ciudadanos a la informacién, reutilizacién de la infor-
macién del sector publico, nuevos mecanismos de rendicién de cuentas y control democritico,
brecha digital, apropiacién de la informacién por parte de los poderes publicos, etc.

Centrado en estas cuestiones, pero sin olvidar otros aspectos relevantes en los campos del
derecho y la politica que plantean desafios acuciantes para el futuro de Internet, el Congteso
Internacional Internet, Derecho y Politica ha constituido un lugar de discusién, andlisis, for-
mulacién de propuestas y planteamiento de lineas de accién.

El congreso, a su cierre, desfila ya hacia su décima convocatoria habiéndose consolidado
como un punto de encuentro de investigadores, académicos y expertos de dmbito internaci-
onal en el que dar a conocer, analizar y debatir como las Tecnologfas de la Informacién y la
Comunicacién estdn cambiando el paradigma de sociedad en el que vivimos y, con ello, el
marco regulatorio y politico que la acompafan.

En el presente libro de actas se publican las comunicaciones académicas enviadas por
investigadores nacionales e internacionales al Congreso Internacional Internet, Derecho y Po-
litica y que tras superar un riguroso proceso de seleccién mediante revisién por pares fueron
aceptadas para su presentacién en el congreso. El congreso conté ademds con diversos po-
nentes invitados que intervinieron en conferencias y mesas redondas, tal como consta en el
programa que se incluye a continuacion de estas lineas.

El congreso Internacional Internet, Derecho y Politica estd impulsado y organizado por
los Estudios de Derecho y Ciencia Politica de la Universitat Oberta de Catalunya (UOC) y la
revista académica IDP — Revista de Internet, Derecho y Politica. En la organizacién y desar-
rollo de la edicién de 2013 ha participado la Autoridad Catalana de Proteccién de Datos, ha
tenido como colaboradores la agenda Eventos Juridicos, la firma Reputacién Online Legal y la
consultora Astrea, asi como el destacado patrocinio del Grupo Francis Lefebvre.

Toda la informacién sobre el congreso se halla disponible en el sitio web http://edcp.uoc.
edu/symposia/idp2013/
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INTELLECTUAL PRIVACY:
A FORTRESS FOR THE INDIVIDUAL USER?

Irina BArALIUC
Research Group on Law, Science, Technology & Society (LSTS),
Vrije Universiteit Brussel (VUB), doctoral researcher

ABSTRACT: The digital environment poses numerous challenges to online copyright enforcement.
The enforcement measures taken by copyright holders, intermediaries and public authorities might
threaten the protection of fundamental rights of the individual, such as privacy and data protection.
The concept of «intellectual privacy» potentially creates a framework, within which an individual can
enjoy the fruits of creative acts online. It encompasses the protection of individual data concerning
one’s intellectual consumption and exploration, on one side, and the spatial, temporal and other
circumstances pertaining to the freedom to enjoy copyrighted works, on the other side. In this paper,
I will explore these various facets of intellectual privacy in its relation to copyright, by getting inspira-
tion from the research conducted by US scholars on the topic. Since the concept was developed in
the US, in order to see how the context would operate in the European environment, a necessary step
would be to put it in the European legal context, taking particular account of already existing rights,
such as privacy, protection of personal data, freedom of expression and information. These reflections
prove that intellectual privacy —an embodiment of freedom of expression, privacy and data protec-
tion— is a relevant concept. Its instrumentality is determined by the fact that it can be used as a legal
tool to shape a private space in the digital environment, within which an individual can enjoy and
share copyright-protected content.

KEYWORDS: intellectual privacy, copyright, private space, Internet, fundamental rights.

1. CONTEXT

The copyright debate in 2012 was greatly marked by the ratification process' of the
Anti-Counterfeiting Trade Agreement.”> Among its most controversial provisions, there
were those dealing with the enforcement of copyright in the digital environment, allegedly

1 Besides a rather obscure negotiation procedure, far from international organizations and the
general public, the ratification process of ACTA was marked by popular disagreement (public pro-
tests, distributed denial-of-service attacks on Governmental websites, a petition signed by almost 3
million people), individuals worldwide fearing that the agreement would endanger their freedom
of expression and information, privacy, etc. See also Baraliuc, 1., Depreeuw, S., and Guewirth, S.
(2013). Copyright enforcement in the digital age: a post-ACTA view on the balancing of funda-
mental rights. International Journal of Law and Information Technology, 21(1), 92-104.

2 2011 Anti-counterfeiting trade agreement between the European Union and its member states,
Australia, Canada, Japan, the Republic of Korea, the United Mexican States, the Kingdom of
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imposing disproportional restrictions on fundamental rights and freedoms of individuals.
The interaction of various fundamental rights (including the right to privacy, personal data
protection, freedom of expression and copyright) has been on the agenda of the Court of
Justice of the European Union (CJEU), which was concerned with reconciling these rights,
in particular striking a fair balance between them. More recently, the balancing exercise
involving copyright and the freedom of expression has become a matter for the European
Court of Human Rights (ECtHR).? As seen in the recent jurisprudence, the interaction of
copyright with fundamental rights is relevant not only for copyright enforcement purposes,
but also for enabling an individual to pursue her interests and to develop herself. Needless
to say, the digital environment offers tremendous opportunities for both situations, but also
poses tremendous threats. When it comes to an individual, one should acknowledge that
the freedom of intellectual exploration and development is restricted both by law and tech-
nology: on one side, there are the exclusive rights of the creators that need to be protected;
on other side, the artistic works might come with technological measures attached primarily
aimed at protecting those exclusive rights, but also posing other threats, such as unnecessary
monitoring of user behaviour and collection and processing of personal data for purposes
other than those related to protection of copyright. In this paper, I will explore the legal
boundaries of a space in the digital environment within which a person can lawfully pursue
her intellectual goals. First, I will examine the concept of «intellectual privacy», as it was de-
veloped by Cohen and Richards, both US scholars. The identified elements of the concept
will allow finding their equivalents in the European law. In order to facilitate the shaping of
intellectual privacy, the rights forming the concept under European law will be analysed in
particular in relation and/or opposition to copyright, considering that intellectual privacy,
being a privilege of the user, is often opposed to copyright, which protects the rights of au-
thors and creators. Following, these reflections will be used to test how intellectual privacy
sets the legal boundaries of a space within the digital environment, where an individual may
lawfully enjoy copyright protected content, in order to foster her intellectual endeavours.

2. INTELLECTUAL PRIVACY IN THE APPROACH OF US SCHOLARS

The concept of intellectual privacy was introduced by Julie Cohen when exami-
ning the implications of Digital Rights Management (DRM) technologies on priva-

Morocco, New Zealand, the Republic of Singapore, the Swiss Confederation and the United
States of America.

3 Ashby Donald and others v. France, Appl. no. 36769/08, ECtHR, 10 January 2013; Inadmissibil-

ity decision in Fredrik Neij and Peter Sunde Kolmisoppi v. Sweden, Appl. No. 40397/12, ECtHR,
19 February 2013.
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cy.* Cohen considers the relation between intellectual exploration, a broader term
including the consumption of copyright-protected material, and the private physi-
cal space, where such consumption takes place, significant for the intellectual pri-
vacy. An individual’s interests of intellectual privacy are based on her informational
privacy interests. While technology enables the collection of data about intellectual
consumption and exploration, surveillance and disclosure of such data affects how an
individual user will consume content online, thus threating the rights of integrity and
self-determination.’ As a consequence, legal rules have emerged to prevent the disclo-
sure of this data. The intellectual privacy interests lie also in spatial aspects, namely
circumstances related to when and where the intellectual consumption occurs. In
this sense the law protects the private space, which includes the physical home of an
individual, but also spaces within public space where she has reasonable expectations
of privacy.® This creates a space where an individual can act, including consume and
explore her intellectual interests. The individual enjoys a certain freedom that in non-
private spaces is either lacking or restricted.

Neil Richards broadens the concept of intellectual privacy, defining it as the ability
to develop ideas and beliefs without interference of public and private entities’ con-
sisting of a number of legal protections that have as their core the most private area of
an individual and extending to acts of intellectual consumption and communication.®
Intellectual privacy is distinct from other concepts of privacy (i.e. informational and
spatial privacy taken separately), since it is concerned with how cognitive processes are
constructed.” Compared to Cohen, Richards enlarges the concept, anchoring it in the
First Amendment' theory, its core being the freedom of thought and belief. He argues
that surveillance and interference of others restrict one’s ability to make up one’s mind
and develop new ideas." The traditional First Amendment theory is focused on the pro-
tection of expressing ideas that already exist, being not particularly concerned with how
these ideas came to existence. Later theories have considered the freedom of thought as
a part of the background for the freedom of speech.'” Another element of the concept

Cohen, J. E. (2003). DRM and Privacy. Berkeley Technological Law Journal, 18, 575-617.
Tbidem, 577.
1bid., 578-579.
Richards, N. (2008). Intellectual Privacy. Texas Law Review, 87, 387-445, 389.
Tbidem, 408.
1bid., 391.

10  The First Amendment stipulates that «Congress shall make no law (...) abridging the freedom
of speechy.

11  Richards, 389.
12 Such as the democratic self-governance theory; Richards, 396.
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is the spatial privacy, as seen in Cohen’s approach. The next element, freedom of private
intellectual exploration, concerns the ability to develop new ideas by «reading, thinking
and discovering new truths»"® (in Cohen’s approach the informational privacy dimen-
sion). The latter has not been recognized as such in the American legal theory; yet it has
manifested itself in a number of cases dealing with the right to receive information and
ideas, defined by the court as fundamental for the society.'* Richards justifies the lack
of a wide recognition of this freedom with the way social norms and institutions have
constructed this freedom, without requiring a necessary legal protection of it."” The
fourth and the last element of Richard’s concept is the freedom of confidential commu-
nications, concerned both with interception of communication by third parties, and
breach of confidence by one’s confidants,'® thus protecting the sharing of ideas, before
the individual decides to do so.

The elements of the concept of intellectual privacy as described in the two appro-
aches — the slightly narrower one of Cohen and the one based on freedom of thought of
Richards — are (1) informational privacy, (2) spatial privacy, (3) freedom of thought and
freedom of expression, and (4) confidentiality of communication.

3. INTELLECTUAL PRIVACY IN THE EUROPEAN CONTEXT

The development of a legal theory of intellectual privacy requires an «act of legal
imagination»; its construction should be based on various legal doctrines and tradi-
tions, due to the fact that its dimensions do not belong to a single legal doctrine."” In
this paper, this exercise will be done for the European legal context. In order to set
the concept in the European legal framework, it is necessary to see what rights co-
rrespond to the above identified elements. First, the informational dimension, which
deals with the collection of data concerning the intellectual activity of an individual,
will correspond to the data protection right, as long as such data can be related to an
individual,® or to the right of privacy. The spatial privacy will also correspond to the
right of privacy, which provides the individual with a freedom to «experience them-

13 Ibidem, 387.

14 Ibid., 417.

15 Ibid., 419. The example given by Richards is that of public libraries, where an individual enjoys
the freedom to choose what she reads and to read in private.

16 Ibid., 422.

17 Cohen, 588. Cohen identifies the areas of US law that may define the concept, in the context of
application of DRM technologies.

18  DPersonal data is defined as «any information relating to an identified or identifiable natural
person.» Article 2(a), Directive 95/46/EC of the European Parliament and of the Council of 24
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selves (...) as they please, void of any interference».'” The right to privacy will also
include the dimension of confidentiality of communications.? Finally, the freedom of
thought and freedom of expression are reflected as such in the European law. In the
following sections, these fundamental rights will be examined in relation to copyright,
a fundamental right itself,?' considering the tensions that may arise when these rights
clash with each other, with a particular focus on how they are enacted in the digital
environment. The analysis will be based on the Charter of Fundamental Rights of
the European Union (hereinafter EU Charter), the Convention for the Protection
of Human Rights and Fundamental Freedoms (hereinafter ECHR), the European
Directives in the field of privacy, data protection and intellectual property and the
jurisprudence of the Court of Justice of the European Union (hereinafter CJEU) and
of European Court of Human Rights (hereinafter ECtHR).

3.1. Privacy and data protection

The right to privacy and the right to protection of personal data are fundamental
rights?. Data protection enjoys regulation in the EU directive, while it is fair to say that
the right to privacy is rather constructed by judicial authorities and academia. The right
to privacy, as enshrined in the ECHR, protects private and family life, one’s home and
correspondence. However, the ECtHR has expanded the right on numerous judicial oc-
casions to include a wide range of issues, such as integrity, secrecy of correspondence and
communication, protection of the domicile, protection of personal data, wiretapping,
identity, etc., affirming that it was neither possible nor necessary to determine the con-
tent of privacy in an exhaustive way.” But how do these rights interact with copyright?

October 1995 on the protection of individuals with regard to the processing of personal data
and on the free movement of such data (Data Protection Directive), OJ L 281.

19 Guewirth, S. (2002). Privacy and the information age. Rowman & Littlefield Publishers.

20  The right to privacy, as stipulated both in the EU Charter and in the ECHR, covers the right to
respect one’s communications.

21  Protection of intellectual property in Article 17(2) of EU Charter and protection of property
in Article 1 of the Protocol 1 to ECHR (see also Anheuser-Busch Inc. v. Portugal, Appl. No.
73049/01, §134, EC(HR 2004-X1I).

22 Right to privacy in Article 8 of ECHR and Article 7 of EU Charter; right to protection of per-
sonal data in Article 8 of EU Charter.

23 «[The Court] reiterates that ‘private life’ is a broad term not susceptible to exhaustive defini-
tion (see, for example, Glor v. Switzerland, Appl. No. 13444/04, § 52, ECHR 2009; Tjsiqc
v. Poland, Appl. No. 5410/03, § 107, ECHR 2007-1; Hadri-Vionnet v. Switzerland, Appl. No.
55525/00, § 51, 14 February 2008; Pretty v. the United Kingdom, Appl. No. 2346/02, § 61,
ECHR 2002-11I; and S. and Marper v. the United Kingdom [GC], Appl. Nos. 30562/04 and
30566/04, § 66, ECHR 2008).
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Since its early development, copyright protection did not extend to the private
sphere of individual; an authorization of the right-holder to use copyrighted works,
which was enabling an individual to take part in the intellectual life and personal de-
velopment, was therefore not needed.?* Such view was generally accepted among the
European scholars in the beginning of the twentieth century, but it has been gradually
altered once new technologies were emerging. The digital environment challenges the
relationship between copyright and privacy, at the same time make it very complex,
considering that the rapid technological development constantly and increasingly
challenges the law.

The application of exclusive rights of copyright holders in the private sphere of an
individual is restricted by the right to privacy. Historically, this exception was justified
by the fact that the copyright-holders would exercise no control in the private sphere
provided that they had no profit motives and it is reflected in the manner of formulation
of exclusive rights in the international conventions, focusing solely on activities that
take place in the public.”” One of the most obvious manifestations of the copyright-
privacy nexus would be the private use exception. The private use should not be seen
as right of the user in itself, but it is rather an exception to the exclusive right of repro-
duction of the latter. Moreover, in the European legal framework, the adoption of this
exception by the Member States does not have a mandatory character and it triggers the
condition of the fair compensation of right-holders.”® The private use includes the use
of a work in the private sphere of an individual, including close friends and family,”” but
its precise scope and content is determined in the national law. This exception is being
complicated when it is applied in the digital environment, since technology blurs the
boundary between private and public realms, but also complicates the approach towards
who are one’s friends that form a private space. From a different point of view, the
private use exception in the analogue environment may be explained by the fact that it
would have been too difficult to exercise control over the various private uses. However,
the digital environment eases the monitoring of private uses on a massive scale, thus, the
justification of this exception, should it be maintained, needs to be grounded in matters

24 Guibault, L. (2002). Copyright limitations and contract. An Analysis of the Contractual Overrid-
ability of Limitations on Copyright. The Hague: Kluwer Law International, 48.

25  Senftleben, M. R. (2004). Copyright, limitations, and the three-step test: an analysis of the three-
step test in international and EC copyright law. Kluwer Law International. 32.

26 Article 5(2)b, Directive 2001/29/EC of the European Parliament and of the Council of 22 May
2001 on the harmonization of certain aspects of copyright and related rights in the information
society (Infosoc Directive). OJ L 167.

27 Walter, M. M. and von Lewinski, S. (2010). European Copyright Law: A Commentary. Oxford:
Oxford University Press 1032.
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other than market failure.?® Thus, besides the right to privacy, the private use exception
may be grounded also in the right to freedom of expression,*” which shall be examined
further in the next section.

Another facet of the copyright-privacy nexus in the digital environment is sha-
ped by the ability of current technologies to monitor and control how individuals use
copyright-protected content.®® First, this is expressed through the implementation of
technological protection measures by the copyright holders aimed at blocking access
or preventing certain uses.’’ Technologies such as DRM are able of collecting and pro-
cessing certain personal data relating to the purchase of copyright-protected works, but
internet systems may also register data of persons that do not acquire the works, but are
only browsing the internet, exploring the possibility of such purchase.?? Such activities
may affect the autonomy of an individual in exploring potential works of interest. The
awareness of being monitored has proved to add an undesired scrutiny to the behaviour
of an individual and thus it will restrict her options in exploring new opportunities
for her intellectual behaviour. Second, the electronic rights-management information
systems, together with the technological protection measures, are designed to control
and monitor uses.*® Since such systems may process personal data concerning individual
consumption, it is suggested that they should incorporate privacy safeguards according
to the Data Protection Directive.* Third, internet service providers have the technolo-
gical ability to monitor electronic communications of individual users. For copyright
enforcement purposes, a national court may order disclosure of such data, provided that
the infringements have occurred on a commercial scale (a term which lacks a precise
legal definition).*

In the recent year, the CJEU has been very active in the area of copyright, covering
a wide range of issues. For the purpose of this research, it is necessary to examine the

28  Senftleben, 30-31.

29  Senftleben, 33; Bygrave L. A. and Koelman K. J. (2000) Privacy, Data Protection and Co-
pyright: Their Interaction in the Context of Electronic Copyright Management Systems. In
Hugenholez P. B. (ed.), Copyright and Electronic Commerce: Legal Aspects of Electronic Copyright
Management (pp. 59-124). The Hague, London, Boston: Kluwer Law International.

30  Guibault, 55; Bygrave and Koelman, 108.

31  Walter and von Lewinski, 1065.

32 Bygrave L.A. (2003) Digital Rights Management and Privacy — Legal Aspects in the European
Union. In Becker E., Buhse W., Gunnewig D., Rump N. (eds.), Digital Rights Management:
Technological, Economic, Legal and Political Aspects, (pp. 418-446). Springer. 421.

33  Walter and von Lewinski, 1077.

34  Recital 57 of Data Protection Directive.

35  Aurticle 8 of the Directive 2004/48/EC of the European Parliament and of the Council of 29
April 2004 on the enforcement of intellectual property rights. OJ L 157.
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case-law concerning the collision of copyright and certain fundamental rights, in parti-
cular privacy, data protection and freedom of expression, which has been dealt with in
the Promusicae, Bonnier, Scarlet and Netlog cases:

36

37

38
39
40
41
42
43
44

45

An early court case dealing with the relationship between copyright (in particu-
lar enforcement) and protection of personal data and privacy was the Promusicae
case. In its judgement,*® CJEU analysed the list of exceptions®” to confidentiality
of communications and traffic data® stipulated in the e-Privacy Directive. Read
together with the exception to safeguard the protection of the data subject or of
the rights and freedoms of others in the Data Protection Directive,” the Court
concluded that Member States are not precluded from imposing the obligation to
disclose personal data in the framework of civil proceedings,* nor are they com-
pelled to do so. Considering the various fundamental rights involved, the court
needs to reconcile these rights, in particular the right to privacy and the right to
intellectual property.*’ The provisions of the concerned Directives are quite general,
which does not facilitate such a balancing exercise; therefore, the national courts
will have to strike the balance between the competing fundamental rights, taking
into account that the interpretation of them should be in accordance with the
fundamental rights.*’

Later, in the Bonnier case,** CJEU ruled that if there is clear evidence of an in-
fringementan order may be issued to disclose personal data to a copyright holder
entitled to act, taking into account the conflicting interests and the principle of
proportionality. This strikes the fair balance between the protection of intellec-
tual property and the protection of personal data.* Thus, CJEU reinforces the

Judgment of the Court (Grand Chamber), 29 January 2008, Case C-275/06, Productores de

Miisica de Espania (Promusicae) v Telefonica de Esparia SAU.

Article 15(1), Directive 2002/58/EC of the European Parliament and of the Council of 12 July
2002 concerning the processing of personal data and the protection of privacy in the electronic
communications sector (e-Privacy Directive). OJ L 201.

Article 5(1), e-Privacy Directive.

Article 13(1)g, Data Protection Directive.
Promusicae, §54.

Lbidem, §55.

1bid., $65.

1bid., S68.

Judgement of the Court (Third Chamber) of 19 April 2012 in Case C-461/10 Bonnier Audio AB,
Earbooks AB, Norstedts Forlagsgrupp AB, Piratforlaget AB, Storyside AB v Perfect Communication
Sweden AB.

Bonnier, §60.
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46
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right holders to make use of the available remedies against directly infringing
users.

In the Scarlet case,** CJEU examined whether an injunction can be imposed on an
internet service provider (ISP) to introduce a filtering system of all electronic com-
munications, applied indiscriminately to all its customers, as a preventive measure,
for an unlimited period, to which copyright holders are entitled in order to protect
their rights from infringement. In applying such injunctions, national courts ought
to respect the limitations arising from the e-Commerce Directive, including the
prohibition to adopt measures requiring an ISP to carry out general monitoring of
communication.” Since the injunction to install a filtering system will analyse all
communications and collect and identify IP addresses, which are personal data,*
and since such a system is not able of making a distinction between lawful and un-
lawful content, which might lead to blocking of lawful communications leading to
undermined freedom of information,” the Court concluded that the deployment
of such a filtering system will not strike a fair balance between the right to intellec-
tual property, on one hand, and the right to protection of personal data and the
freedom of expression, on other hand.”

In a similar judgement, in Netlog case,’’ CJEU ruled that Member States are
precluded from imposing an injunction on a hosting service provider «to install
a system for filtering information which is stored on its servers by its service
users, which applies indiscriminately to all of those users, as a preventative mea-
sure, exclusively at its expense, and for an unlimited period, which is capable of
identifying electronic files containing musical, cinematographic or audio-visual
work in respect of which the applicant for the injunction claims to hold inte-
llectual property rights, with a view to preventing those works from being made
available to the public in breach of copyright»,** since such a measure would not

Judgment of the Court (Third Chamber) of 24 November 2011 in case C-70/10 Scarlet Extend-

ed SA v Société Belge des auteurs, compositeurs et éditenrs SCRL (SABAM); Scarlet is an Internet
Service Provider, which does not offer downloading or file sharing services.

Article 15(1), Directive 2000/31/EC of the European Parliament and of the Council of 8 June
2000 on certain legal aspects of information society services, in particular electronic commerce,
in the Internal Market (e-Commerce Directive).

Scarlet, §51.
Tbidem, §52.
1bid., §53.

Judgement of the Court (Third Chamber) of 16 February 2012 in Case C-360/10 Belgische
Vereniging van Auteurs, Componisten en Uitgevers CVBA (SABAM) v Netlog NV; Netlog NV is an
online social network.

Netlog, §26.
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strike a fair balance between the right to intellectual property and the applicable
fundamental rights.>

These decisions show that, while the copyright holders have a series of measures to
enforce and to prevent infringement of their exclusive right, a fair balance needs to be
struck between copyright and the fundamental rights of the individuals, which is usua-
lly left to the national judicial authorities.

3.2. Freedom of thought and freedom of expression

The right to freedom of thought is provided in Article 10(1) of the EU Charter
that is identical with the text of Article 9(1) ECHR, which covers also the rights of
freedom of conscience and religion. ECtHR has repeatedly proclaimed that freedom of
thought is one of the foundations of a democratic society.” The internal dimension® of
this right includes, among others, the freedom to develop and hold ideas free from state
intervention,’® and it has proved not to be particularly controversial. Its ‘internal’ nature
does not allow posing any limitations on it,” making it absolute®® and unconditional,
since it concerns ideas and thoughts in one’s conscience, which cannot be as such distur-
bed by externalities.” The latter seems to come in contradiction with Richards’ fear that
the freedom of thought, at the core of intellectual privacy, might be endangered by the
interference of public or private entities. However, the fact that the ideas and thoughts
are free in one’s conscience (before they are expressed) does not deem the protection of
such freedom as unnecessary.®’ It has been stated that surveillance may have a conside-
rable impact on an individual, and being aware of surveillance may inhibit and hinder
the development of ideas. Article 9 of ECHR is predominantly concerned with religious

53 Ibhidem, §§47, 51, 52.

54  Kokkinakis v. Greece, Appl. No. 14307/88, ECHR, 25 May 1993, Ser. A, vol. 260-A, §31 via
EU Network of independent experts on fundamental rights. (2006). Commentary of the Charter
of Fundamental Rights of the European Union. (Commentary of the EU Charter) Retrieved 04
March 2013 from http://ec.europa.eu/justice/fundamental-rights/files/networkcommen-
taryfinal_en.pdf, 107; Renucci, J.-F. (2005). Article 9 of the European Convention on Human
Rights — Freedom of thought, conscience and religion. Human Rights Files, No. 20, 8.

55  The other dimensions — the external and the collective — are of religious nature, therefore are left
out of the scope of the present research.

56  Murdoch, J. (2012). Protecting the right to freedom of thought, conscience and religion under
the European Convention of Human Rights. Council of Europe human rights handbooks, 18.

57  Commentary of the EU Charter, 109.

58  Ibidem.

59  Renucdi, 10.

60  Ibidem, 11.
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aspects (as seen also in the jurisprudence of ECtHR); however, its scope is quite wide
and it covers also personal, political, philosophical and moral conceptions of a certain
level of «cogency, seriousness, cohesion and importance».®’ While considered by Ri-
chards as the indispensable feature for an individual to develop ideas freely, the freedom
of thought, as constructed in the law of the ECHR and of the EU Charter, does not
provide any protections to its internal dimension, but rather to the external dimension,
i.e. to manifestation and expression. The external dimension of the right enshrined
in Article 9 of ECHR concerns manifestation of religious beliefs and convictions and
therefore it is of less interest for this research, in contrast to the freedom of expression,
discussed further.

Freedom of expression was qualified by the ECtHR as «one of the basic conditions
for the progress of democratic societies and for the development of each individual».®
This right has two dimensions: the freedom to seek and receive information and the
freedom to impart information.®® This freedom, provided in Article 11 of the EU
Charter and Article 10 of ECHR, presents more interest in the context of its relation
with copyright. On one side, freedom of expression and copyright protection are part
of a continuous cycle of «discovery, enlightenment and creation», being essential for
and evolving «environment of information, knowledge and culture»** and having the
same goal to promote speech.”® On other side, the protection of copyright’s exclusive
rights clash with the freedom of expression of the individuals who use the copyright
protected content to express a personal message and with the freedom of information
of the individuals who use the information contained in copyright protected con-
tent.®® The law has responded to this issue by setting boundaries to copyright protec-
tion, by establishing limitations on exclusive rights,*” by setting the idea/expression
dichotomy (copyright law protects expression and not underlying ideas, thus lowering
the impact of copyright on freedom of expression)®® and by limiting the term of co-

61  Ibid., 12.
62 Handyside v. the United Kingdom, Appl. No. 5493/72, ECHR 7 December 1976, Series A No.
24 §49.

63  Senftleben, 24.

64  Akester, P. (2010). The New Challenges of Striking the Right Balance Between Copyright Pro-
tection and Access to Knowledge, Information and Culture. European Intellectual Property Re-
view, 32(8), 372-381, 373.

65 Hugenholtz, P. B. (2001). Copyright and freedom of expression in Europe. In Cooper Dreyfuss
R., Leenheer Zimmerman D. and First H. (eds.), Expanding the Boundaries of Intellectual Prop-
erty. Innovation Policy for the Knowledge Society (343-363). Oxford: Oxford University Press.

66  Guibault, 28.
67  Guibault, 29; Senftleben, 23.
68  Guibault, 30.
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pyright protection® (so that an individual can freely enjoy copyright protected works
in the public domain). The limitations of the freedom of expression may be regarded
as justifying the respect of creators’ rights; in turn, the limitations on copyright may
be regards as justifying the respect of the freedom of expression of individuals. The
limitations on copyright may be divided in two categories: (a) those based on the
informational character of the protected content and (b) those concerning the use of
the protected content without the consent of the right-holder.” Among these limi-
tations, the right to quote might be one of the most important ones in the context of
guaranteeing the freedom of expression, being also the foundation for other rights.”

Recently, the relation between copyright and the freedom of expression in the di-
gital environment has come to the attention of ECtHR for the first time in its history:

*  In Ashby Donald and others v. France,”* the Court has confirmed that a copyright
enforcement measure may be regarded as interfering with the right of freedom of
expression and information.”® Such interference is legitimate if it is prescribed by
law, pursues a legitimate aim and it is necessary in a democratic society.” In this
case, the Court confirmed that the conviction was prescribed by the French inte-
llectual property laws and it pursued the legitimate aim of protecting others.” In
determining whether the interference was necessary in a democratic society, the
Court stated that the states should enjoy a wide margin of appreciation, in particu-
lar because the case concerned content of rather commercial nature’® and because
the balancing of eventually competing interests is a difficult exercise.

e 'This case was promptly followed by the inadmissibility decision in Neij and
Sunde Kolmisoppi v. Sweden case.” The ECtHR confirmed that the freedom

69  Akester, 374; Hugenholtz, 343-363.
70  Guibault, 31-32.
71  Guibault, 32.

72 Ashby Donald and others v. France, supra note 3. The case concerned the conviction of three fash-
ion photographers for copyright infringement in relation to publication on Internet of pictures
taken at fashion shows without the permission of the concerned fashion houses.

73 Voorhoof, D., Hoedt-Rasmussen, 1. (2013)/ ECHR: Copyright vs. freedom of expression. Kluwer
Copyright Blog. Retrieved 4 March 2013 from http://kluwercopyrightblog.com/2013/01/25/
echr-copyright-vs-freedom-of-expression/.

74 Article 10(2) ECHR.

75 Ashby Donald and others v. France, §36.

76 Ibidem, §39.

77 Neij and Sunde Kolmisoppu v. Sweden, supra note 4. The case concerned the conviction of two
co-founders of the world’s largest file sharing services The Pirate Bay seen by the applicants as
interference with their right to freedom of expression.
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of expression covers also the means of sharing and receiving information, the
internet playing a significant role «in facilitating the sharing and dissemination
of information».”® The Court further confirmed that the interference with the
applicants’ freedom was prescribed by law, namely Swedish Copyright Act and
Penal Code, thus pursuing a legitimate aim of protecting the right of others and
preventing crimes. The Court focused on the test of «necessity in a democratic
society». Since such test cannot be applied in absolute terms, it had to perform
a balancing exercise weighing, on one side, the interest of sharing information
and, on the other side, the interest in protecting the right of copyright-holders.
The protection of copyright’” may require positive measures by the state, thus
the state enjoys a wide margin of appreciation in balancing the competing rights.
While the Court does not reflect on the essential elements to be taken into ac-
count in the balancing exercise, it states that the margin of appreciation depends,
among others, on the type of information: in this case the protection offered to
the distributed material (both of lawful and unlawful nature) cannot reach the
protection offered to political expression and debate.®

The implications of these two cases are manifold. The ECtHR acknowledged
that copyright enforcement measure may constitute an interference with the freedom
of expression. Since both copyright and the freedom of expression are protected by
ECHR as fundamental rights, the states should perform the balancing of the compe-
ting interests. However, the Court did not go further and reflect on the criteria that
need to be taken into account by the national courts in performing this exercise. On
another note, it is interesting to observe the importance given by ECtHR to the na-
ture of the information at issue (one of the aspects taking into account in the test of
necessity in a democratic state). First, information of commercial nature is considered
of not being of general interest and not contributing to a public debate. Second, the
content distributed via «The Pirate Bay» (which may be interpreted as the copyright
protected music, films and games or torrent files linking to them) cannot enjoy the
same level of protection as political expression and debate. This becomes problematic
when viewed through the lens of intellectual privacy: information of both commercial
nature (that also enjoys copyright protection) and of artistic nature does not outweigh
information of political nature in the intellectual development of an individual and
her participation in the society.

78  Ibidem with reference to Times Newspapers Ltd v. the United Kingdom (Nos. 1 and 2) Appl. Nos.
3002/03 and 23676/03, ECtHR, 2009 and Ashby Donald and others v. France.

79  As provided in Article 1 of Protocol 1 to the convention for the Protection of Human Rights
and Fundamental Freedoms of 1952.

80  Neij and Sunde Kolmisoppu v. Sweden.
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4.  SHAPING THE SPACE FOR INTELLECTUAL EXPLORATION AND
CONSUMPTION

The above reflections lead to a European legal concept of intellectual privacy that
is comprised of the fundamental human rights to freedom of expression, privacy and
data protection. These rights contribute to the construction of a (private) space in
the digital realm where an individual may exercise acts of intellectual exploration and
consumption. Such a digital space cannot be seen as a fixed stable space with clear im-
permeable boundaries. It can be easily imagined as a bubble® contoured by thresholds
rather than boundaries. The bubble is configured and continuously reconfigured by
the activity of individuals and the fundamental rights they enjoy. It is further con-
toured by how these rights correlate to another competing fundamental right, namely
copyright. While freedom of expression, privacy and data protection may create a
wide space for the user, copyright comes to limit and redefine these rights. Thus, an
individual may enjoy a copyright-protected work in her private space together with
close friends and family, without being necessary to obtain the authorization of the
copyright-holder. While exploring and enjoying such works, an individual may be
protected from unnecessary general monitoring of her communications and unne-
cessary collection of her personal data. In the process of intellectual exploration, she
is free to receive and impart information, such as artistic works when they are in
the public domain, ideas that are not protected by copyright law or quotes from
copyright-protected works. When the individual shares copyright-protected works,
this individual freedom is restricted by copyright enforcement measures available to
the creators to protect their exclusive rights.

This research focused on the legal aspects of intellectual privacy and aimed at map-
ping out the basic legal elements of the concept, considering only occasionally the te-
chnological implications. Given the constantly emerging and changing technologies, a
next step would be to consider the web architecture in the shaping of the individual
space of intellectual exploration and consumption and explore other aspects of the in-
teraction between freedom of expression, privacy and data protection, on one side, and
copyright, on the other side.

Finally, the name of the concept «intellectual privacy» does not necessarily im-
mediately infer that the right does also include, besides privacy, freedom of expression
and protection of personal data. One may want to replace «privacy» with a more en-
compassing concept, such as «freedomy, «self-determination» or «autonomy». The term
«intellectual autonomy» could reflect to a greater extent than other mentioned terms

81  Beslay L. and Hakala H. (2007) Digital Territory: Bubbles. In Kidd P. T. (ed.), European Visions
Sfor the Knowledge Age: A Quest for New Horizons in the Information Society (pp. 69-78). Cheshire
Henbury.
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the underlying thought of fostering intellectual exploration and consumption by the
individuals, as a feature of the human nature.
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One generation passeth away, and another generation cometh; but the earth abideth forever. ..

The sun also ariseth, and the sun goeth down, and hasteth to the place where he arose. ..

The wind goeth toward the south, and turneth abour unto the north; ir whirleth about continually,

and the wind returneth again according to its circuiss. .. All the rivers run into the sea; yet the sea is not full;
unto the place from whence the rivers come thither they return again.

Ecclesiastes

ABSTRACT: The paper would analyze the law and economics of introducing flexibility in the system
of exceptions and limitations on European Copyright Law. Such flexibility would exist in an open
norm, on the basis of which the courts can decide whether certain uses of copyrighted material are
permissible or not, instead of explicitly defining this in the law.

First, it would assess problem areas where the lack of flexibility creates legal disputes and potential
barriers to innovation and commercialization. Second, it would analyze the economic rationale and
economic effects of introducing flexibility.

Exceptions and limitations in the current copyright system are meant to balance the protection grant-
ed to rights owners with the public interest’s need to make certain unauthorized uses. However, this
paper would identify a number of situations that do not fit well within the current set of exceptions
and limitations and attributes this to a lack of flexibility.

Several of these problem areas have given rise to court proceedings with varying outcomes. The in-
terpretation given by courts to existing exceptions and limitations —such as the quotation right, the
exception for transient and incidental copying, the private copying exception, and the incidental use
exception— is usually too narrow to respond to new technological developments, new developments
in the creation process, or new commercialization models. These types of uses generally do not fit the
narrowly defined exceptions and limitations and therefore lack legal basis. The same is true for things
not yet invented.

KEYWORDS: Copyright; Exceptions; Limitations; Law&Economics; European Law; Intellectual
Property.

1. INTRODUCTION

This study analyses the law and economics of introducing flexibility in the system
of exceptions and limitations in Continental copyright law. Flexibility would exist in
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an open norm, on the basis of which the courts can decide whether certain uses of co-
pyrighted material are permissible or not, instead of explicitly defining this in the law.
The paper assesses problem areas where the lack of flexibility creates legal disputes and
potential barriers to innovation and production. The core of the study concerns the
analysis of the economic rationale and effects of introducing flexibility in the European
legal order in the form of an open norm.

Exceptions and limitations in the current copyright system are meant to balance
the protection granted to rights owners with the public interest’s need to make certain
unauthorized uses.

The interpretation given by courts to existing exceptions and limitations —such
as the quotation right, the exception for transient and incidental copying, the private
copying exception, and the incidental use exception— is usually too narrow to respond
to new technological developments, new developments in the creation process, or new
commercialization models. These types of uses generally do not fit the narrowly defined
exceptions and limitations and therefore lack legal basis. The same is true for things not
yet invented.

Because the law is not flexible in itself, courts have increasingly found inventive
ways to create legal space for uses that are not covered by the exhaustive list of excep-
tions. In these cases flexibility with specific evaluation criteria could have been more
satisfactory from a legal perspective.

Flexibility could be obtained by introducing an open norm in the Continental
copyright system. This paper defines such an open norm for the purpose of analyzing
the effects of more flexibility in copyright law. The norm has two main properties. First,
it would coexist with the exhaustive list of exceptions and limitations in the current
Continental copyright acts. Second, a use of a work would only benefit from the open
norm if it passes the so-called three-step test, which takes the interests of the author or
right holder into account.

The first category of economic effects of introducing an open norm is that for some
known uses that otherwise require licensing, the open norm would allow unlicensed
use. This potentially reduces the reward to the creator of a work and therefore decreases
the incentive to create. By contrast, it is also likely to reduce the creator’s costs of using
another work as an input when producing a new work, and therefore to increase the
incentive to create. It is difficult to predict which of these two opposing effects ultima-
tely turns the scale in specific markets. Traditional creators generally worry about the
negative effect on their reward and seem to believe that the first effect dominates. For
businesses that use large numbers of protected works as an input for their services, such
as Google, the opposite is true. They emphasize the benefits of reduced input costs and
are likely to improve their legal position with an open norm. Collective rights manage-
ment organizations in turn fear that their bargaining power vis-a-vis users like UCC-
platforms, such as YouTube, would suffer from an open norm.
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However, given the design of the open norm, it is unlikely that rewards for creators
are significantly affected. In case of severe adverse effects on the rights holder, the open
norm does not apply. The shift in bargaining power from rights holders to user —pla-
tforms— is limited to cases that are currently licensed and where parties are sufficiently
confident that the use benefits from the open norm.

The second category of economic effects of introducing an open norm is that the
legal delineation between infringement and permissible use becomes capable of ac-
commodating developments in technology and society. This enables entrepreneurs to
develop new products and services that rely on currently unforeseen use of protected
material. On the downside, flexibility may reduce legal certainty in the short run, until

jurisprudence on the practice of flexible copyright has developed.

In sum, the main effects of introducing an open norm seem to be of a legal nature:
it changes the legal position of some businesses and therefore affects the costs these
businesses make to comply with copyright. Tomorrow’s inventions are likely to be faci-
litated by an open norm. Since most businesses seem currently not chilled by the lack
of flexibility, the effect on products and services available in the market is likely to be
secondary to the legal effects.

2. DEFICIENCIES IN THE CURRENT EU SYSTEM OF EXCEPTIONS AND
LIMITATIONS

With the Information Society Directive the European legislator pursued two goals:
first, to bring the laws on copyright and related rights in the European Union in line
with the WIPO Internet Treaties, in order to set the stage for joint ratification of the
Treaties by the Member States and the European Community. The second, largely unre-
lated goal of the Directive was to harmonize certain aspects of substantive copyright law
across the board, including limitations and exceptions'. The harmonization of excep-
tions and limitations proved to be a highly controversial issue. The difhculty of choosing
and delimiting the scope of the limitations on copyright and related rights that would
be acceptable to all Member States also proved to be a daunting task for the drafters of
the Information Society Directive®. Between the times when the proposal for a Directive
was first introduced in 1997 and the times when the final text was adopted in 2001, the
amount of admissible limitations went from seven to twenty.

1 Hugenholtz, PB. (2000). Why the Copyright Directive is Unimportant, and Possibly Invalid.
EIPR, 2000-11, pp. 501-502.

2 Explanatory Memorandum to the Proposal for the Information Society Directive, p. 35.
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When the time came to devise the limitations on copyright and related rights in
the Information Society Directive, the European legislator could therefore rely only
on the six express limitations contained in the Berne Convention and on the open
norm of the three-step test, according to which limitations must (i) be confined to
special cases; (ii) they must not conflict with normal exploitation of the protected
subject-matter; and (iii) they must not unreasonably prejudice the legitimate interests
of the author. Until the adoption of the Information Society Directive, the exceptions
and limitations were harmonized at the European level only in respect of neighboring
rights and of the use of computer programs and databases. The existing acquis commu-
nautaire with respect to exceptions and limitations offered little additional concrete
hold upon which the Commission could base new limitations. The limitations listed
in the Information Society Directive apply to all categories of works and are modeled
either on the provisions of the Berne Convention or on the provisions found in the
legislation of many Member States. Article 5 of the Information Society Directive
contains a detailed list of limitations on the exclusive rights granted under articles 2
to 4 of the Directive, namely the reproduction right, the right of communication to
the public and the distribution right.

The European legislator’s decision to restrict the exceptions and limitations to
those cases enumerated in article 5 of the Information Society Directive has given rise
to severe criticism in the literature. At least three reasons may be advanced cautioning
the use of an exhaustive list. First, as the Legal Advisory Board (LAB) already pointed
out early on, harmonization does not necessarily mean uniformity. According to the
LAB, rules at EC level should allow distinctive features found in national legislations
to subsist, as long as they do not hinder the internal market. Second, previous efforts
at the international level to come up with an exhaustive catalogue of limitations on
copyright and related right have consistently failed. The Berne Convention provides a
clear illustration of such unsuccessful efforts, for the possibility of introducing a com-
plete and exhaustive list of exemptions into the Berne Convention had been conside-
red at the Stockholm Conference. The proposal was rejected for two main reasons: (i)
because in order to encompass all the principal exemptions existing in national laws,
such a list would have had to be very lengthy, and it would still not have been com-
prehensive; and (ii) since not every country recognized all the possible exemptions, or
recognized them only subject to the payment of compensation, experts feared that by
including an exhaustive list of limitations, States would be tempted to adopt all the
limitations allowed and abolish the right to compensation, which would have been
more prejudicial to the rights owners®.

3 Ricketson, S. and Ginsburg, J.C. (20006). International Copyright and Neighbouring Rights.
Oxford: Oxford University Press, p. 761.
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A third, and probably decisive argument against an exhaustive list of limitations, is
that a fixed list of limitations lacks sufficient flexibility to take account of future socio-
economic and technological developments. A dynamically developing market, such as
the market for online content, requires a flexible legal framework that allows new and
socially valuable uses that do not affect the normal exploitation of copyright works to
develop without the copyright owners” permission, and without having to resort to a
constant updating of the Directive, which might take years to complete®.

Not only is the list of exceptions and limitations contained in article 5 of the Di-
rective exhaustive, but all but one exception are optional. The regime of limitations esta-
blished by the Information Society Directive leaves Member States ample discretion to
decide if and how they implement the limitations contained in article 5 of the Directive.
This latitude not only follows from the fact that all but one of the twenty-three limita-
tions listed in the Directive are optional, but more importantly from the fact that the
text of the Directive does not lay down strict rules that Member States are expected to
transpose into their legal order. Rather, articles 5(2) to 5(5) of the Directive contain two
types of norms: one set of broadly worded limitations, within the boundaries of which
Member States may elect to legislate; and one set of general categories of situations for
which Member States may adopt limitations. The outcome is that Member States have
implemented the provisions of articles 5(2) to 5(5) of the Directive very differently,
selecting only those exceptions that they consider important. With such a mosaic of li-
mitations throughout the European Community, the aim of harmonization most likely
has not been achieved, and legal uncertainty persists. The assessment of the boundary
between infringing and non-infringing conduct, remains therefore highly uncertain and
unpredictable. The fact that Member States have implemented the same limitation di-
fferently, giving rise to a variety of different rules applicable to a single situation across
the European Community, could ultimately constitute a serious impediment to the
establishment of cross-border services.

A number of situations arise that do not fit well within the current set of exceptions
and limitations in the copyright system. Among these uses are the activities of search engi-
nes, either for the display of thumbnails in search results or for the dissemination of news
articles; the use of works in ‘user created content’; cloud computing; data mining; distance
learning; and other transformative uses, such as those of documentary filmmakers. Several
cases have given rise to court proceedings. The interpretation given by courts to existing
exceptions and limitations like the quotation right, the exception for transient and inci-
dental copying, the private copying exception, and the incidental use exception is usually
too narrow to respond to new technological developments, or new behavioral patterns in

4 Hugenholtz, PB. (2000). Why the Copyright Directive is Unimportant, and Possibly Invalid.
EIPR, 2000-11, pp. 501-502.
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the creation process or commercialization models. The majority of these types of uses are
considered to fall outside the scope of the narrowly defined exceptions and limitations
on copyright, with the consequence that such uses either may not take place at all and if
they do, their legal basis is uncertain at best. Where such new forms of uses have led to
legal disputes based on claims of copyright infringement, the outcome has been variable
between the Member States both in terms of final solution and in terms of motivation.
Because the system of the law is not flexible in itself, courts have increasingly come up
with inventive ways to create space in the law for the uses that are not covered by the ex-
haustive list of exceptions, but which they felt should not be prohibited by copyright. The
lack of flexibility of the present system of limitations and exceptions can be demonstrated
by the way courts in several Member States have in recent years struggled to, nevertheless,
protect the general social, cultural and economic interest by allowing certain free uses not
expressly recognized in the law. Although the outcome of many legal disputes may be
socially desirable, the paths followed by the courts towards a solution are often open to dis-
cussion, especially if they reverse the normal burden of proof between rights owners and
users, towards a regime where rights owners have to take extra measures to indicate that
the rights are reserved, which may encroach upon copyright law’s principle of exclusivity.
In these cases the application of a well-defined open norm with specific evaluation criteria
could have provided more satisfaction from a legal perspective.

Technological change is not likely to slow down. Technological developments are
expected to bring about new, innovative services the success of which will be growing,
or services that are still ‘under construction’ or have not even been invented yet. These
services are potentially problem areas as well, already appearing at the horizon or still
lying further in the future. Either way, it is at this point difficult to foresee how far these
developments will go. Therefore, a rigid system with an exhaustive list of static excep-
tions will continue to create new controversies with respect to future use of copyrighted
material, which may hamper innovation.

Things not yet invented are of course hard to describe or predict. What one can
predict, however, is that it is very likely that such technologies or services will struggle
to develop under the current system of exceptions and limitations. The UK needs to
explore with its EU partners a new mechanism in copyright law to create a built-in
adaptability to future technologies which, by definition, cannot be foreseen in precise
detail by today’s policy makers. This latter change will need to be made at EU level, as
it does not fall within the current exceptions permitted under EU law. The alternative,
a policy process whereby every beneficial new copying application of digital technology
waits years for a bespoke exception, will be a poor second best.

5  Hargreaves, 1. (2011). Digital Opportunity. A Review of Intellectual Property and Growth.
Hargreaves Review, p. 47.
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3. DEFINING AN INSTRUMENTAL OPEN NORM FOR ECONOMIC
ANALYSIS

An open norm should introduce sufficient flexibility to allow certain types of in-
novative uses and remove undesirable legal barriers for creative re-use and commercial
exploitation and for the development of new online business models. By letter of the
law, the current system of copyright exceptions and limitations does not seem to permit
various types of socially, culturally and economically legitimate uses by search engines,
digital education services and documentary filmmakers or for enabling cloud compu-
ting, data mining or user created content.

Although the lawfulness of the uses mentioned is not yet frequently challenged in
court and, if it is, the courts often show flexibility by applying external legal constructs
to allow certain free uses that are not explicitly permitted by copyright law, the current
inflexibility of copyright exceptions and limitations undeniably creates legal problems.
An ever-growing discrepancy between what is tolerated in practice and what is legally
permitted entails the risk of undermining copyright law’s social legitimacy, at least in
the long run®. From a legal perspective, therefore, there is sufficient reason for closing
these existing discrepancies. Introducing an open norm would have the benefit of re-
medying the situation for current and future occasions. Once implemented, it would
prevent the legislator from having to change the law each and every time it would need
to accommodate a new technology or service. An obvious prerequisite is that, should an
open norm be introduced, due account ought to be taken of the legitimate interests of
the relevant right holders.

The question remains what the economic consequences of the introduction of an
open norm would be. This requires an a priori concretization of such norm. In gene-
ral, an open norm can take different forms, varying from a narrow provision offering
flexibility for a specific type of use to a generic open norm providing flexibility for a
virtually undetermined range of uses. To be able to assess the economic consequences
of an open norm, therefore, the contours of what an open norm might look like must

first be identified.

In order to arrive at an open norm that would offer sufficient flexibility for enhan-
cing innovation and removing undesirable legal barriers for creative re-use and commer-
cial exploitation and for the development of new online business models, a number of
proposals and existing models are examined. There are basically two ways for introdu-
cing flexibility: one option is to seek flexibility within the boundaries of the existing fra-
mework of the law; a second possibility is to introduce a new open norm at the EU level.

6 Hugenholtz, P.B. and Senftleben, M.R.E (2011). Fair Use in Europe. In Search of Flexibilities.
Amsterdam, p.10.
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A third possibility would be to use the existing policy space in EU and interna-
tional copyright law to introduce or enhance flexibilities in national copyright law. At
first sight, the policy space at the EU level seems rather limited, given the closed list of
permitted exceptions and limitations under the Information Society Directive’. Howe-
ver, in many cases the exceptions and limitations enumerated in the Directive are not
precisely circumscribed, but formulated as categorically worded prototypes that leave
the national legislators considerable margins of implementation®. Moreover, the right of
adaptation has remained a largely unharmozised terrain of EU copyright law and that,
as a result, there seems to be sufficient room for national legislators to provide for an
exception or limitations permitting particular types of transformative uses, e.g., in the

context of UCC’.

One way of introducing more flexibility in national copyright law is for national le-
gislators to explore the existing policy space under the distinct exception prototypes and/
or to introduce a specific exception or limitation permitting the production and disse-
mination of particular types of adaptations'. While an approach of the kind suggested
here would certainly add flexibility to the existing regime of exceptions and limitations
in national copyright law, it does not establish a truly open- ended norm. At most, it
could inspire national governments, within the confines of one or more existing excep-
tions or limitations, to introduce a set of distinctive open norms for specific purposes or
uses for which flexibility is identified as being critical.

The eventual open norm could be comprised of (i) the substantive elements of the
distinct exception prototypes with flexible features included in the Information Society
Directive, plus (ii) the last two steps of the three-step test, because the cases covered by
this rule are to be regarded as certain special cases, they deemed it unnecessary to also
include the first step.

It can be read as follows:

Tt does not constitute an infringement to use a work or other subject-matter for
non-commercial scientific research or illustrations for teaching, for the reporting of
current events, for criticism or review of material that has already been lawfully
made available to the public, or quotations from such material serving compara-

7 Hugenholtz, PB. and Senftleben, M.R.E. (2011). Fair Use in Europe. In Search of Flexibilities.
Amsterdam, pp. 1-30.

8 Hugenholtz, P.B. and Senftleben, M.R.E (2011). Fair Use in Europe. In Search of Flexibilities.
Amsterdam, pp. 14 et seq.

9 Hugenholtz, P.B. and Senftleben, M.R.E (2011). Fair Use in Europe. In Search of Flexibilities.
Amsterdam, pp. 26-27.

10 Hugenholtz, PB. and Senftleben, M.R.E (2011). Fair Use in Europe. In Search of Flexibilities.
Amsterdam, p.2 and pp. 29-30.
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ble purposes, for caricature, parody or pastiche, or the incidental inclusion in other
material, provided that such use does not conflict with a normal exploitation of the
work or other subject-matter and does not unreasonably prejudice the legitimate
interests of the right holder'.

While coming close to an open-ended defense, the proposed norm inevitably re-
mains semi-open. That is, it cannot go beyond the express boundaries set by the closed
list of permissible exceptions and limitations under current EU copyright law and, con-
sequently, ‘can hardly empower judges to identify new use privileges on the mere basis
of abstract criteria, such as those constituting the three-step test'.

Whereas the existing legal framework enables the legislature and the courts to in-
troduce or enhance flexibility in copyright law in a number of ways, it does not permit
them to adopt a generic open norm offering flexibility for a variety of unspecified un-
authorized uses. Under the current framework of exceptions and limitations at the EU
level, Member States can introduce a semi open norm at best.

As a consequence, if the legislator would want to introduce or enhance flexibility
in current national copyright law unilaterally, that is, without having to rely on the EU
legislator, then it can only do so by exploring the existing policy space under EU law.

The present study seeks to examine the economic consequences of the introduction
of a generic open norm. Because under the current EU framework the introduction of
a generic open norm is not permitted, the concretization of the open norm must occur
at a level that exceeds the existing EU legal framework.

3.1. Towards a Generic Open Norm

There are a few models that may serve as inspiration for adopting an open norm
that would enable the legislator to introduce flexibility for a variety of unspecified un-
authorized uses. It must be emphasized that these models go beyond what is permitted
by the current legal framework of exceptions and limitations at the EU level. Adopting
such a model would thus require legislative action by the EU legislator. This section exa-
mines two types of models that exceed the existing EU legal framework. First, it looks
at the option of introducing an open norm along the lines of the US fair use doctrine.
Second, it analyses the possibility of adopting an open norm as recently proposed in the

Wittem Group’s European Copyright Code.

11 Hugenholtz, PB. and Senftleben, M.R.E (2011). Fair Use in Europe. In Search of Flexibilities.
Amsterdam, pp. 17-18.

12 Hugenholtz, PB. and Senftleben, M.R.E (2011). Fair Use in Europe. In Search of Flexibilities.
Amsterdam, p.17.
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3.1.1. An Open-Ended Fair Use Exemption

Proposals for introducing an open norm in the area of copyright exceptions and li-
mitations often take as example the existing fair use exceptions in the United States and
a few other countries. The fair use doctrine was developed by US courts in the twentieth
century without the aid of specific statutory guidance. In 1976 it was codified in the US
Copyright Act. Later, it found its way into the copyright laws of other jurisdictions. The
relevant provision of the US Copyright Act (17 U.S.C. § 107) reads as follows:

the fair use of a copyrighted work, including such use by reproduction in copies
or phonorecords or by any other means specified by that section, for purposes such
as criticism, comment, news reporting, teaching (including multiple copies for
classroom use), scholarship, or research, is not an infringement of copyright. In
determining whether the use made of a work in any particular case is a fair use
the factors to be considered shall include:

. the purpose and character of the use, including whether such use is of a com-
mercial nature or is for nonprofit educational purposes;

. the nature of the copyrighted work;

. the amount and substantiality of the portion used in relation to the co-
pyrighted work as a whole;
and
*  the effect of the use upon the potential market for or value of the copyrighted
work.

The fact that a work is unpublished shall not itself consideration of all the above
factors.”

The US fair use exception is characterized by the open-ended list of purposes for
which the use of a work may be regarded as fair, marked by the words ‘such as’, and by
the four factors set out to be considered in determining whether or not a particular use
is fair.

In Europe, the fair use doctrine is often perceived as a purely American concept,
very distinct from the European civil law style exhaustive enumeration of exceptions and
limitations and even from the common law concept of fair dealing. The consultation
on the Green Paper on Copyright in the Knowledge Economy reveals that, while some
stakeholders embrace fair use as an instrument introducing flexibility to accommodate
new, innovative uses in the digital environment, others are very critical about it, stating
that transplanting the US fair use system, which developed through decades of jurispru-
dence, would be highly problematic and run contrary to the legal traditions of most EU
Member States. Consequently, in Europe, proposing an open norm along the same lines
as the US fair use doctrine is rather controversial.
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3.1.2. An Open Norm as Formulated by the Wittem Group

One proposal that introduces a flexible open norm while keeping close to the legal
traditions in Europe is the European Copyright Code, a model law drafted by a group
of European scholars that named themselves the Wittem Group'. Chapter 5 of the
Code lays down a semi-open structure of copyright exceptions and limitations. First, it
explicitly enumerates the permissible exceptions and limitations and groups them by
reference to their objectives and rationales, covering uses with minimal economic sig-
nificance (Article 5.1), uses for the purpose of freedom of expression and information
(Article 5.2), uses permitted to promote social, political and cultural objectives (Article
5.3) and uses for the purpose of enhancing competition (Article 5.4). Next, in Article
5.5, it extends the scope of these specifically enumerated exceptions and limitations by
permitting any other use that is similar to the uses enumerated in Articles 5.1 to 5.4(1),
subject to the application of the corresponding requirements of the relevant exception
or limitation and the three-step test. In line with the ‘Declaration on a Balanced In-
terpretation of the «Three-Step Test» in Copyright Law’ (see Section 3.2.2), a fourth
element is added, namely the requirement to take account of the legitimate interests of
third parties. The provision is formulated as follows:

Art. 5.5 — Further limitations

Any other use that is comparable to the uses enumerated in art. 5.1 to 5.4(1) is
permitted provided that the corresponding requirements of the relevant limitation
are met and the use does not conflict with the normal exploitation of the work
and does not unreasonably prejudice the legitimate interests of the author or right
holder, taking account of the legitimate interests of third parties.”

By combining a set of clearly defined exceptions and limitations with an open-
ended norm that extends the available exceptions and limitations to similar uses, the
European Copyright Code reflects a combination of a common law style open-ended
system of limitations and a civil law style exhaustive enumeration*. Hence, this seems
to better fit the European legal tradition than the US fair use doctrine. Moreover, the
semi-open structure of exceptions and limitations suggested in the Code ‘guarantees
both a level of legal security and fairness, by combining relatively precise norms with
sufficient flexibility to allow a fair outcome in hard and/or unpredictable cases’. As sta-

13 Eurapean Copyright Code, http://www.copyrightcode.eu/. The Drafting Committee consisted of
L. Bently, T. Dreier, R. Hilty, PB. Hugenholtz, A. Quaedvlieg, A. Strowel and D. Visser. J. Bing,
R. Clark, E Gotzen, E. Mackaay, M. Ricolfi, E. Traple, M. Vivant and R. Xalabarder were in the
Advisory Board.

14 European Copyright Code, explanatory footnote 48.

15 Hugenholtz, PB. and Senftleben, M.R.E (2011). Fair Use in Europe. In Search of Flexibilities.
Amsterdam, p.9.
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ted in the Code, this ‘is indispensable in view of the fact that it is impossible to foresee
all the situations in which a limitation could be justified’*°.

At the same time, the flexibility offered is not unlimited. First, the reference to
‘comparable uses’ ensures that ‘the courts can only permit uses not expressly enumera-
ted insofar as a certain analogy can be established with uses that are mentioned by the
Code’. This implies that uses that are permitted under the proposed Article 5.5 are
not necessarily without compensation. If the use is analogous to a use permitted by a
limitation that is subject to the payment of compensation, the use under the open norm
would inevitably also be subject to the payment of compensation. This is the consequen-
ce of the analogy that is assumed in the open norm of Article 5.5 and the condition that
the corresponding requirements of the relevant limitation must be met.

Accordingly, the various uses identified in Chapter 2 that do not fall under a speci-
fied exception or limitation would be permissible only if it can be established that they
are somehow comparable with one or more expressly enumerated exemptions'®. Taking
the use of thumbnails by search engines as an example, the courts could permit such
use under the proposed Article 5.5 if they find that there is a certain analogy with the
incidental use of works (Article 5.1 under (2)), the use of works for quotations (Article
5.2(1) under d), or any other use listed in Articles 5.1 to 5.4(1). Likewise, the other uses
mentioned in Chapter 2 could be put to the test of the proposed Article 5.5 provided
that a certain analogy can be established with uses permitted by one of the expressly
enumerated exemptions. This will depend on the particular circumstances of each case.

Second, Article 5.5 would only permit comparable uses that do not conflict with
the normal exploitation of the work and that do not unreasonably prejudice the legiti-
mate interests of the author or right holder, taking account of the legitimate interests of
third parties. These criteria ensure that the courts can balance the interests of stakehol-
ders on both sides of the equation.

3.2. Conclusion

It can be concluded from the previous analysis that, if the aim is to arrive at an
open norm that would offer flexibility for enhancing innovation and removing undesi-
rable legal barriers for creative re-use and commercial exploitation and for the develop-
ment of new business models, the model that could best be pursued is the one proposed
in the Wittem Group’s European Copyright Code. Although it would require legislative

16 European Copyright Code, explanatory footnote 48.
17 European Copyright Code, explanatory footnote 48.

18  As the explanatory footnote in the European Copyright Code (footnote 55) indicates, ‘art. 5.5
does not allow new limitations by blending the criteria of articles 5.1 to 5.3’.
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action by the EU legislator, it has several benefits over the other models examined. First,
by combining a set of specifically enumerated exceptions and limitations with a generic
open norm offering flexibility for any use that is comparable to the uses specifically
listed, the European Copyright Code has prevalence over the models that national le-
gislators are permitted to adopt under the current legal framework, which at best are
semi open and therefore do not meet the minimum requirement of establishing an open
norm. Second, the system proposed in the European Copyright Code keeps closest to
the European legal traditions. Therefore, it has a better chance of getting accepted in
Europe than the US-style fair use doctrine or the related provision tentatively suggested
by the Irish Copyright Review Committee in its 2012 consultation paper on ‘Copyright
and Innovation’.

In line with the model set forth in the European Copyright Code, this study uses
an open norm that would coexist with the specifically enumerated exceptions and limi-
tations in the current legislation. It would authorize any other use that is comparable to
the uses expressly permitted under the exceptions and limitations listed, subject to the
application of the corresponding requirements of the relevant exception or limitation
and the operation of the three-step test. This means that all existing exceptions and li-
mitations, such as incidental use, the quotation right, the parody exception, the private-
copyright exception, and so on, would remain intact and their scope would be extended
by an open-ended rule. Similar to the proposal of the Wittem Group, this rule could be
formulated as follows:

Any other use that is comparable to the uses enumerated in Chapter 6 of this Act is
permitted provided that the corresponding requirements of the relevant limitation
are met and the use does not conflict with the normal exploitation of the work
and does not unreasonably prejudice the legitimate interests of the author or right
holder, taking account of the legitimate interests of third parties.”

An open-ended provision of this kind seems to provide sufficient flexibility to res-
pond to cultural and technological change (by permitting new, innovative and yet un-
foreseeable uses), while taking due account of the legitimate interests of authors, right
holders and users. By also bringing third parties into the equation, the norm seems
to be built upon a balanced interpretation of the three step test as proposed in the
2008 Declaration initiated by the Max Planck Institute for Intellectual Property and the
School of Law at Queen Mary (Section 3.2.2). If the relevant steps of the three step test
included in the proposed rule would indeed be interpreted in a balanced way, this could
add to the flexibility that the open norm endorses. Moreover, it would offer guidance
to the legal interpretation of the rule, thus enhancing legal certainty for all stakeholders
involved.

It must be emphasized that the concretized norm does not imply that uses per-
mitted are without compensation. If the use is comparable to a use permitted by a
limitation that is subject to the payment of compensation, the requirement that the
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corresponding requirements of the relevant limitation must be met ensures that the use
under the open norm would inevitably also be subject to the payment of compensation.
Furthermore, to address possible right holder’s concerns, it could be provided by law or
duly explained in the Explanatory Memorandum accompanying the proposal that it

would be the burden of the party invoking the open norm to establish why the defense
should be honored.

The open norm that is concretized in this paper is to be regarded as an instrumental
legal variable providing the necessary legal framework for economic analysis only. It is
not to be interpreted as the preferred model for future legislation. Identifying the most
suitable legal model is not the object of this study.

4.  ECONOMIC EFFECTS OF INTRODUCING COPYRIGHT FLEXIBILITY

There is a substantial literature on the economic consequences of fair use in the
United States. For instance, the economic contribution of industries in the United Sta-
ted that rely on fair use and related exceptions can be divided into core and non-core
industries. The former are industries that are wholly engaged in creation, production
and manufacturing, performance, broadcast, communication and exhibition, or distri-
bution and sales of works and other protected subject matter'. They conclude that in
2007 these industries are responsible for 16.2 % of total GDP in terms of value added.
These industries employ some 17.5 million people, grow relatively fast and have a fast
expanding export base. Many industries that rely on copyright protection in their bu-
siness model can also righteously be claimed to rely on fair use. Think for instance of
media and entertainment industries, that rely on fair use as an input and rely on protec-
tion of their output. However, this literature is of limited value for an assessment of the
economic consequences of introducing flexible copyright within —or as an extension of-
the EU system of exceptions and limitations. The reason for this is that comparing the
economic value of fair use to a rigid copyright system with no exceptions or limitations
is rather irrelevant. That is, the counterfactual in most fair use studies is not comparable
to European copyright law with its closed list of exceptions and limitations.

The specification of the open norm is instrumental to the assessments of economic
effects. Firstly, current exceptions and limitations remain in place. This implies that uses
that currently benefit from an exception or limitation would continue to benefit from
that exception or limitation in a system with an open norm. Secondly, a use of a work
would only benefit from the open norm if it does not conflict with the normal exploi-

19 Rogers, T. and Szamosszegi, A. (2010). Fair use in the U.S. economy: Economic contribution of
Industries relying on Fair Use. Washington, DC: Computer & Communications Industry Asso-
ciation (CCIA).



The exceptions’ sun also rises: when fair use is the solution 53

tation of the work and does not unreasonably prejudice the legitimate interests of the
author or right holder.

5. CONCLUSION

The economic literature on fair use generally bears little significance to the open
norm in a European context, since an all-or-nothing interpretation of fair use is mislea-
ding in the context of the existing system of exceptions and limitations.

In this paper the introduction of an open norm was analyzed from two angles. It
constitutes for specific cases a mild reduction of protection, subject to the application
of the open norm-test by the courts on a case-by-case basis. As such, it may give rise to
a reduction in reward for creators who want to commercialize their work. This paper
concludes that this effect is likely to be limited, because the open norm is designed in
such a way that it does not apply when it would lead to a significant decline in reward
to the creator. Moreover, a large part of the uses that would benefit from the open norm
are expected not to generate reward to creators in the present situation.

Therefore, the introduction of an open norm might well be a Pareto improvement;
some actors benefit from it while nobody suffers from it. The benefit that was investiga-
ted in this study is for professionals and amateurs that use protected works to create new
works. However, many of the acts that we identified as beneficiaries of an open norm
seem not to be deterred by the lack of it.

The chilling effect of the lack of flexibility was not supported by the available data,
even though it is worth mentioning that such chilling effect is by nature hard to observe.
These acts currently have a weak legal basis, but courts have in some instances found
artifices to accommodate them.

At first sight, the main effect of an open norm for producers of new works thus
is an improved legal position. Yet, the benefits of this improved legal position may not
materialize on the short run. To acquire legal certainty, actors involved must ‘try’ the
open norm in court and allow for case law to develop.

Whether the effect of an open norm indeed is a Pareto improvement which leaves
no party worse off in each specific case cannot be foreseen. The open norm may shift the
balance in bargaining power for practices that are currently licensed, such as contracts
between collective rights organizations and UCC-platforms. This effect is however limi-
ted to cases where both parties believe that the licensed use might benefit from the open
norm; bargaining power is not expected to change in clearly commercial transactions.
Other strategic effects that could not be assessed in this study are the externalities arising
when courts start to look at other court cases to decide on the outcome. This has also
been termed circularity. The risk attitudes of users then become important: When a
user feels uncomfortable with relying on an open norm and buys a license instead, this
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action may perhaps make it more difficult for another user to rely on an open norm in
a similar case.

At first sight, the main effect of an open norm for producers of new works thus
is an improved legal position. Yet, the benefits of this improved legal position may not
materialize in the short run. To acquire legal certainty, actors involved must try the open
norm in court and allow for case law to develop. Whether the effect of an open norm
is a Pareto improvement, which leaves no party worse off in each specific case, cannot
be foreseen. The open norm may shift the balance in bargaining power for practices
that are currently licensed, such as contracts between collective rights organizations and
UCC-platforms. This effect is, however, limited to cases where both parties believe that
the licensed use might benefit from the open norm; bargaining power is not expected to
change in clearly commercial transactions.

Thus, the main effects of introducing an open norm are of legal nature: it changes
the legal position of some businesses and therefore affect the costs these businesses make
to comply with copyright. These costs may only decrease on the longer run. The effect
on products and services available in the market is likely to be secondary to these legal
effects.
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3D PRINTING, THE INTERNET AND PATENT LAW —
A HISTORY REPEATING?
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ABSTRACT: 3-D printers are used to print three dimensional objects. Depending on the method
applied the created object is constructed of a sort of plastic that the printer produces and shapes in
the requested shape. 3-D printers have become more and more affordable in recent times and have
therefore reached a wider distribution among the general public. Users can therefore nowadays print
3-D objects from the comfort of their home. Additionally, there are websites available that can be
accessed to download files that contain templates which can be read into a computer and used for
printing objects. This development may have important, if not dangerous ramifications. There have
been reports that 3-D printing has been used to produce parts of handguns which otherwise needed
to be registered.

But the development may also have an enormous impact on Intellectual Property (IP) Rights holders.
3-D printing could be used to produce objects that are covered by an IP right. One could for instance
print an object which is covered by a design right. But there could also be the possibility to produce
an object covered by a patent, trade mark or copyright.

This paper wishes to analyse this issue in relation to the law of patents and will discuss the pertinent
laws of the United Kingdom and Germany. Its focus will be on assessing whether the making available
of files that contain templates for objects used for printing may constitute an indirect infringement of
the patented object. Ultimately, the paper wants to analyse whether the law of patents is adequately
equipped to deal with these new developments.

KEYWORDS: 3D Printing, Patent Law, Indirect patent infringement, United Kingdom, Germany,
Internet.

1. INTRODUCTION

If one considers the futuristic gadgets that some science fiction tales such as Star
Trek depict then one can imagine that the evolving technology of 3D printing may he-
rald the dawn of a new age for mankind. Replicators are one of the fantastic inventions

My thanks go to Dr Manfred Mimler for his useful comments on the draft of this paper. Addi-
tionally, I would like to thank Dr Gaetano Dimita, Dr Phillip Johnson and Ms Priscilla Robledo
for their useful comments, ideas and suggestions in relation to this paper.
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that are displayed within the Star Trek universe. They are able to produce something as
trivial like a cup of Earl Grey tea drunk by Captain Picard on the star ship Enterprise to
much more complex apparatuses and objects. The use of replicators facilitates the lives
of people living at the final frontier of the known and inhabited galaxy. Moreover, they
exemplify a fundamentally important aspect of a utopian world in which mankind is
self-sufficient and where poverty is banished: Due to the fact that almost everything nee-
ded could be reproduced, mankind is able to shift its focus from the pursuit of amassing
riches to provide for its livelihood to «exploring strange new worlds and seeking out new
life forms and civilisations». A brave new world!

The inception of 3D printing may have brought us a step closer to the utopia that
Star Trek provides.! However, only the future can reveal whether this eventually may
occur.

Today’s 3D printing technology does however raise more contemporary issues that
might have real implications for our societies and economies. A technology that allows
reproducing 3-dimensional objects raises great expectations as 3D printing could fun-
damentally change the way that today’s economies of scale operate. One example that
is mentioned in this regard is that it may have ramifications on the way manufacture is
conducted nowadays. Economies of scale tend to shift production to countries where
labour costs are comparatively lower. 3D printing may reverse this development. It has
been said that it could bring back manufacture to countries of the developed world as
the advantage of low cost countries vanishes.” The positive effects on the environment

have also been mentioned as the need for worldwide transportation of goods decreases.?

It was also mentioned that 3D printing could rupture the distribution chain bet-
ween manufacturer and consumer by circumventing distributors, wholesalers and re-
tailers. Consumers could obtain a template directly from the designer of this object via
the internet and print the product at home or a «3D printing shop» nearby. Additiona-
lly, attention has been drawn to the fact that the designs obtained can be individually
changed and adapted to the customers” needs.* Rather than having to use a ready-made

1 'There are reports that the National Aeronautics and Space Agency (NASA) and the European
Space Agency (ESA) are developing plans for building a lunar station on the surface of the moon
by using 3D printers, http://arstechnica.com/science/2013/03/giant-nasa-spider-robots-could-
3d-print-lunar-base/ <last accessed 05.03.2013>

2 («Print me a Stradivarius-How a new manufacturing technology will change the world,» 2011)

(«Three-dimensional printing from digital designs,» 2011)

3 Indeed the logistic company DHL has held a congress relating to this issue. 3D printing could
seriously jeopardise the company’s business model when goods do not need to be shipped an-
ymore but could instead be printed in the vicinity of where there are needed; («Three-dimen-
sional printing from digital designs,» 2011)

4 («Three-dimensional printing from digital designs,» 2011)
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product consumers could individualise the products.” Eventually, the dichotomy bet-
ween producer and consumer could whittle away and would mark the inception of a
prosumer society.®

Initially, 3D printers were used by manufacturing companies. The price to acquire
a 3D printer was out of the reach for the general public. But recently the prices have de-
creased which made 3D printers more widely available for the general public. However,
wider availability gives also rise to concerns. There have been reports that 3D printing
can be used to produce parts for <home-made» hand guns.”

3D printing is a field of technology that is rapidly developing and may give an in-
novative boost as it may propel the pace in which ideas materialise into final products.®
Yet the possible ramifications for IP remain to be analysed more thoroughly. This paper
wishes to discuss the issues surrounding the distribution of 3D printing templates over
the internet as they relate to the law of patents. It is structured into 4 parts including this
introduction: Part 2 will provide a short overview of how 3D printing has developed
over the years and how it is conducted in practice. Part 3 will highlight how indirect
patent infringement is assessed de lege lata. The analysis is provided with reference to the
laws of Germany and the United Kingdom as two major patent jurisdictions in Europe.
It will focus in particular on how indirect infringement of patent rights is structured and
against which acts this liability rule provides protection. Part 4 will discuss which impli-
cations 3D printing may have on all parties concerned and whether there is a gap in pro-
tection which might need to be addressed by the legislator. The article then concludes.

2. 3D PRINTING

2.1. Development

3D printing has initially been used for «rapid prototyping»’ rather than for end
products. Especially, the automobile and aerospace industry applied this technology

5  'This YouTube video demonstrates how a pair of shoes provided by a 3D printing file can be indi-
vidualised by the consumer and printed using a 3D printer; http://www.youtube.com/watch?v
=CPloBwccARY &list=UUgKadKkzK-Ea_YnogNKtOlA&index=8 <last accessed 02.03.2013>

6 (Ratto & Ree, 2012)

7 htp:/Iwww.forbes.com/sites/andygreenberg/2012/08/23/wiki-weapon-project-aims-to-create-
a-gun-anyone-can-3d-print-at-home/ < last accessed 22.01.2013>; BBC video: htep://www.bbc.
co.uk/news/world-us-canada-21639015 <last accessed 03.03.2013>

8  («Three-dimensional printing from digital designs,» 2011)

(Ratto & Ree, 2012); («Print me a Stradivarius-How a new manufacturing technology will
change the world,» 2011)
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to construct prototypes.'® This was beneficial as a prototype of the end product could
swiftly and cheaply be produced and tested for its aptitude before putting resources into
manufacturing the end product." Nowadays however more than 20% of items printed

from a 3 D printer are end products and it has been said that this number may increase
to 50 % by the year 2020."

Many 3D printers work by using an additive method." This method can be under-
taken in two ways: Either plastic is burned and then put into position by a printer head
or powder is burnt together with a laser." The materials now suitable for 3D printing
are plastic, metal and resin.” This range already allows many objects to be produced
by using 3D printing technology.'® However, the application of 3D printing and the
range of material which can be used are expanding. This may lead to more complex and
functional objects suited to be reproduced by 3D printers."”

The implications of this new development are not totally visible yet. It has been said
that the inception of 3D printing may change the way of how economies of scale operate.
The traditional way of manufacture that is based on cutting shapes out of a material left a lot
of waste. This could be dramatically decreased through 3D printing. Additionally, the pace
of ideas being materialised into a tangible product could be decreased. It has for example
been said that the time from concept to final product could drop «by as much as 50-80%.»'

But 3D printing may be become more interesting for average consumers as the
prices for 3D printers have decreased over the last years. The RepRap project'” brought
a 3D printer to life that was affordable to the wider public and had the advantage
that it could reproduce large amounts of its parts itself. Based on the RepRap techno-

logy, MakerBot Industries have started their business in 3D printers and is currently
selling 3D printers for $2,199.2° Models such as the «Cube» are available from $ 1,399

10 («Print me a Stradivarius-How a new manufacturing technology will change the world,» 2011)
11 («Three-dimensional printing from digital designs,» 2011)

12 («Three-dimensional printing from digital designs,» 2011)

13 (Ratto & Ree, 2012)

14 («Three-dimensional printing from digital designs,» 2011)

15 («Print me a Stradivarius-How a new manufacturing technology will change the world,» 2011)

16  The Economist lists that medical implants, jewellery, football boots designed for individual feet,
lampshades, racing-car parts, solid-state batteries, customised mobile phones and even making
mechanical devices are already being produced by 3D printers, («Three-dimensional printing
from digital designs,» 2011)

17 On Bio-Printers and other applications in the field of medicine see: (Jewell, 2013, pp. 4-5)
18  («Three-dimensional printing from digital designs,» 2011)

19 http://reprap.org <last accessed 03.03.2013>

20  htep://store.makerbot.com/replicator2.html <last accessed 03.02.2013>
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onwards.”’ But even the big players in the field have shown interest in producing affor-
dable 3D printers: HP, for example, have also started to engage into 3D printing.

2.2. From product to replica

As mentioned before 3D printing was initially used to generate prototypes of pro-
ducts. The product designer would use a computer to digitally produce the shape on a
computer with the help of Computer Animated Design (CAD) software.?

However products that are already available can be scanned with the help of a 3D
scanner.”* This scan file is able to instruct the programme of a 3D printer to print an
identical replica of the scanned object in plastic, metal or resin. Such a file in digital for-
mat could be uploaded and made available on a website and distributed.” From this we-
bsite other internet users may download this template, blueprint®® or 3DPDF* which
he or she may use to instruct a 3D printer to print, and therefore replicate an object.

The question therefore is whether the person who distributes such a 3DPDF that
covers an object protected by a patent could be liable of patent infringement. This is
a relevant issue as there are websites that allow internet users to upload and download
such 3DPDF like www.thingiverse.com, www.kraftwurx.com or www.shapeways.com.

3. 3D PRINTING AND PATENT LAW

3.1. Introduction

Intuitively, one would imagine that the IP issues raised by 3D printing would con-
cern areas such as copyright or designs. These rights could be impaired by the fact that
the copy produced by the printer may constitute an IP infringement. Such an effect on
patents is not that obvious as one tends to relate these rights to the functional aspects
of an object.

21 htep://cubify.com/ <last accessed 07.02.2013>

22 http://www8.hp.com/uk/en/hp-news/press-release.html?id=462891&jumpid=reg_r1002_
uken_c-001_title_r0002 <last accessed 03.03.2013>

23 (Weinberg, 2010, p. 3)
24 (Weinberg, 2010, p. 3)
25 (Jewell, 2013, p. 6)

26 (Weinberg, 2010, p. 2)

27  Bradshaw et al are using this term for the file that contains the 3D scan of the original template.
(Bradshaw, S., Bowyer, A., Haufe, 2010, p. 24). This term will be used henceforth.
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However, the functional aspect of a patented object could also be replicated by
a copy made by a 3D printer. In this respect Bradshaw et al’® refer to the Haberman
patent® that covered a feeder cup for infants and stipulate that the invention could be
replicated by a 3D printer. Similarly, the Croc shoe has been awarded patent protection
in the United States.”® Such an object and its function could be replicated by a 3D pr-
inter, especially if one has in mind the current pace of how 3D printing technology is
developing. Therefore, 3D printing does have the potential to affect patent rights and
will become more and more relevant for this field of IP law.

A direct infringement of the patent could not be committed by just making a scan
of the patented object and making that file available on the internet. A product patent is
directly infringed where someone «makes, disposes of, offers to dispose of, uses or imports
the product or keeps it whether for disposal or otherwise».* This could mean that the person
printing a patented product with a 3D printer could possibly be liable for direct patent in-
fringement as he or she thereby «makes» a replica.’” The recent developments of 3D printers
being available for home use may often have the effect that direct patent infringement may
not be actionable® as the use may fall under a private and non-commercial use exception.*
This paper however focusses on the aspect where a patented product is scanned and this
3DPDF is made available on a website where internet user can download it and eventually
print that product. The question therefore lies on whether the person making the 3DPDF

available on the internet would commit an indirect infringement of a patented product.

3.2. Patent law in Europe

In comparison to other fields of intellectual property a unitary patent law does not
exist as such in the European Union. The European Parliament however has recently
adopted the so-called unitary patent package which includes regulations and an agree-
ment on a common court system.”

28  (Bradshaw, S., Bowyer, A., Haufe, P, 2010, p. 26)

29  The «Anyway-Up Cup» was granted patent protection in the United Kingdom. This patent was
subject of a patent case before the High Court of England and Wales and was held to be valid
by the late Justice Laddie; (Haberman v Jackel [1999] FSR 683)

30  US Patent 6.993.858

31  See: Section 60 (1) (a) UK Patents Act 1977. A similar wording can be found in § 9 Nr. 1 of the
German Patent Act.

32 (Bradshaw, S., Bowyer, A., Haufe, 2, 2010, p. 27)
33 (Bradshaw, S., Bowyer, A., Haufe, P, 2010, p. 27)
34 Section 60 (5)(a) UK Patents Act 1977, § 11 Nr. 1 German Patent Act

35  http://www.europatl.curopa.cu/news/en/pressroom/content/20121210IPR04506/html/Parlia-
ment-approves-EU-unitary-patent-rules <last accessed 02.03.2013>
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Some harmonisation of substantial patent law provisions has already been achieved
within the European Union. The European Patent Convention (EPC) provided a tem-
plate for the Member States of the European Patent Organisation for national legislators,
apart from setting out a substantive law for the European Patent Office to process and
administer patent applications.

The EPC however just provided for substantive provisions in relation to search,
examination and grant of patent applications. Post-grant provisions relating to infrin-
gement and exceptions to patent infringement were not included in the EPC-tasking.
Some significant approximation of national laws in relation to such post-grant matters
was provided by the Community Patent Convention (CPC) which was conceived at the
Luxembourg Conference in 1975. The Convention aimed at providing a unitary patent
right throughout the then European Communities (EC).*® The Convention was never
enacted due to failure of some EC member states to ratify it.

The CPC’s provisions relating to infringement and exceptions provided a template
which member states transposed into their national patent legislation.”” The provisions
of infringement in the United Kingdom and Germany therefore resemble each other to
a great extent.”® Even though there is resemblance in wording and application national
courts have interpreted and applied the rules relating to patent infringement differently
over the years despite their common origin.*

3.3. Rationale of indirect patent infringement

Legislators have provided for provisions against indirect infringement in order to
facilitate the enforcement of patents by right holders.*® Whereas it is often difficult and
expensive to track every individual direct infringer, having a remedy against the supplier

36 Article 2 (2) CPC 1975

37  See: Resolution on the Adjustment of National Patent Law, (Records of the Luxembourg Con-
ference on the Community patent, 1975, p. 332)

38  Furthermore, the provisions were deemed to have the same effect to their «sister provisions» in
other member states. The British legislator manifested that provisions relating to infringement
and exceptions thereof «are so framed as to have, as nearly as practicable, the same effect in the Uni-
ted Kingdom as the corresponding provisions of the European Patent Convention, The Community
Patent Convention and the Patent Co-operation Treaty have in territories to which those conventions
apply», Section 130 (7) UK Patents Act 1977

39  The well-known Epilady cases highlight this problem. National Courts of 5 EPC Member States
held the patent as being infringed, whereas the courts of 4 EPC Member States came to the
opposite conclusion

40  (Benkard, 2006, §10 [2]), (Krafler, 2009, pp. 807-808)



62 Big Data: Challenges and Opportunities

for the direct infringer as the «spider in the web» can become an advantage.”' Provisions
against indirect infringement are meant to prevent direct patent infringement before it
can occur.*? It is linked to direct patent infringement in the sense that it aims at restric-
ting uses of the patented invention that would constitute a direct infringement.®

3.4. The law of indirect patent infringement in the United Kingdom and
Germany

In comparison to the law of direct patent infringement the Agreement on Trade-
Related Aspects of Intellectual Property (TRIPS) has not provided for provisions for
indirect infringement. The laws of the United Kingdom and Germany have modelled
their provisions on indirect infringement on Article 30 of the CPC 1975.4

Article 30 CPC 1975: Prohibition of indirect use of the invention

1. A Community patent shall also confer on its proprietor the right to prevent all
third parties not having his consent from supplying or offering to supply within
the territories of the Contracting States a person, other than a party entitled to
exploit the patented invention, with means, relating to an essential element of that
invention, for putting it into effect therein, when the third party knows, or it is ob-
vious in the circumstances, that these means are suitable and intended for putting
that invention into effect.

2. Paragraph 1 shall not apply when the means are staple commercial products, except
when the third party induces the person supplied to commit acts prohibited by
Article 25.

3. Persons performing the acts referred to in Article 27 (a) to (c) shall not be considered
to be parties entitled to exploit the invention within the meaning of paragraph 1.
This provision has been incorporated into the UK Patents Act 1977 in Section 60

(2), (3) and (6). The German legislator has transposed Article 30 CPC 1975 within §

10 of the German Patent Act. It is noted that the wording in both provisions in the

United Kingdom and Germany are not identical but very similar to the provision in

the CPC.

Importantly, an indirect infringement can be committed even where there has been
no direct infringement resulting from the offering and supply of means relating to an

41 (Krafler, 2009, pp. 807, 808). This is in contrast to the old law before the implementation of the
CPC rules where indirect infringement required a direct infringement to have occurred.

42 BGH GRUR 2004, 758 — Fliigelradzihler
43 (Benkard, 2006, § 10 [2])

44 'This provision corresponds to Article 26 of the Community Patent Convention 1989.
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essential element of the invention.® This is also the case in the United Kingdom.* Un-
der the former German law contributory infringement was seen as a participation in
an infringement which therefore required for a direct infringement to have occurred.”’

3.4.1. Supply or offering to supply

The alleged infringer must supply or offer to supply the means relating to an es-
sential element of the invention. The wording supply stipulates a transfer of the means
to a third party.*® The wording of the provisions of indirect infringement could actually
«cover the supply of a product which is not itself the subject of a patent but which is so
designed as to be used in a patented method».*’

3.4.2. Means relating to an essential element of that invention

Second, the infringer’s supply or the offer to supply must relate to means relating
to an essential element of the invention. It has been said that the term would stipulate
that the legislator meant to imply that means are of tangible and physical nature and
applied to put the function of the invention into effect.”® Hence, simple and abstract
instructions would normally not be considered to be means in the context of Section 60
(2) UK Patents Act 1977.%!

In Menashe Business Mercantile Ltd v William Hill Organization Ltd> however, the
Court of Appeal found that software provided on a CD or downloaded from the inter-
net within the United Kingdom could be such means. The invention in question related
to a casino game consisting of a host computer, terminal computers, communication
means and a computer programme to operate the terminal computers. The users were
provided with CDs containing the software or could download it from the internet
which enabled them to play the game.*® Eventually, whether the element which is being
supplied or offered to supply is indeed essential will depend on the facts of the case.”*

45  BGH GRUR 2001, 228 — Luftheizgerit; (Benkard, 2006, § 10 [3]); (Krafler, 2009, p. 805)

46 (Chartered Institute of Patent Attorneys (CIPA), 2011, [60.09])

47  (Harguth & Carlson, 2011, p. 190)

48  (Miller et al., 2010, [14-55])

49  (Cook, 2011, p. 265)

50  (Chartered Institute of Patent Attorneys (CIPA), 2011, [60.09])

51  (Roughton et al, 2010, [6.56])

52 Menashe Business Mercantile Lid v William Hill Organization Ltd [2003] R.2.C. 31

53 Menashe Business Mercantile Lid v William Hill Organization Lrd [2002] R.L.C. 47, [2] (EWHC)
54  (Miller et al., 2010, [14-56])
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Looking at Germany, the German Federal High Court has held that means are
objects of physical nature which are applied to conduct a direct infringement according
to § 9 of the German Patent Act.” Instructions on how to produce the patented product
are not such means.’® Benkard however refers to a decision by the Regional Court of
Diisseldorf that stipulates that even digitally processed data may be regarded as the ob-
ject of an indirect infringement.” Whether the means are essential is based on whether
such elements assist in putting the protected invention in effect.’®

3.4.3. To put the invention into effect

The means must enable a third party to put the invention into effect. The Court of
Appeal of England and Wales gave some guidance of what was meant thereby: It held
that putting the invention into effect equated to putting it into an infringing state in the
meaning of Section 60 (1) UK Patents Act 1977.%

The German term with this regard relates to the fact that the means provided or offe-
red enable the use of the invention («zur Benutzung der Erfindungy). This stipulates that
such use of the patented invention would constitute a direct infringement under § 9 Nr.1 —
Nr. 3 of the German Patent Act® and falls within its scope of protection as provided by the
patent claims.® This assessment resembles very much the position in the United Kingdom.

Importantly, it has to be noted that the means only have to enable the recipient of
the means to put the invention into effect, i.e. in an infringing state. It is not necessary
that the recipient actually does so. As mentioned above, indirect infringement does not
require a direct infringement to take place.

3.4.4. The territoriality aspect

Only actions committed within the jurisdictions in question will be sanctionable as
indirect patent infringement. By this, the offer to supply or the supply of means for putting
the invention into effect must emanate from within Germany® or the United Kingdom.®

55 BGH GRUR 2001, 228, 231 — Luftheizgerit

56  (Benkard, 2006) § 10 [4]; (Krafler, 2009, p. 808). Mes however considers «instructions, written
techincal preparations, modells and drawings« as being able to be means, (Mes, 2011, § 10 [11])

57  (Benkard, 2006, § 10 [4])

58  (Krafler, 2009, p. 809)

59  Menashe Business Mercantile Ltd v William Hill Organization Ltd [2003] RP.C. 31, [24], [27]
60  (Benkard, 2006, § 10 [2])

61  (KrafSer, 2009, p. 809)

62 (Benkard, 2006, § 10 [14])

63 The Court of Appeal held that the invention must be suitable and intended to put into effect
in the United Kingdom and by this, in an infringing state. Some other form of effect did not
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An offer to supply or a supply made from abroad and addressed to customers in
Germany however does fulfil this criterion.® Patents are territorial rights and therefore
the provisions against indirect infringement wish to prevent that an invention that is
protected within its territory can be infringed directly.

3.4.5. Knowledge

Finally, the alleged infringer must have actual or constructive knowledge of the fact
that the means are suitable and intended to put the invention into effect.” Therefore, sheer
knowledge that means are suitable for this purpose does not suffice. He or she must know
that they are intended to be used in the mentioned way. Importantly, the alleged infringer
must not have actual knowledge that the means he or she is offering or is offering to supply
are actually protected by a patent. The knowledge can however be derived from the given
circumstances and is closely related to the facts of the case. Such knowledge, for instance, can

be given where the means supplied can only be used in an infringing way by the third party.®

Apart from proving positive knowledge, an indirect infringement can also be found
where it is obvious to a reasonable person that the means would be used in an infrin-
ging way in the given circumstances. This means that there should not be reasonable
doubts as to the suitability and purpose of the means to be used to put the invention
into effect.®” This provision facilitates filing for indirect infringement as it is otherwise
difhicult to prove that the alleged infringer had actual knowledge.®®

3.4.6. Parties not entitled ro exploit the patent

There is no indirect infringement of a patent according to § 10 of the German Pa-
tent Act where the offer or the supply is being made to authorised persons («berechtigte
Personen»). This corresponds to a «licensee or other person entitled to work the inven-

tion» within Section 60 (2) UK Patents Act 1977.

Both pieces of legislation® provide that such authorised persons are not those per-
sons to which an exception (§ 11 Nr 1 — Nr 3 of the German Patent or Section 60 (5)

suffice that the effects were just felt in the United Kingdom. See: Menashe Business Mercantile
Ltd v William Hill Organization Ltd [2003] R.P.C. 31, [29].

64 (Kraler, 2009, p. 810)

65 (Roughton et al, 2010, [6.49])

66 (Benkard, 2006, § 10 [19])

67  (Benkard, 2006, § 10 [20])

68 BGH GRUR 2001, 228, 231 — Lufiheizgerit; (Harguth & Carlson, 2011, p. 191)
69 § 10 (3) German Patent Act, Section 60 (6) UK Patents Act 1977
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(a), (b) and (c) UK Patents Act 1977) applies to. This means that an indirect infringe-
ment cannot be avoided by the fact that the use of the person who the means have been
offered or supplied to is excused from otherwise having committed a direct infringement
due to private and non-commercial use or experimental use of the patented invention.

3.4.7. Staple goods

An indirect infringement is not given where the means offered or supplied are sta-
ple goods.” These are considered to be products which are for every days needs and are
generally obtainable.”

4. IMPLICATIONS FOR 3D PRINTING

Having outlined how indirect infringement is structured the question then arises
under what conditions the person making a 3DPDF available on a website could be found
liable. Importantly, this question needs to be separated into two different scenarios depen-
ding on the way the patentee intended the patented object to be manufactured:

e Where the patented object is produced by a different means than with 3D printing
i.e. by traditional ways of manufacture then the issue arises whether a 3DPDF de-
veloped by a 3D scanner of the patented object, made available on the internet and
applied to reproduce that object by a 3D printer would be considered as indirect
infringement.

e Inthe other scenario, the patented object was originally designed by applying CAD
software and intended to be manufactured by 3D printers.
The differentiation is important as a 3DPDF is an essential ingredient when the
manufacture is done with the help of 3D printers. This is however not the case where
manufacture is done by conventional manufacture and the 3D printing is just an alter-

native way of producing the patented object. In this scenario the 3DPDF serves as a
sort of template.

4.1. Supply or offering to supply

Based on the wording it appears that providing a 3DPDF on a website from which
internet user could download it would be considered as an «offering for supply». An in-
terpretation of the wording does not seem to be limited to an offer of tangible objects.”

70  Section 60 (3) UK Patents Act 1977, § 10 (2) German Patent Act
71 (Chartered Institute of Patent Attorneys (CIPA), 2011, [60.01])
72 (Keukenschrijver, 2013, § 10 [15])
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Additionally, in Menashe Business Mercantile Ltd v William Hill Organization Ltd, the
Court of Appeal based its positive finding of indirect infringement on the fact that the
defendant had provided the software which was used in the patented invention on a
CD.” The court however indirectly implied that indirect infringement could also be
found when users are able to download the software.”

Additionally, a teleological interpretation seems to be in favour of such an inter-
pretation. With broadband internet connections being widely available the economic
reality nowadays is such that digital contents can be obtained and downloaded swiftly
over the internet. It appears that the legislator would have intended the provision to co-
ver internet commerce and distribution. It therefore can be said that making a 3DPDF
available on the internet could be found as an «offer to supply».

4.2. Means relating to an essential element to put the invention into effect

This provision seems to be quite straightforward in relation to patented objects
originally manufactured with a 3D printer. Then, the 3DPDF containing the printing
template or a 3DPDF that derived from a 3D scan which creates a printing template
is essential for creating the patented object and are arguably a «means relating to an
essential element». Additionally, they serve to put the invention into effect. This is its
primary purpose and was the way the original inventor intended to manufacture the
object. This would normally also fall within the scope of protection as outlined by the
patent claims.” Therefore, a 3DPDE even one derived from a 3D scan, is used to «put
the invention into effect».

Whether a 3DPFP derived from a 3D scan of the patented object is a means rela-
ting to an essential element to put the invention into effect where the patented product
is manufactured traditionally is however not as straightforward. Here a 3DPDF is not
necessarily part of the manufacturing process.

The case law which is discussed above additionally still seems to require the means
to be tangible.”® The Court of Appeal however generally seems to allow means to be of

73 Menashe Business Mercantile Ltd v William Hill Organization Lrd [2003] R.2.C. 31, [6]

74 'The Court of Appeal mentioned that the users of the software would have «usually» been pro-
vided on a CD, (ibid [6]). The first instance decision specifically mentions that the users were
able to download the software, Menashe Business Mercantile Ltd v William Hill Organization
Ltd [2002] R.PC. 47, [2] ( EWHC). The wording of the Court of Appeal decision therefore
stipulates that the court held that downloading the software and the defendant then making this
software available to download would constitute an indirect infringement.

75  Article 69 (1) EPC
76  See above 3.4.2
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intangible nature.”” Additionally, regarding a literal interpretation, neither the German
term «Mittel» nor the English term «means» necessarily indicate that the means need to
be of tangible nature which could make 3DPDF to be considered as means.

It is however difficult to assess whether the 3DPDF created from a 3D scan could
also be considered to be an essential element of the invention. It provides a digital repre-
sentation of a physical part.”® So it could be argued that it just provides an instruction
on how to make the product.”” A similar argument has been made in relation to the
equivalent provision in the Patent Act of the United States which speaks of compo-
nents.*" If one follows this line of argument instructions cannot constitute «means to
put the invention into effect.»™

It could however be said that a 3DPDF would enable the user of a 3D printer to
put the invention into effect. Lord Aldous has stated that «to put, the invention into
effeco» must require the means to be intended to put the apparatus claimed into effect:
thereby requiring the claimed apparatus to become effective.®” It therefore seems to de-
pend on what the invention claims and whether this can be replicated by a 3D printer.
Then a 3DPDF would suffice for the user to «make» the invention. This would consti-
tute a direct infringement in accordance with Sec 60 (1) (a) UK Patents Act 1977. The
replica produced could therefore fall within the scope of protection of the patent as the
law of indirect infringement requires de lege lata.

Eventually, it remains doubtful whether an indirect infringement could currently
be committed in this scenario. It could however be argued that making a 3DPDF avai-
lable on the internet after the digitisation of the original object by a 3D scanner should
not fall outside the scope of indirect infringement where the replica printed constitutes
a direct infringement. This, in particular, when one considers the ratio legis of provisions
against indirect infringement as serving to prevent direct infringement. 3DPDFs are
essential for putting the invention into effect when using a 3D printer. However, this
issue could potentially constitute a loophole in patent protection and requires to be
clarified by the courts.

77  See above 3.4.2
78  (Thornewell II, 2004, p. 2834)
79  (Thornewell I1, 2004, pp. 2834, 2835)

80  (Thornewell II, 2004, pp. 2836-2837). The argument that software as such is patentable ac-
cording to the Supreme Court (Diamond v. Diehr, 450 U.S. 175(1981)) and should therefore
should be treated as a component (William R. Thornewell II, 2004, p. 2838), cannot be trans-
posed into European patent law as software «as such» is excluded from patent protection, Article
52 (2) (o), (3) EPC.

81  See above 3.4.2

82 Menashe Business Mercantile Ltd v William Hill Organization Ltd [2003] R.P.C. 31, [24]
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4.3. The territoriality aspect

Based on the current law there will probably not constitute a significant problem
with applying the territoriality rules of indirect infringement to the scenarios analysed.
If the file, that has been accessed, downloaded and used in Germany or the UK as a 3D
printing template to print the object then the patented invention has been supplied for
use in the territories of the jurisdictions in question. Through this, the invention would
have been put into effect.

The fact that the 3DPDF may be emanating from a server which is not based
within the United Kingdom or Germany does not set a hurdle for finding that its offer
over the internet could have been made to users situated in these jurisdictions.®® As the
file would be available on the internet which can practically be accessed from everywhe-
re in the world the offer to supply or the supply for using them in computer terminals as
printing templates could still be regarded as an offer or a supply to users in the United
Kingdom® or Germany.®

4.4. Knowledge

Finally, finding that the alleged infringer had knowledge relating to whether the
means were suitable and intended could present an obstacle. Where the patented object
is manufactured by using 3D technology and is manufactured by using a 3DPDF it
could be argued that the alleged infringer had constructive knowledge when he makes
such a file available on the internet. Alternatively, right holders may argue that it would
have been obvious to a reasonable person that the 3DPDF would be suitable and inten-
ded to put the invention into effect.

The issue could be different where 3D printing is not part of the manufacture
of the patented object. Finding that the alleged infringer had constructive knowledge
could be difficult for the patentee to prove. It would also be difficult to bring forward
that it would be obvious to a reasonable person that the 3DPDF would be suitable
and intended to be used in an infringing way by the person downloading that file. The
template could be altered in shape and therefore also be put to function by the user of

83  See above 3.4.4

84  In relation to the fact that the host computer has been based abroad the Court of Appeal held in
its Menashe decision that: «[it] is of no relevance to him, the user, nor the patentee as to whether
or not it is situated in the United Kingdom.»: Menashe Business Mercantile Ltd v William Hill
Organization Ltd [2003] R.PC. 31, [32].

85  Keukenschrijver stipulates that the reasoning of the Court of Appeal in Menashe can be applied
to the scenario in Germany, (Haupt, 2007, p. 190)



70 Big Data: Challenges and Opportunities

the 3D printer.® This could render the reproduced product to fall out of the scope of
protection. The question therefore is whether this fact may alter the knowledge of the
alleged indirect infringer. This is already difficult to prove in ordinary indirect infringe-
ment cases and relies heavily on the facts of the case. Therefore, clarification by courts is
imperative to provide a clearer picture.

4.5. Staple Goods

Finally, a 3DPDF would most probably not be considered a staple good. This may
be the case for the computer and the 3D printer used or may also apply to the com-
pound the replica is made of.*” A 3DPDF does not appear to be a widely obtainable
product for every days use as stipulated by the relevant provisions.

5. CONCLUSIONS

3D printing is a developing technology and its impact on our societies has yet to be
seen. Bearing all the possibilities in mind that 3D printing may entail it is not surprising
that this would constitute «the next industrial revolution.»®

The cover of 7he Economist from 10% of February 2011 showed a violin which was
made by a 3D printer as a sample of what is already possible.* The lead article on the
topic of 3D printing has questions whether mass 3D printing requires for intellectual
property laws to adapt to it.

IP right holders could fear that this technology may lead to mass appropriating of their
IP rights. This may possibly lead to a decrease in providing incentives to businesses engaged
in research and development.” The law of indirect infringement however has the potential
to address the concerns that patent holders may have with this regards. Courts however need
to clarify the arising issues and ambiguities that are still left with regards to this technology.

Therefore, it may be useful to draw analogies from copyright law. 3D printing fina-
lly places digitisation and the distribution over the internet fully into the realm of patent
law. Copyright law has had to address issues relating to the digitisation of protected
works and mass copying thereof for quite some time now.” It would be useful to display

86  («Print me a Stradivarius-How a new manufacturing technology will change the world,» 2011)
87  (Weinberg, 2010, p. 14)

88  («Three-dimensional printing from digital designs,» 2011)

89  («Print me a Stradivarius-How a new manufacturing technology will change the world,» 2011)
90  (Sissons & Thompson, 2012, p. 23)

91 (Graznak, 1998, p. 58), http://www.smh.com.au/technology/technology-news/3d-printing-
could-herald-new-industrial-revolution-20130429-2ingp.html <last accessed 30.04.2013>
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how copyright law responded to these issues which may serve as a template for the issues
3D printing may bring in relation to patent law.

There is however a common fear that intellectual property rights could interfere
with this development and stifle innovation in the field of 3D printing. The Economist
article stipulates that tightening legal norms would stifle innovation whereas conversely
a more lenient application of IP rules would lead to more piracy.”” What is imperative is
that policy makers respond diligently and with foresight to this new development.”® Les-
sons learned from copyright law in relation to digitisation must be taken into account.
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ABSTRACT: Regulation has been used in the telecommunications sector at different points in time to
fulfill a various market needs. Before liberalisation of telecommunications, regulation established the
parameters of the state-owned telecommunications company. Later, it specified the rights and duties
of the incumbent. Hypothetically speaking, a higher degree of regulation is necessary to create new
competitive markets, and once progress has been made, a lesser degree of regulation is required in
order to advance to ex-post regulation.

Competition law has become an indispensable component of the regulatory framework, which
can act through two pathways: 1. Ex-post regulation utilizing traditional principles of competition
law; 2. Ex-ante regulation that seeks to introduce competition to a market.

The second kind of regulation has been called ‘regulation for competition’ or ‘synthetic compe-
tition. The concept of ‘emulated competition’ is proposed because it explains in a more appropriate
way its legal nature and its intended and unintended effects. In order to develop this concept, the
mutual influence between sectoral regulation and competition law will be analysed. Furthermore, the
possibility of applying competition law in situations where there is a regulated market will be studied.

The US stumbled into the liberalization of telecommunications in the 1960s - 1970s. The UK
and Chile began the processes during the 1980s. The comparison, inter alia, will allow to evaluate the
effectiveness of differing regulatory strategies for the telecommunications sectors after 30 years.

KEYWORDS: Regulation, Telecommunications, Competition, Synthetic Competition, Emulated
Competition.

1. OVERVIEW

Regulation can have different reasons.! Before liberalization of telecommunications,
regulation established the parameters of the state-owned telecommunications company.
Later, it specified the rights and duties of the incumbent. Hypothetically speaking, a
higher degree of regulation is necessary to create new competitive markets and once
progress has been made, a lesser degree of regulation is required in order to advance to
ex-post regulation.?

1 Baldwin & Cave, 1999, p. 9.
2 InfoDev-ITU & ICT regulation toolkit, 2012a.
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Deregulation is closely tied to this process. Although it is related to the idea of
undoing or reversing something, there is no clear understanding of deregulation® and
its outcome has been questioned.* The idea of re-regulation seems to be a better propo-
sition since there is a reformulation of old rules and the creation of new ones.> Never-
theless, the concept of «regulatory capitalism» is preferred because it more adequately
captures the explosion of regulation in the Neo-Liberalism era.®

Competition law has become an indispensable component of the regulatory fra-
mework, which can act through two pathways: 1. Ex-post regulation utilizing traditio-
nal principles of competition law; 2. Ex-ante regulation that seeks to introduce compe-
tition to a market.”

The second kind of regulation has been called ‘regulation for competition™ or
‘synthetic competition’.” I would like to propose the concept of ‘emulated competition’
because it explains in a more appropriate way its legal nature and its intended and unin-
tended effects. In order to develop this concept, the mutual influence between sectoral
regulation and competition law will be analysed. Furthermore, related to the previous
topic, the possibility of applying competition law to a case where there is a regulated
market will be analysed. The case law study will be the treatment of some abuse of do-
minance cases, particularly margin squeeze. There is no uniform response to this issue

and some accept the joint applicability of sectoral regulation and competition law (the
EU and Chile) and others reject it (the U.S.).

Following this analysis, it can be concluded that Chile appears to have its own
unique model. There is a strong and mutual influence between sector-specific regulation
and competition law and no tension arises between these concepts. The Chilean model
is influenced by the US with its consumer welfare goal and by the EU’s approach, which
is focused on a blend of sectoral regulation and competition law.

The US, the EU and Chile have been chosen for comparative study in this context.
The US, the EU and Chile started the process of liberalisation of the telecommunica-
tions markets early. The US essentially stumbled into the liberalization of telecommu-
nications in the 1960s and 1970s." The UK was the first country in Europe that began

Farris, 1981, pp. 44-50.
D. Levi-Faur, Jordana, & Gilardi, 2005, p. 33.
Vogel, 1996, p. 3.
D. Levi-Faur et al., 2005, p. 33.
Walden & Angel, 2005, p. 18.
David Levi-Faur, 1998, p. 667.
Ginsburg, 2009, p. 5.
10 Crandall, 2000, p. 417.
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the liberalisation and privatisation processes during the 1980s."" At the same time, Chile
started the same process.'> The comparison, inter alia, will allow to evaluate the effecti-
veness of differing regulatory strategies for the telecommunications sectors after 30 years.

2. NEO-LIBERALISM AND COMPETITION

Neo-Liberalism is based on a deep belief in the effects of competition arising from
market players. It argues that efficient markets produce three benefits: lower prices, bet-
ter quality of goods and services, and a dynamic technological progress'.

The reform process was undertaken as part of a strategy to liberalise the public ser-
vices under the belief that competition would bring benefits to consumers'‘. However,
the outcome of the liberalisation process has been a far-cry from its aim of drawing
multiple actors into the telecommunications markets and instead large transnational
service suppliers have arisen.” It seems to be that in the telecommunications area there
has been a transition from monopoly to oligopoly rather than to real competition.'

3.  REGULATION, SECTOR-SPECIFIC REGULATION AND COMPETITION
LAW

Regulation has been defined as ‘the employment of legal instruments for the
implementation of social-economic policy objectives’.!” Competition law and sector-
specific regulation are parts of the general concept of regulation. These two areas have
diverse goals. Whereas the objectives of competition law could be: consumer welfare,
consumer protection, redistribution and protecting competitors'®; sectoral regulation
serves to foster competitive markets, prevent abuse of market power and provide a
universal service."” However, sector-specific regulation is very closely related to com-

11 Pitt, 2005, p. 294.

12 Moguillansky, 1998, p. 7.
13 Simpson, 2008, p. 5.

14 Hall, 2002, p. 204.

15  Hermann, 2007, p. 14.
16  Collins, 2004, p. 25.

17 den Hertog, 2000, p. 223.
18 Whish, 2009, pp. 19-22.
19  Landgrebe, 2002, p. 5.
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petition law?® and this relationship has provoked confusion because there are no clear
limits.*!

It is important to distinguish between ex-ante and ex-post regulation at this point.
Whereas ex-ante regulation involves the application of specific rules and restrictions to
prevent anti-competitive activities before it occurs; ex-post regulation, calls for applying
corrective measures and punishments when transgressions do occur.”

The following venn diagram summarizes the relationship between regulation, sec-
tor-specific regulation and competition law:

Regulation

Sector-specific
Regulation ICT
(Mainly Ex-Ante)

Competition law
(Mainly Ex-Post)

4. TELECOMMUNICATIONS MARKETS: A NATURAL MONOPOLY?

Telecommunications markets have not developed naturally from the beginning.”
The old wisdom considered this market as a typical case of natural monopoly,* but this
vision has been criticised.” Although the reasons to conceive of it as a natural monopoly
are still present, the benefits gained after introducing competition appear to have un-
dermined them.?® After eliminating or relaxing the barriers to develop new markets, the
landscape for competition in telecommunications markets was not encouraging.

5. MANIPULATION OF THE NEW TELECOMMUNICATIONS MARKETS

After opening and creating new markets, a question arises: How to develop compe-
tition in markets where there is none or almost none?
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22 ITU-infoDev ICT Regulation Toolkit, 2012, p. 5.
23 Pitt, 2005, p. 294.
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It was necessary to develop competition through to public policy.” Among others

regulatory tools, it was possible to find:
a. Interconnection.
b.  Local Loop Unbundling

Indirect access

o

[a )

Number portability

This is not the opportunity to analyse all of these tools as this task would require a

separate research.

6. SYNTHETIC COMPETITION

The design and manipulation of telecommunications markets via regulation has
been named «synthetic competition»®. The goal is to assure the participation of multi-

ple players in the market.”

In synthetic competition the preferences of the regulators could be to create a
multi-player market based on different reasons than competition law goals. A regulator
could prefer productive efficiency® instead of allocative efficiency or even dynamic

efficiency.’!

In allocative efficiency ‘it is usually assumed that products are being produced in
the most efficient (least-cost) way. When this happens, the consumer surplus, the
measure of evaluating consumer welfare,? is at its largest.> In other words, the higher

the allocative efficiency, the greater the consumer welfare.

Productive efficiency refers to the production of an output ‘at the lowest possible

cost given the current technology.”
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Dynamic efficiency is related to the introduction of new production technology
that increases productive efficiency™.

These three efficiencies help to evaluate the social welfare in an industry.”

In the US antitrust law, the goal is consumer welfare or allocative efficiency.”® In
the EU competition law, there are diverse goals, such as economic freedom and consu-
mer welfare® or, in other words, one long-term social welfare objective.*

Synthetic competition is combined with other goals, such as universal service or
the development of the internal market and the promotion of citizens’ interests.*'

What kind of consequences could be derived from synthetic competition?

One effect is that a regulator’s decision after imposing a regulatory measure cannot
be evaluated in the same way than a competition law case.

The Supreme Court (SC) case of Verizon v. FCC (also called TELRIC) is a good
example. The Federal Communications Commission (FCC) is required by the 47
U.S.C. § 251 (c)-(d) 1996 Telecommunication Act to mandate an incumbent local
exchange carrier (ILEC) to make its network available to competitive local exchange ca-
rriers (CLEC). The FCC is the entity in charge of regulating the price at which a CLEC
may lease unbundled network elements (UNEs) from the incumbent. Under 47 U.S.C.
§ 252 (d)-(1)(A)-(i) the price must be a just and reasonable rate based on the cost of
providing the network element. The FCC established that the prices for UNEs would
be fixed under the forward-looking (total element long-run incremental cost -TELRIC)
rather than historical cost. The incumbents challenged this. The SC declared that “The
job of judges is to ask whether the Commission made choices reasonably within the pale
of statutory possibility in deciding what and how items must be leased and the way to
set rates for leasing them. The FCC’s pricing and additional combination rules survive
that scrutiny.”** There was a dissenting opinion from Justice Breyer who expressed that
“The majority nonetheless finds the Commission’s pricing rules reasonable. As a regula-
tory theory, that conclusion might be supportable. But under this deregulatory statute,
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it is not.”* However, Justice Breyer’s opinion ‘seems to be more a ground of competition
policy than of administrative law’.*4

7. REGULATION IN TELECOMMUNICATIONS: TEMPORARY?

It has been pointed out that ‘sector-specific regulation has a transitional character
and is aimed at addressing and solving temporary market failures’.*” However, ‘ten years
after the transitory introduction of regulation, structure-preserving behaviour, e.g., an
expansion in regulatory scope and responsibility, a boost in personnel, and higher bud-
gets for the authorities in question, can be observed’.*

Why does this happen?

Several reasons have arisen to recognize its permanent character.” However, the
most relevant argument is that the telecommunications industry is progressively evol-
ving towards an oligopoly structure.*® Consequently, deregulation of the mandatory
interconnection or LLU could play against competition instead of promoting it.*’

8. INTERACTION BETWEEN THE SECTOR-SPECIFIC REGULATION AND
COMPETITION LAW

The state has moved from a welfare state to a competition state® and the com-
petition state must face a paradox: ‘the greater the commitment of the competition
state to the promotion of competition, the deeper its regulation will be’.>" A complex
relationship then arises between competition and regulation and between sector-specific
regulation and competition law.

Indeed, if sectoral regulation has been used to open and develop markets, could
competition law be used to further help in this task?
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The answer has not been uniform. On the one hand, the US has denied the
possibility of applying anti-trust law in regulated markets after 7rinko’” and LinkLine’
cases, but on the other hand, the EU have accepted the application of competition law
for regulated markets in Deutsche Telekom® and Télefonica.” In Chile, there has not been
any discussion about this issue and competition law has been applied to regulated*® and
unregulated markets.”

Moreover, the mutual influence between sector-specific regulation and competi-
tion law has been uneven as discussed below. This research will focus mainly in the
influence of sector-specific regulation on competition law because it will help to develop
the concept of emulated competition and its intended and unintended effects.

9. THE INFLUENCE OF COMPETITION LAW ON SECTOR-SPECIFIC
REGULATION

9.1. The US case

During the 1980s, it was clear that antitrust law intellectually dominated over
industry-specific regulation.”® The key moment was the A7¢T case which restructured
the U.S. telecommunications sector.”” In the 1990s, the situation changed because of
the strong repercussion of the theories of market failure predicated on network effects
over FCC and the antitrust division, which moved the balance to sectoral regulation.®
The loss of influence of antitrust law on sectoral regulation was confirmed after 7rinko®
and LinkLine” cases during the 2000s.
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9.2. The EU case

It has been highlighted that “The success of competition policy in the liberalisa-
tion of the telecom sector was mainly due to a carefully designed inter-institutional
process...”® Furthermore, the ‘long-term plan is to have a legal framework using only
competition law ex post regulation.’*

There are many examples of the influence of competition law on European sector-
specific regulation, such as markets definitions® and recommendations and commission
guidelines.® However, the main focus of this research will be on the concept of ‘Signifi-
cant Market Power’ (SMP) because its importance is reflected in the fact that the 2002
regulatory reform has been called the SMP regime.®” Special ex-ante obligations may be
imposed on telecommunication companies considered by national regulatory autho-
rities to have SMP. Article 14 paragraph 2 of the Framework Directive regulates this
situation. It says ‘An undertaking shall be deemed to have significant market power if,
either individually or jointly with others, it enjoys a position equivalent to dominance,...

This phrase might suggest that SMP and dominance are the same. However,
although it is true that the concept of SMP is applied by reference to the European
Court of Justice’s definition of dominance,’® the resemblance is not absolute because:

a. The way of evaluating SMP is different from the way of evaluating dominance.

SMP evaluation is an ex-ante analysis whereas dominance is an ex-post appraisal.®’
b.  The application of competition law principles in sector-specific regulation could

have different outcomes between the regulator and the competition authority. This

was illustrated in the margin squeeze Telefénica case’® where it was declared by the

Commission that regulators can apply ex ante analysis, but cannot entirely elimi-

nate the risk of anti-competitive behaviour.”!
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10. THE INFLUENCE OF SECTOR-SPECIFIC REGULATION ON
COMPETITION LAW

10.1. The case of the US

In relation to network industries dominated by an unregulated monopolist, it
has been said that ‘In short, the Verizon case concerning TELRIC pricing will likely
influence the shape of antitrust remedies in product integration cases.””* Neverthe-
less, there is no obligation in a competition law case to follow this method because a
court analyses historical data and the method to be applied may be different after the
assessment.

In a regulated market, the situation is different. The SC held in 77inko that in the
existence of a regulatory structure, ‘the additional benefit to competition provided by
antitrust enforcement will tend to be small...””? Nevertheless, the Court did not cate-
gorically deny the possibility of applying competition law in addition to sector-specific
regulation.”*

10.2. The case of the EU
10.2.1. The principle of equality of opportunities

This principle developed under ex-ante regulation case law’® has been applied in ex-
post competition law cases. In these ex-ante cases ‘a system of undistorted competition,
as laid down in the Treaty, can be guaranteed only if equality of opportunity is secured
as between the various economic operators’.”® The principle was used for the first time
in a pure ex-post/competition law case 7 in Deutsche Telekom.”

The Court of First Instance declared that equality of opportunity ‘means that prices
for access services must be set at a level which places competitors on an equal footing
with the incumbent operator as regards the provision of call services...”
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The Court repeated this argument in the price squeeze Zelefonica case.*

10.2.2. The extent to which sector-specific regulation impacts on the substantive
assessment of the materiality of an abuse of dominant position

This example is in the Guidance on the Commissions enforcement priorities in
applying Article 82 of the EC Treaty to abusive exclusionary conduct by dominant un-
dertakings, also called ‘the Guidance Paper’. This case has to do with the ‘extent to which
sector specific regulation impacts the substantive assessment of the materiality of an
abuse’.*! The guidance states ‘In applying the general enforcement principles set out in this
Communication, the Commission will take into account the specific facts and circums-
tances of each case. For example, in cases involving regulated markets, the Commission
will take into account the specific regulatory environment in conducting its assessment.”

10.2.3. From Equally Efficient Competitor (EEC) test to Reasonably Efficient
Competitor (REC) test?

There are diverse kind of tests utilized to detect a margin squeeze issue, of which the
principal tests are the Equally Efficient Competitor (EEC) test and Reasonably Efficient
Competitor (REC) test®. Whereas the EEC test analyses the costs of the incumbent
(historical evaluation — ex post), the REC test asseses the costs of a hypothetical rea-
sonably efficient rival (sets of assumptions and expectations - ex ante). The regulatory
authorities prefer to use the REC test to evaluate newly liberalised markets® and the
EEC test is considered the general rule to assess a case of abuse of dominant position®
and margin squeeze.*

The influence of sector-specific regulation on competition law appears because the
Notice on the application of the competition rules to access agreements in the telecom-
munications sector-framework, relevant markets and principles, called ‘Access Notice,
recognizes the possibility of using the REC test as an alternative to EEC test in an ex-

post/price squeeze case.”’
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11. COMPETITION LAW AND SECTORAL REGULATION: COMPLEMENTS?

11.1. The US case

Before Zrinko, the regulated industries were subject to competition law®* Compar-
ing the AT&T,* Trinko and other contemporaneous decisions, a ‘radical change in the
relationship between competition law and regulation law™® can be seen. Before 7rinko
antitrust law operated alongside regulation, including rate and access regulation.”* Later,
the SC pointed out that in the presence of a regulatory structure, designed to deter
and remedy anti-competitive harm, the additional benefit provided by antitrust law
would be small.” A case about the securities market, called Credir Suisse” reinforced the
Trinko’s view. The SC declared that ‘the securities laws are «clearly incompatible» with
the application of the antitrust laws in this context.”

In Linkline, the SC rejected the application of antitrust law in a regulated mar-
ket.”

11.2. The EU case

The Commission has expressed that regulation and competition law constitute a
‘coherent regulatory framework.””® The Access Notice declares that they ‘are both impor-
tant and mutually reinforcing for the proper functioning of the sector.””

In turn, the ECJ has expressed that competition rules laid down by the EC Treaty
supplement the legislative framework.” In Telefénica, the General Court expressed a
similar conclusion.”
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12. THE CHILEAN SITUATION

12.1. The influence of competition law on sector-specific regulation

There is a strong influence of competition law on sectoral regulation. The first ex-
ample is price regulation'®. Article 29 of the General Telecommunications Act 18.168
(GTA) states that the Competition Tribunal (CT) has to evaluate the conditions in the
market. If they are not sufficient to guarantee system of free pricing, then tariff regula-
tion must be applied by the regulator (Subsecretaria de Telecomunicaciones -SUBTEL).
Also, the CT determines which companies have dominance in the market. The last re-
port (2009)'" held that mobile telephony is a substitute for fixed telephony, but did not
take the same view regarding VoIP. It also stated that there is not indispensable pricing
regulations related to local telephony. Additionally, it issued several recommendations
to the regulator in order to promote competition, such as number portability which
became law in 2010.'

A last example can be found in the article 18 of Decree Law 211 (Free Competition
Act), which declares that the CT can dictate instructions of general character in accor-
dance with the law that must be fulfilled by the private parties in actions or contracts
that the latter executed or enter into and that are related to competition or could hinder
it. In accordance with this rule, the 18" of December 2012 the CT issued the General
Instructions No. 2/2012 about the effects on free competition of price differentiation in
the public telephone services «on-net/off-net tariffs» and bundling of telecommunica-
tions services. In general terms, this regulation addresses the anti-competitive effects of
differential tariff for off-net and on-net calls.

12.2. The influence of sector-specific regulation on competition law
12.2.1. The Value of Regulators reports

This issue can be illustrated via some competition law cases. In the Celulink case,
Telefénica was accused of margin squeeze and refusal to supply in the termination of
fixed-to-on net mobile calls markets.'*® Telefénica argued that the activity of the plain-
tiffs was illegal because it avoided the regulated access charges and provided a public
telephone service without authorization. The regulator filed charges against some of
the plaintiffs and informed the CT that the plaintiff’s activity was unlawful under the
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Telecommunications regulation. The CT"* and the Supreme Court of Chile'” (SCC)
dismissed this argument. This was because, at the time of the SCC decision, there was
not any final judicial judgment regarding the alleged illegality of the services. Also, the
SCC added that regulator reports have to be deemed expert opinion if there is a techni-
cal issue and enlightened thought if there is a legal question'®.

In the Voissnet case about IP Telephony, the SCC expressed the CT ‘has no ju-
risdiction to rule about the legal nature of IP telephony services for the purpose of
implementation of the General Telecommunications Act’'”” because the regulator has
exclusive competence to technical interpretation of the regulations governing telecom-
munications according the article 6 of the GTA.

12.2.2. Article 8 of the GTA

Paragraph 7 of article 8 of the GTA lays down a sectoral rule that has been applied
to competition law cases. The article provides that the concessionaires of telecommu-
nications public services ‘shall not execute any action that implies discrimination or
alteration to a healthy and due competition between all those that provide these com-
plementary services. A common type of complementary service is internet provision.
This rule was applied by the CT in the Vaissnet case where the CT pointed out that this
rule is ‘a reflection of the general rules of competition law’.'” This rule seems to be close
to the principle of equality of opportunities in Europe.

12.3. The Chilean Model

According the previous paragraphs there is a strong and mutual influence between
sector-specific regulation and competition law. There is no issue about the compatibility
of sectoral regulation and competition law. Consequently, competition law has been
applied in cases related to regulated and unregulated markets.

In the Celulink case, there was an express recognition of the diverse goals of sectoral
regulation and competition law.'”” Consumer welfare seems to be accepted as the main
goal of competition law,'® but there is a minority opinion which suggests that non-
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economic goals must be considered.'"

13. EMULATED COMPETITION

Evidence shows that competition law alone is not the best way to introduce com-
petition into telecommunications market.""” Therefore, attempts have been made to
promote competition by various other means. For example, sector-specific regulation
has been one choice. This method uses only sector-specific regulation without applying
competition law. In contrast, sector-specific regulation has been coupled with compe-
tition law offering another approach to increase competition. Chile on the other hand,
appears to have developed its own model. This, therefore, introduces a third possible
method to increase competition. This Chilean model is influenced by the US with its
consumer welfare goal and by the EU’s approach which is focused on a blend of sectoral
regulation and competition law.

I would like to propose a new approach and a new concept: ‘emulated competition’.

By this, I mean a set of regulatory tools used to foster competition in sector-specific

regulation. This concept is to be preferred to synthetic competition because:

1. The word synthetic'"® evokes the idea of something made with artificial or unnatu-
ral substances. That is not the situation in the relationship between sector-specific
regulation and competition law. Both are used as forms of ‘regulation’.

2. 'The regulatory tools are used to mimic a perfect market. The expression emulate re-
lates to the idea of matching or surpassing an achievement, typically by imitation.'"
The achievement in this type of competition is, of course, the imitation of a perfect
market.

The features of emulated competition are:

a. Its main goal is to promote competition. However, it should be noted that
it could be combined with non-economic goals, such as, media pluralism or
universal service.

This can be confirmed in the following cases. The 1996 Telecommunication Act in
the US primarily sought «to promote competition».'” The Act expressly stated this ob-
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jective in some rules, for instance 47 U.S.C. § 276 (b)-(1) related the provision of pay-
phone services. In Europe, the Framework Directive declares in article 8 N°2 that “The
national regulatory authorities shall promote competition’. Finally, in Chile the regula-
tion that establishes the requirements to obtain, install, produce and exploit authoriza-
tions of intermediate services of telecommunications to provide physical infrastructure
for telecommunications, expresses in the second recital, that this regulation creates «the
infrastructure operator», among other reasons, to introduce «more competition» in the
mobile phone industry.

However, the main goal of competition can be watered down due to other objec-
tives found in the regulations. For example, article 18 N°2 of the Framework Direc-
tive imposes a bundle of duties on the Member State ‘in order to promote the free flow
of information, media pluralism and cultural diversity’ of digital interactive television
services. It is possible, therefore, for a regulator to decide to promote competition by
using diverse regulatory tools with the objective of promoting a multi-player market
that allows media pluralism and cultural diversity. Turning to universal service, some
regulators use the licensing process in order to impose universal service duties. In
Chile, there was a tender procedure regarding the licensing of 4G in 2.6 GHz during
the 2012.""° Among the requirements to participate in this process, it was needed to
provide services to 543 isolated locations.'” It is possible to see the regulator impos-
ing a universal service obligation through this tender process. In sum, the regulator
looks for the benefits of competition, but at the same time it tries to achieve other
non-economic goals.

b. Its rules cannot be interpreted in the same way as competition law rules,
particularly in an administrative law case.

This aspect was analysed in the Supreme Court case of Verizon v. FCC. The cen-
tral point here was that TELRIC methodology chosen by FCC ‘was neither inconsis-
tent with the text of the statute nor contrary to its underlying objective of «promoting
and reduce[ing] regulation», the Court upheld the Commission’s pricing scheme™'®
That was because it was not an antitrust case, but an administrative law case. In other
words, there was an evaluation of ex-ante regulation but not an ex-post antitrust law
assessment.
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c.  Although it could be aligned with competition law methodologies, it does
not operate in the same way.

This can be concluded by looking at the concept of Significant Market Power (SMP).
This concept is interpreted and applied by reference to the European Court of Justice’s
definition of dominance in Article 102 (ex-82) of the EC Treaty. The SMP evaluation is
an ex-ante analysis whereas the dominance position is an ex-post appraisal. However the
application of competition law principles in sector-specific regulation could have differ-
ent outcomes depending on their application by either National Regulatory Authority
or Competition Authority.

d. It could have influence on competition law.

This feature could be called the ‘irradiative effect’ of emulated competition.

In regards to the US, after the decision in Verizon case concerning TELRIC pricing
may well be influential but it will be limited to unregulated markets taking into consid-
eration the decisions in 77inko and LinkLine cases.

In the case of Europe, the influence seems to be bigger. This was expressed through
of the principle of equality of opportunities; the extent to which sector-specific regula-
tion impacts the substantive assessment of the materiality of an abuse; and the possibil-
ity of applying the Reasonably Efficient Competitor (REC) test to a competition law
case as a valid alternative to Equally Efficient Competitor (EEC) test.

Finally, in the case of Chile the influence can be seen on the value of regulators’
reports and article 8 of GTA. This rule prohibits any discrimination or alteration of a
healthy competition in complementary services.

e. Itis permanent, in order to keep competition in concentrated markets.

In order to support the permanent nature of emulated competition, there is an
economic paradigm for telecommunication deregulation'”” which explains why the te-
lecommunications market is concentrated. This paradigm was developed based on simi-
lar historical experiments in other industries, such as, aviation, trucking, banking, etc.,
during the late 1970s and early 1980s. This paradigm has three economic stages. The
first stage (in the initial five years) is characterized by an increase in mergers, acquisitions
and new entrants. There are new products and markets. In the second stage (between
five and ten years), the wave of mergers and acquisitions declines with the emergence
of new entrants. The objective is on securing market share. Finally, the third stage (after
ten years) is marked by the systematic formation of an oligopolistic environment with
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harmful effects over the consumers. Unfortunately, this economic paradigm seems to be
a reality. Indeed, evidence shows that after approximately 30 years since liberalisation

started, markets in telecommunications are highly concentrated in Europe,'® the US**!
and Chile.'??

Finally, it has been expressed that “The electronic communications sector is charac-
terised by high costs in constructing networks and infrastructure and, therefore, of high
and non — transitory structural barriers to entry.'* If the entry barriers are not transi-
tory, the regulatory instruments such as interconnection and LLU will not be either.

14. CONCLUSION

The relationship between sectoral regulation and competition law in the telecom-
munications markets is not a simple subject. More research is necessary to establish
the points of agreement and disagreement between the two sectors. The proposed
concept of emulated competition aims to clarify some complex issues which affect
the interaction between sectoral regulation and competition law. Emulated competi-
tion can help us to understand the nature of rules that seek to promote competition
in the telecommunications markets and their intended and unintended effects in the
field of competition law. Finally, measures that promote competition have not been
successful in promoting a market with a diversity of providers because the markets
remain highly concentrated. The reasons for this are beyond the scope of this work
and require a separate study.
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ABSTRACT: In this interdisciplinary paper written by a socio-legal scholar and a computer scientist,
we explain a novel holistic approach to Internet regulation in the broader public interest. We argue
for ‘prosumer law’ and give an example of our proposed solution to the problems of dominant social
networking sites. What should prosumer law consist of? We examine the international governance
of information, especially the apparent incompatibility of human rights and trade-related concerns
exposed in such multi-stakeholder fora as the OECD. We examine the ‘hard cases’” of Google search
dominance and Facebook social networking site dominance, and their challenges to competition and
to fundamental rights of prosumers. Finally, we argue for holistic regulation of the Internet, taking a
trans-disciplinary perspective to solve ‘hard cases’ we examine. Prosumer law suggests a more directed
intervention, to prevent Facebook or Google+ or any other network from erecting a fence around its
piece of the information commons: to ensure interoperability with open standards. It is not sufficient
for it to permit data deletion as that only covers the user’s tracks. It requires some combination of
interconnection and interoperability, more than transparency and the theoretical possibility to switch.
It needs the ability for exiting prosumers to interoperate to permit exit.
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1. INTRODUCTION: PROSUMER LAW AND INTERNET REGULATION

We are all becoming ‘prosumers,” sharing intimate details of our personal lives on-
line. But this ‘prosumer environment’ is currently either grossly unregulated, leaving
personal information at the mercy of the multinationals who host it, sell adverts based
on it, and sometimes claim to own it, or subject to knee-jerk over-regulation. This paper
examines how a prosumer law interoperability framework can be applied to Internet law
and policy. First, we assess the standard analyses of Internet regulation. We explain how
regulation of this virtual environment is best approached by examining the protocol
stack rather than geographical approaches and assessing regulatory intervention accor-
ding to the code solution or solutions used. However, following Shannon (1948, 1949),
we reject a technologically determinist view of code as an efficient stand-alone solution
and examine the predominant justifications for various regulatory systems, classified
as broadly supported by economic or rights-based regulation (Lessig 1999; Balleisen
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and Moss 2010). We analyse the regulatory shaping of «code» —the technological envi-
ronment of the Internet comprising hardware, software and their interactions, notably
in the protocols and standards used to achieve interoperability— to achieve more eco-
nomically efficient and socially just regulation. In the following section, we explore a
particularly promising recent approach, multistakeholder governance (Drake and Wil-
son 2008; DeNardis 2009).We go on to explore code-based solutions that involve both
competition analysis and interoperability requirements in strategic communications
sectors, before examining the case studies of search engines and social networking sites.
We conclude that prosumer law is urgently needed to enable European citizens to make
most effective use of the opportunities offered by broadband technologies, Web2.0 and
the overall Digital Agenda.

The Internet is not a novelty in regulatory discussion (and was not at the time of
much initial surveying in this field; Kahin and Nesson 1997). But it’s relatively fast and
technologically dynamic development means that there is likely to remain a governance
gap between what the technologists and advanced users know of the medium and poli-
tical responses, as with many other advanced technologies (Brownsword 2005). Internet
regulatory history is partial or incomplete, as the issue areas were either neglected by
regulators for Internet-specific reasons as technically forbidding (as with many Inter-
net security problems) or because of forbearance based on the desire to avoid harming
self-regulatory mechanisms (Price and Verhulst 2004; Priest 1997) and to ensure the
continued competitiveness advantages of rapid Internet deployment and development.
Regulation has lagged Internet development.

There is an extensive history of competition policy in favour of open technology
standards that long predates the Internet (Kahin and Abbate 1995), but the evidence of
extensive network effects and innovation that can rapidly tip markets has helped focus
policymakers’ attention on the potential for using interoperability as a solution to the
online competition and innovation problems that have emerged. As competition policy
provides for interoperable remedies, governments have set great store by the success of
open standards as solutions for the well-known entrenchment of dominant Internet
commercial actors using network effects (Pitofsky 1998; Lemley and McGowan 1998).
The market and information failures of the network effects pervading the Internet were
noted by the chair of the FTC as early as 1996 and have been in evidence throughout its
development (Bar, Borrus, and Steinberg 1995, Pitofsky 1998). As the technology stabi-
lizes and matures, it may be that less radical innovation lies ahead, but we see no reason
for policymakers to surrender entirely to a cable television model (Lemley and Lessig
1999) for the Internet in copyright or carriage or convergence on social networking.
Therefore, solutions that maintain interoperability and open standards, which drove
Internet, World Wide Web, mobile, and computer innovation, should be maintained

against the Janus-faced comfort of a largely walled-garden, passive Internet future. We
consider US arguments (Wu 2010, Zittrain 2008, Lessig 1999, 2000) for self-regulation
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to have demonstrably failed, and focus on European policy to explore prosumerism as
both a market-based and citizen-oriented regulatory tool. We base our argument on the
empirical case studies presented in ‘Regulating Code’ (Brown and Marsden 2013), but
we extend our argument from that monograph to assess the environmental precondi-
tions for prosumer law.

2. CONFLICTING THEORETICAL APPROACHES TO INTERNET
REGULATION

There are three existing conflicting theoretical approaches to Internet regulation
from a technical and legal policy perspective: continued technological and market-led
self-regulation, reintroduction of state-led regulation, and multi-stakeholder co-regula-
tion.

The first, self-regulation, holds that from technical and economic perspectives, self-
regulation and minimal state involvement are most efficient in dynamic innovative in-
dustries such as the Internet. This explanation is challenged by three factors: technologi-
cal, competition, and democratic. Technology is never neutral in its social impact (Reed
2007; Dommering 2006). Network and scale effects are driving massive concentration
in information industries (Zittrain 2008; Wu 2010). And voters will not allow govern-
ments to ignore the social impact of this ubiquitous medium.

The second explanation holds that from the legal policy perspective, governments
need to reassert their sovereignty. It states that code and other types of self-regulation
critically lack constitutional checks and balances for private citizens, including appeal
against corporate action to prevent access or remove materials (Frydman and Rorive
2002; Goldsmith and Wu 2006). According to this explanation, government should at
least reserve statutory powers to oversee self-regulation to ensure the effective applica-
tion of due process and attention to fundamental rights in the measures taken by private
actors. However, government regulation has serious legitimacy deficits, with as much
government as market failure in Internet regulation to date, with overregulation evident
in public and private censorship (MacKinnon 2012). There has been widespread indus-
try capture of regulators and legislators in, for instance, copyright law (Horten 2011).
Incumbents lobby to protect and introduce new barriers to entry with regulatory or
legislative approval, as in a perceived failure to enforce or approve network neutrality
legislation (Marsden 2010). There has been continued exclusion of wider civil society
from the formal policy discussion, where official views do not permit easy representa-
tion of new non-corporate technical or user rights lobbies (Mueller 2010).

The civil society argument leads to the third multistakeholder co-regulatory ex-
planation: that formally inclusive multistakeholder co-regulation —reintroducing both
state and citizen— is the approach that has the best chance to reconcile market failures
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and constitutional legitimacy failures in self-regulation (Collins 2010; Marsden 2011).
Though intended to increase inclusiveness by representation beyond the government-
business dialogue, there are significant questions as to the effectiveness, accountability,
and legitimacy of civil society groups in representing the public interest. There is a body
of work on Internet governance specifically addressing legitimacy gaps and development
challenges in global institutions from an international political economy perspective
(Mueller 2010; Drake and Wilson 2008). Given the legitimacy gap in multistakeholder
interaction, it is unsurprising that the approach so far has been to conduct conversations
rather than make law in such fora, reflecting the «unconference» approach of Internet
innovators (in which agendas are collaboratively determined by participants at the be-
ginning of a meeting). Cynicism is at least partly justified (Morozov 2011).

Co-regulation has been extensively discussed in European law (Senden 2005;
Hiipkes 2009, Marsden 2011), including in Internet regulatory debates (Frydman,
Hennebel, and Lewkowicz 2008) and in relation to data protection governance (Raab
1993). Co-regulation is even more familiar to Australian regulatory scholars since the
term entered common use in about 1989 (Marsden 2011), with the term applied to
codes of conduct for industry sectors (Palmera 1989; McKay 1994; Grabowsky 1995;
Sinclair 1997) including the Internet (Chen 2002). Adoption of the term in the United
States has been slow, with co-regulatory in legal terms referring to state-federal division
of competencies (Noam 1983). However, both Balleisen (Balleisen and Eisner 2009;
Balleisen 2010) and Weiser (2009, 2010) have made extensive claims for co-regulation
to be adopted more frequently.

2.1. Empirical ‘Hard’ Case Studies Exploring Prosumer Law

Our approach takes a multidisciplinary perspective from both computer science and
law, following Kahin and Abbate (1995), Berman and Weitzner (1995), and Lessig and
Resnick (1998). We cover European as well as U.S. regulation and policy, and explain why
a geographically specific attempt to regulate will largely fail to achieve optimal code and
regulatory solutions. Previous legal work has tended to examine the Internet from a po-
sition reflecting the technology’s unregulated origins (Post 2009), even in debunking the
borderless «Wild West» mythology of early libertarian paradigm (Lessig 2006; Goldsmith
and Wu 2006; Zittrain 2008). They equally have tended to be U.S.-centric. This debate
has been effectively ended in favour of realistic pragmatic viewpoints (Reidenberg 1993,
2005). Regulatory and political economy work has concentrated on single issues or the-
mes, such as the domain name system or privacy issues. There has been significant analysis
in individual issue areas, notably the Internet Corporation for Assigned Names and Num-
bers, or ICANN (Mueller 2002) and Internet standard setting (Camp and Vincent 2004).
Holistic examinations have tended to be compendia, such as Marsden (2000), Thierer and
Crews (2003), and Brown (2013), or examine the Internet from development or other
political economy perspectives (Cowhey, Aronson, and Abelson, 2009).
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We examined empirically grounded, multidisciplinary case studies of five difficult
areas —what we refer to as hard cases: data protection; copyrights; censors; social networ-
king; and smart pipes (Brown and Marsden 2013: Chapters 3-7). The first three are case
studies in fundamental rights with economic implications. The final two are studies of
the most innovative platforms to develop new markets and protect those fundamental
rights. We deliberately omitted search, whose development was critically dependent
on 2012-13 antitrust activity in Brussels and Washington. Hence the final substantive
part of this article considers recent developments in the regulation of search (Zittrain
2008; Deibert et al. 2010). The mass take-up of social networking tools has heighte-
ned concerns over privacy, copyright, and child protection and created a generic centre
for regulatory activity that raises new questions about the scope and focus of Internet
regulation. With nearly one billion Facebook users, regulators’ concerns over ordinary
citizens” use of the Internet have led to specific regulatory instruments that address
the risks of such use (Facebook 2012; Office of the Data Protection Commissioner
Ireland 2011). The case study which concludes this article builds on the literature and
regulatory proceedings to assess the extent to which the more conventional issues-based
regulatory instruments are being supplemented by generic social networking regulation.

We address these key questions in each of the substantive case studies:

*  Who were the key stakeholders (traditional and multistakeholder), and how far
were they involved in policy debates, organizational design, and operational issues
associated with the regulatory processes or institutions adopted? What was the
institutional political economy (Mueller 2010)?

*  How far did solutions have source, process, or outcome legitimacy (Weber and Grosz
2009), including human rights compliance, in the outcome? This exploration is ba-
sed on both documents relating to design and later judgments of human rights bo-
dies (e.g., national parliamentary scrutiny committees, Council of Europe).

*  How effective is the current and developing code solution? How might it have
developed differently under different regulatory conditions?

In each case study, we examined whether governments have moved from sledgeha-
mmer prohibition-based, enforcement-oriented regulation, to smarter regulation that
works technically, with some degree of outcome legitimacy in terms of goals. These
might, for instance, support the creation of public goods and disruptive innovation in
markets. A smart solution in terms of code and regulation would provide effectiveness
in enforcement (whether by law or code), technical efficiency (in an engineering sense)
and legitimacy, transparency, and accountability (to allay rights-based concerns). Unsur-
prisingly, the outcomes are likely to be trade-offs among these goals.

There are regulatory opportunities to shape the market in favour of interoperability
if regulators choose such options. The open Internet policy coordination challenge is
acknowledged by the G8 nations (2011: 14): «As we adopt more innovative Internet-
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based services, we face challenges in promoting interoperability and convergence among
our public policies on issues such as the protection of personal data, net neutrality, trans-
border data flow, ICT security, and intellectual property». This policy field displays both
a plurality of market actors (content and carriage disguises the various interests within
and between those sectors, such as mobile networks and vertically integrated actors) and
a profusion of formal (state and supranational) and informal (standard-setting) regula-
tors. It exhibits advanced examples of regulatory capture, especially in the more static
and matured regulatory environment of telecoms.

2.2. Regulating Through Code

A more technical view can provide a different perspective. Engineers designed the
Internet, and its content, services, and applications sit on the infrastructure. Therefore
the logic of the infrastructure’s design can provide a basis to assess what is different about
the Internet for regulatory purposes: its code (Reidenberg 1998; Lessig 1999; Werbach
1997). This suggests that we explore the Internet from the perspective of those who
designed its standards, whether the basic standards of the Internet Protocol (IP) itself
and its end-to-end design (Clark and Blumenthal 2011), the motives and (limited)
policy purposes behind the refinement of that design, or the particular applications
that interact directly with the content layer (Berners-Lee and Fischetti 2000). Internet
self-regulation emerges from that technical perspective. Early analysts viewed technical
and geographical challenges to existing regulatory functions (Johnson and Post 1990)
as insurmountable obstacles to regulation. Later analysis demonstrated that there was
much greater interdependence between the allegedly global and un-regulable Internet
and national rules. The ability of the state to seize physical assets and interrogate eviden-
ce (such as data on servers) is at the centre of national enforcement (Brown, Edwards,
and Marsden 2009), as well as traditional state censorship.

Clark etal. (2005: 10) recognize that struggle or «tussle» between different interests
is as important in technology evolution as in economic and political systems, suggesting
that «we, as technical designers, should not try to deny the reality of the tussle, but
instead recognize our power to shape it». As Greenstein (2011) advises standards bo-
dies, «doing the tussle» can create more robust and widely adopted industry standards.
Although this is a mandate for the technical community, it can be extended to the legal
regulatory communities that directly shape the various aspects of Internet development,
many of which already recognize that their shaping decisions are moves in a game rather
than acts of sovereign design. Design choices in code can be as normative as law —deci-
sions have to be made on the values that code embeds (Brown, Clark, and Trossen 2011).
Code has continued to morph rapidly even as legislation has tried to adapt. Investor
certainty and democratic participation in legislative processes are arguably enhanced
by the leisurely speed of legislation, contrasted with the rapid —but slowing— progress
of Internet standards in which only technical experts can realistically participate. Most
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progress has happened with technical protocol development within companies (and,
arguably, open source communities), where coordination («tussle») problems are less
complex than in legislatures. A more dynamic social network than blogs and e-mail, a
better P2P voice over Internet protocol client that could evade ISP control, and a new
search algorithm and method of targeting advertising were all eagerly taken up by con-
sumers. The development of Google, Facebook, and Skype is testimony to the ability of
emergent code to respond to and keep pace with market demands.

Architecture, law, norms, and markets interplay (Lessig 1999). Regulators have only
slowly woken up to regulation using technology. If regulators fail to address regulatory
objects at first, then the regulatory object can grow undil its technique overwhelms the
regulator (Wu 2003). Digitally locked music formats were outpaced by the overwhel-
ming Metcalfe’s law effect of MP3 file sharing as a legitimate but untethered technology.
Major rights holders were highly successful in coordinating demands for DRM from
tech companies, but ultimately they were defeated when their own cartel was attacked
by the dominant monster they created: iTunes. Apple used its pricing policy as a bargai-
ning tool to push rights holders to abandon DRM (Williams and Gunn 2007).

Code can be controlled effectively by government in the public interest, to control
corporations as well as to censor citizens. Reidenberg (2005) argues that law can use
code to overcome code, as Yahoo! filters French users to prevent access to Nazi memo-
rabilia auctions. Another example is China using Cisco routers and code to create its
«Golden Shield» filter (Deibert et al. 2010). A combination of points of control (Zittrain
2006) and scale economies (Lemley and McGowan 1998) give levers for law and mar-
kets to act on architecture. Traction results from the physical presence of the Internet
company on the sovereign territory of the host government. The forces of regulation
can be shaped more subtly: forbearance in one dimension enables expansion in others.
Where code is slow to evolve, law can assist by removing bottlenecks to innovation.
Where law is designed expressly to stymie code innovation, code is likely to spill over any
logjam by creating new paths to achieve user goals, as, for instance, in the P2P solution
to friends sharing music files. Accusations of illegality did not serve as a veto on user
adoption of P2P. Both permissive un-regulation and prohibition create pitfalls in public
understanding of the effect of regulation on technologies. In simple terms, these regula-
tory clichés of the Internet routing around censorship as damage, or the heavy hand of
the law falling on all users, do not greatly assist public and policymaker understanding
of the wider challenges of Internet regulation any more than death penalty debates assist
in understanding the scope of physical world regulation (Reed 2010, 2012).

Regulation that succeeds or fails based on the presence or absence of specific
software tools is doomed to eventual failure, while most users own open computing
platforms and can download and run the software of their choice. A horizon limit of
Zittrain (2008) is a failure to fully incorporate the market structure limits to generati-
vity versus stability and move beyond nudges into regulation (House of Lords 2011).
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Despite Zittrain’s concerns over the rise of «tethered» devices, the success of the iPhone
and Android software platforms (with limited oversight from Apple, and even less from
Google) demonstrates that the benefits to innovation of openness will continue to give
manufacturers a strong incentive to provide such a capability (Ohm and Grimmelman
2010), though we note that mandated interoperability is neither necessary in all cases
nor necessarily desirable (Gasser and Palfrey 2012). Moves to hardwire regulation in all
computing devices in an attempt to enforce copyright restrictions have faded away in
the face of resistance from manufacturers and consumers, both by lobbying and in the
marketplace.

3. COMPETITION LAW AND THE INTERNET

Are there solutions that may be effective ex ante to ensure the development of tech-
nologies that do not act against the public interest, without stifling innovation and in-
troducing bureaucratic interventionist regulation to an area that has blossomed without
it? Such a solution would avoid the economic determinism of belief in the invisible
hand of the market, and the technological determinism of some (typically super-pro-
fitable multinational) technology companies that claim that progress all but inevitably
results in wider choice and more desirable features, despite public policy concerns.

Two examples present themselves: one a remedy of necessity in competition law,
the second a deliberate design feature increasingly being deployed by OECD gover-
nments. The first is the use of competition law to engage in predicting and designing
prospective markets, and the second is the widespread adoption of interoperability
policies across the European Union and like-minded territories. The recent literature
on competition policy has tended toward substituting economic judgments of con-
sumer harm for political judgments and the apparent triumph of the Chicago school
of microeconomics and associated economic doctrines regarding the perfectability of
competition (Lessig 1998). The notion of creative destruction, whereby a lazy mono-
polist is overwhelmed by an innovative flexible competitor, has gained much ground,
following the work of Joseph Schumpeter and the Austrian school (Mehra 2011). The
Internet had appeared secure ground for Schumpeter’s hypothesis, and social networks
even more so, given News Corporation—owned MySpace’s dominance that was repla-
ced rapidly by that of start-up Facebook between 2007 and 2009. Against this must
be placed two rival readings of this case study. The first is that social networks were an
immature medium, and the growth of the market floated all ships in enabling all rivals
to grow while consumers experimented. Consumer preference led to a maturing of the
market, which itself tipped toward the eventual winner, Facebook, whose monopoly is
now arguably durable. The second reading is more structural: that social networking
had relatively low entry barriers in the past, as did, for instance, search engines, but that
the advertising-dominated mass market model that currently applies is inimical to the



Regulating code: towards prosumer law? 109

successful overturning of Facebook’s dominance. Internet markets are not in continuous
«Schumpeterian emergency» (Bresnahan 2011).

The fertile testing ground of social networks can be once more employed as Go-
ogle+ challenges Facebook, just as Microsoft’s Bing search engine challenges Google’s
main search engine business. Net neutrality deals with a century-old monopoly over
copper telephone wiring into the home that has been leveraged by state-sanctioned
monopolies as it became possible to attach modems and other appliances to the copper
telephone network. Schumpeterian creative destruction theory in such a durable and
high-entry-cost environment is arguably a misapplication. One could date concern over
closed walled garden social networks —closed areas of moderated content and services
intended to encourage users to stay within affiliated Web pages and thus attract adver-
tising— further back to the time of the 1994 MCI investment in News Corporation,
leveraging its ISP access business into content (Noam 1994).

3.1. Interoperable Code and Communications Policy

An extensive legislative and regulatory history of public communications occupies
a special place in regulatory policy far predating modern competition law. This has
always justified an ex ante regulatory policy. The loss of the ability to license particularly
multinational Internet enterprises does not of itself entirely negate ex ante regulation
—standards define the architecture of code, and standards are heavily government in-
fluenced even when not government funded. The government imprimatur on standards
enables significant control, which is arguably as true in the twenty-first century as it was
for Marconi in the nineteenth (Spar 2002). The notion that communications policy
introduces certain rights and duties is as old as electrical and electronic communications
media, with the 1844 Railways Act in the United Kingdom introducing the right for go-
vernment to take control of the telegraph for the national interest —this only seven years
after electric telegraph technology was standardized (Marsden 2012). Cannon (2003)
suggests that the fundamental regulatory constraint imposed on U.S. telecoms firms in
the 1980s was open network architecture (ONA) under the 1985 Computer III inquiry
by the U.S. Federal Communications Commission (FCC). (The Computer II and III
inquiries refer to investigations by the FCC into the regulation of data transfer and the
conditions necessary to achieve an increasingly competitive market for that data.) This
constraint had its European equivalent (ONP) and amounted to interoperability plus
physical interconnection between networks (Coates 2011).

Understanding code and legal regulation leads to a better understanding of how
regulation can work toward better code rather than simply avoiding the worst of code.
That conjunction of code and regulation will lead to better outcomes than a Chinese
wall designed to keep out code. We explain how innovative regulatory and policy res-
ponses to the increasingly controlled Internet user experience can harness the power
of code to create opportunities for innovation rather than erect entry barriers to new
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applications. We consider the code remedies imposed on Microsoft in the European
Commission (EC) final settlement of its antitrust case in 2009 and Intel in its Federal
Trade Commission (FT'C) antitrust settlement of 2010 (Coates 2011). We argue that
interoperability is the key to regulating dominant actors’ uses of code. Such checks to
encourage competition do not ensure fundamental rights that must be respected in
communications industries, and we argue that improved competition law enforcement
to shape more interoperable code must be accompanied by human rights audits to

create greater commercial and state respect for fundamental rights (Murray and Klang
2005).

The outcome of the two decades of Microsoft competition litigation, beginning
with U.S. antitrust investigation in 1991 prior to the dawn of mass Internet adoption,
was to enforce interoperability and application programming interface disclosure (EC
2010b), with Intel settling a similar long-standing investigation into interoperability
and anticompetitive practices. The interoperable code solution was extended and adap-
ted by the complainants in both Google and Facebook investigations by the EC opened
in 2010 (IP/10/1624). Apple’s iTunes faced similar calls in its price discrimination sett-
lement by the EC in 2007-2008 (IP/08/22) and its preliminary antitrust investigation
into Apple’s App Store policies (IP/10/1175). Most merger decisions throughout the
period 1996 to 2011 supported interoperability and open standards, including Euro-
pean media mergers in the mid-1990s, the AOL-TimeWarner and Baby Bell mergers
subject to Computer III requirements, and European Commission abuse of dominance
decisions against Intel, Microsoft, and Apple. It is our contention that similar remedies
should be pursued against the new information monopolists of Google and Facebook,
where abuse of dominance is found. Google and Facebook negotiated consent decrees
after user privacy breaches, which commits both to agreeing to privacy audits of all pro-
ducts and applications every two years until 2030.

Moreover, the interoperability approach does prevent a further regulatory arm
wrestle of the type that Wu so colourfully chronicles and has pervaded the history of
pre-Internet communications policy. It does depend on effective enforcement, and in
this it suggests a heroic commitment to such policies at national as well as European
levels, which critics suggest is beyond the European Commission’s appetite for imple-
mentation (Moody 2010). Critics may argue that an approach founded largely on the
relatively puny market impact of the Microsoft decision is grasping at the shortest of
straws. The alternative, trench warfare based on regulatory attempts to re-establish ri-
gid separation of functions (Kroes 2010), is in our view both an excessive intervention
given the continuing flow of innovation in the Internet ecosystem and likely to favour
the politically skilled incumbents more than scrappy entrants, as we have seen in our
case studies.

A comparable example is the attempt to separate retail from investment banking.
This has been a far higher political priority in the wake of the vast regulatory failures in
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bank regulation since 1980 but shows little real progress since 2007’s calamitous revela-
tion of the extent of the larceny in the banking system in the United States and Europe
(Davies 2010). We accept that a complex and interlocking EIF will depend on coordi-
nation between member states and the European Commission, a coordination shown to
be spectacularly lacking in the altogether more important matter of the governance of
the single European currency in 2010 through 2012. However, interoperability is tech-
nical enough, and its problems and potential hostages lie far enough away from Brussels
(mainly in Silicon Valley, San Diego, and Seattle) that a heroic policy signal is possible.

The FTC may have shown the way in its treatment and settlement of the Intel
case, with its emphasis on interoperability requirements as a remedy with a six-year
period stated and conditions affecting interoperability and patent policy in the case of
change of control, a spectacularly invasive example of interoperability being hard-wired
(FTC 2010). It is coincidental and fortuitous that interoperability can also mean free
software in principle (however expensive its implementation and integration with legacy
systems). Politicians who (perhaps mistakenly) assume that interoperability is a free and
leisurely European lunch are more likely to support that policy. However, we recognize
that interoperability is neither a simple nor a cost-free option (Gasser and Palfrey 2012),
nor that it should be imposed without prima facie evidence of dominant actors’ refusing
to provide interface information that permits interoperability. Kroes (2010a) referred
to the arduous attempts made by antitrust authorities on both sides of the Atlantic
to ensure interoperability in the Microsoft and Intel cases. The outcome was to deny
those actors the tools to exclude innovative competitors from the market. Hard-wired
interoperability is the most promising solution to achieve those ends, however tortuous
the task.

It has been suggested that open participatory standards are themselves better for
the development of fundamental rights in terms of participation and more equal access
to information (La Rue 2011). Support for an open environment to stimulate innova-
tion does suggest less corporate control of the value chain and possibilities for state cen-
sorship (Zittrain 2003) but does not in itself guarantee fundamental rights. The wider
the choice of code available to users, the higher their ability is to choose code that res-
pects their speech freedoms and personal data, but that is by no means a given. Creating
conditions for interoperability does not enable governments or corporations (or civil
society) to shirk the responsibility to ensure Internet architectures respect fundamental
rights. For example, communications equipment that can help repressive states monitor
users and ultimately punish dissidents creates an obligation on manufacturers and de-
mocratic governments to prevent export of such technology to such states (MacKinnon
2012). While that is not yet a regulatory aim that has been enforced, a fundamental
rights argument (Google’s mission statement, «Don't Be Evil») argues that such a regu-
lation would need to be placed on top of any innovation or competition arguments in
such a specialized sector (Brown and Korff 2012).
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The EC’s thinking on interoperability and code has developed through the course
of the Microsoft, Intel, and Rambus cases (Coates 2011). Neelie Kroes was competition
commissioner from 2005 to 2009 and signalled more intervention on interoperability:
«I will seriously explore all options to ensure that significant market players cannot just
choose to deny interoperability with their product (Kroes 2010). She argues that the
lengthy Microsoft case has lessons for action: «The Commission should not need to
run an epic antitrust case every time software lacks interoperability.» Eighteen years
of transatlantic competition proceedings against Microsoft resulted only in a choice of
browsers, a very large but proportional fine, and some old code being released. Micro-
soft and Intel’s settlements illustrate a general point about smart structural remedies un-
der competition policy: network effects demand very effective transatlantic cooperation
plus policy formed from research into global information technology. This applies the
Lessig «code is law» analysis but with Braithwaite and Drahos™ international coordina-
tion regulatory approach applied to the overall information environment (Braithwaite
and Drahos 2000; Drahos and Braithwaite 2002). Forerunners of the suggested policy
direction are 1980s data protection and 1990s cryptography cooperation.

Institutional examination needs to account for alternative histories, as previous
Internet policy studies have concluded following North (1990; Benkler 2006). Our
framework and conclusions can be applied to two recent developments, based on our
continued examination of the issues in 2012-13. These are the continued competition
investigations into Google’s dominance of search advertising, and the privacy law re-
forms specifically applied to social networks, notably Facebook. We note as background
that net neutrality, state censorship and copyright reform all remain mired in exactly the
public goods failures that we have extensively documented.

4. CASE STUDY I - SEARCH MARKETS

Google has faced competition investigations on both sides of the Atlantic since
2010. It settled with the US authorities on 3 January 2013 (FTC 2013), and sent a sett-
lement proposal to the European Commission on 1 February 2013 (Brunsden and Whi-
te 2013). Experts have severely criticized both the timing and content of the Obama
Administration’s settlement, which they portray as extremely favourable to Google due
to the composition of the outgoing Federal Trade Commission (FTC) board, and the
decision not to proceed against the company on the main issues raised. Grimmelman
(2013) argued: «If the final FTC statement had been any more favourable to Google, I'd
be checking the file metadata to see whether Google wrote it.» The European Commis-
sion investigation continues as we write, with the same four principal complaints raised

against Google as in the US:

1. Search bias — that Google favours its own products in search results over competi-
tors;
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2. Vertical Search Opt-Out — Google protocols don't let websites opt out of particular
uses that Google might make of the pages it indexes. A complete opt-out means
giving up all Google trafhic, a significant driver of traffic — especially in Europe
where Google has almost 90% of the search market in the UK, and over 90% in
Netherlands, France and Germany;

3. Restrictions on third party use of AdWords in one crucial respect: «The AdWords
APT Client may not offer a functionality that copies data between Google and
a Third Party.» Companies can advertise on Google and Bing, but cannot use a
program to copy Google AdWords campaigns over to Bing. This was dropped by
Google as their token interoperability sop to the FTC’s investigation;

4.  Injunctions against standards-essential patents, including those by Google-acqui-
red Motorola Mobility (and see the Posner (2012) now—famous judgment). The
FTC concluded (4-1) that the practice is unfair competition, and Google agreed
not to engage in it in the future. This fires a shot not just at Google, but also at all
its rivals —a clever concession by Google.

While it would be dangerous to speculate whether the European Commission can
wring any concessions on the first two points, it is worth noting that on points 3 and
4, it is Google that had claimed the right to regulate others” use of code, to use the Ad-
Words API or to use Motorola Mobility’s patents. Google and its competitors routinely
privately regulate each other’s code.

What we suggest is a «prosumer law» approach where interoperability and content
neutrality are taken more seriously by European regulators, as the former Commissioner
has continually threatened ever since the brutally extended Microsoft European com-
petition litigation ground to a conclusion. The first objection can be resolved through
forcing Google to reinforce its search neutrality rather than bias results using its search
algorithms (Bracha and Pasquale 2008), and the second by a relatively trivial (by Goo-
gle standards) amendment to its code to allow other websites more flexibility in future
listing, rather than the ‘nuclear option’ of a complete opt-out via the existing robots.txt
convention.

We do not adopt a strong normative claim that Google should adopt an entirely
neutral perspective (nor do we adopt such an approach to network neutrality), but we
do advocate enforcement of truth-in-advertising, that any search engine (or ISP using
search) claiming verifiably neutral results produce the same, or else be made to promi-
nently advertise its product as a commercially driven, affiliate-biased selective search
engine. Search neutrality would require that any Internet search engine provide search
results that correspond to its mission to search the Internet for relevant products, with
any ‘promoted’ products advertised as such and separated from the search results reques-
ted by the user. Note that this is exactly the solution that leading search engines claim to
provide, with ‘sponsored links’ boxes separated from the overall results in either a side-
bar or more intrusive text box above the main results. That would not prevent linking
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to an affiliated maps provider, or shopping engine, as long as these links are not in the
main results. Such a requirement does not impose a significant regulatory burden on a
search provider, rather it reinforces the brands of search providers of integrity. It would
not apply to selective search providers if labelled as such: ‘a search engine which selec-
tively provides you with search results according in part to its commercial afhiliations’
(or equivalent wording) would need to be prominently displayed above search results if
that were the case. In the book, we suggest a similar approach to network neutrality vio-
lators, who could not advertise their services as allowing end-users’ choice in accessing
the ‘Internet’ when in fact it is a commercial Intranet to which full access is provided

(Marsden 2010).

These code-based solutions are lighter touch than multi-billion Euro fines or struc-
tural separation of businesses (Wu 2010). This is an illustration of what we mean by a
smarter ‘prosumer law’ approach. Prosumers enjoy using Google products, and would
like to trust Google more by seeing transparency rather than bias. Google is not evil,
but it is a stockholder company, and its directors’ duties since it was floated publicly in
2003 are to maximise returns. Regulated capitalism demands a response that works with
markets and prosumers.

5. CASE STUDY II: SOCIAL NETWORK REGULATION

We give an example of our proposed solution to the problems of dominant social
networking services. Descriptions of personal data as the metaphorical oil in the digital
economy are wide of the mark, even for data of the deceased (Edwards 2013), unless
they have seeped into the sediment. Personal data accumulate with the individual’s treks
into cyberspace, and therefore a better metaphor is silk, woven into the tapestry of the
user’s online personality. Moreover, user is a poor description of the potential creativity
of the individual user (Von Hippel 1976; Morrison, Roberts, and von Hippel 2000) in
cyberspace. The hideous ugliness of the term prosumer (the online creator, after Toffler
1980) should not hide the potential for the individual to move far beyond a caterpillar-
like role as a producer of raw silk and encompass their ability to regenerate into a but-
terfly or moth. The verb to surf indicates the user-generated agenda of the prosumer,
as does the weaving of a web by billions of prosumer-created sites. The silk has created
tapestries as rich as Wikipedia, as well as Facebook and MySpace (Benkler 2011). It is
arguably the loss of the sense of ownership of «your space» that led to the latter’s decline.
The silkworms that turned created a death spiral (Mehra 2011), even though it was at
first only a prosumer boycott (led by those who preferred to control their data cocoo-
ned in their own personal form: chrysalis or pupae). The problem is that such boycotts
rapidly create a landscape of zombie users: many readers will have a ncient Hotmail and
MySpace accounts that are undead, unchecked, unmourned, useless to advertisers, and
antithetical to positive network effects that alone can feed a successful business. We por-
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tray an information landscape with a billion captured moths creating silk for ever fewer
merchants, notably Google, Facebook, Amazon, and Apple. Allowing those moths to
evolve and choose whether to exit, control their own prosumption, or continue their
silken personal data capture is a key question for prosumer law. As with silk moths, so
for prosumers leaving the iron bonds of the dominant social network may only result in
vainglorious (social) suicide).

If Google’s flotation took some time to wipe away an idealistic founders’ myth of
anti-evil cartoon-book coding, Facebook’s 2012 flotation required no such adjustment.
Facebook’s buccaneering attitude to ‘monetizing’ your personal intimate data, and those
of your children and grandchildren, was recognised long ago as requiring greater regu-
latory action. The European home of half of its users has 27 state regulators of personal
data, and Facebook chose one that relocated in 2006 from Dublin to Portarlington,
Co. Laois (Department of Justice and Equality 20006), resulting in wholesale removal
or resignation of its expert staff. Google is also regulated from Portarlington. While
German state and federal regulators and others may rattle sabres at Facebook, it is the
Irish regulator that took action in auditing Facebook in spring 2012 and insisting on
remedial action on at least nine counts (Office of the Data Protection Regulator 2011).

5.1. Prosumer Solution to Social Networking

What should prosumer law consist of? It is not sufficient for it to permit data
deletion because that only covers users’ tracks; it does not entitle them to pursue new
adventures, particularly where all their friends (real and imagined) are cocooned insi-
de the Schumpeterian victor’s web. It requires some combination of interconnection
and interoperability more than transparency and the theoretical possibility to switch
(Werbach 2010; Weiser 2009). It needs the ability for exiting prosumers to spread their
wings, take their silk away from the former exploiter, cover their traces, and interoperate
their old chrysalis with their new moth life. That suggests interoperability to permit exit

(Burk 1999).

Consider the problem with two hard examples: network neutrality and social net-
working systems (SNS). In the former case, users can exit an ISP that is breaching net-
work neutrality, subject to two as-yet-unfulfilled conditions: that full, meaningful con-
sumer transparency is offered and that switching is trivial, in particular that consumers
can leave their minimum-term contract (typically two years) because the ISP has brea-
ched its side of the bargain by introducing non-neutral practices. Because consumers
keep control of their data (except for law enforcement data retention purposes) and can
delete cookies, extract files hosted, and so on, then absent behavioural advertising of the
deeply invasive Phorm type (using Deep Packet Inspection to track the prosumer’s Web
browsing, they are free to leave. Moreover, they can take their telephone number with
them to their new ISP. That does presuppose there remains a neutral ISP in the environ-
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ment, which is not by any means certain for the Skype-active mobile user (Sahel 2011).
Regulatory action in transparency, switching, and contract exit is needed.

In the case of SNS, such a relatively easy transition is not assured. First, there is the
extraction of the user’s proprietary data. While the Irish regulator decision ensures that
data can be returned, it does not cover all the data cocooned in one piece. First, Facebo-
ok removed data to the United States without valid consent, as, for instance, in the Like
button dispute in Schleswig-Holstein in 2011. Second, data were leaked promiscuously
to third-party application providers, as the Federal Trade Commission (FTC) discove-
red. Third, the formatting of the data and the need to access friends’ data (e.g., wedding
and baby photos), which are indiscoverable using a search engine, mean that the user is
in the position of: «You can leave Facebook, but Facebook never leaves you.»

Prosumer law suggests a more directed intervention to prevent Facebook or Go-
ogle+ or any other network from erecting a fence around its piece of the information
commons: to ensure interoperability with open standards (Lemley 1999). We argue that
it is untrue to state that there is so much convergence between platforms that there is
no clear distinction between open commons and closed proprietary environments (Bar-
nett 2011), though voluntary forfeiture of intellectual property rights to permit greater
innovation has always been commonplace (Bresnahan et al 2011; Barton 1997). It also
suggests that Google’s attempts to adjust search in favour of its products, if proven to
extend beyond preferential puffery for Google+, are inimical to prosumer law. Prosume-
rism should be a declared policy of the European Commission alongside the European
interoperability framework (EIF). European electronic commerce consumer law is a
marked departure from freedom of contract in European law. It is therefore not difficult
to extend the EIF and the legal protection for prosumers in this direction in law, though
implementation requires all member states to commit to such a step in practice as well
as theory.

One promising solution to the otherwise patchy nature of regulation is that of SNS
interoperability. In earlier work we have identified high sunk costs and network effects
as barriers to entry protecting dominant SNS: «The behemoth SNS can influence ne-
gotiation with ISPs absent net neutrality regulation, leading to a vertical value chain of
dominance» (Brown and Marsden 2008). We proposed that «competition authorities
should impose ex ante interoperability requirements upon dominant social utilities ...
to minimise network barriers» and identified three models of information regulation
from case law:

*  Must-carry obligations, which are imposed on broadcasters and electronic program
guides

e Application programming interfaces (API) disclosure requirements, which were
placed on Microsoft by the European Commission ruling upheld by the European
Court of Justice
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. Interconnection requirements on telecommunications providers, especially those
with dominance —already echoed in the AOL/Time Warner merger requirement
for instant messaging interoperability.

The success of both Facebook and the AppStore gives pause to those who champion
an entirely open model, as consumers appear to prefer low-walled gardens, a debate
endlessly reiterated since the AOL walled-garden service. Nevertheless, SNS are another
example of some user preference for a relatively closed-walled-garden model.

Facebook in January 2013 enforced its ban on exporting data for use in social
networks, by blocking Russian search engine Yandex’s new social search mobile app
APT calls within three hours of launch. It also cut off two apps from ‘Find Friends’
(Facebook’s API): Twitter’s photo app Vine and messaging app Voxer. This sounds re-
markably like many recent reports of blocking of APIs and content by telecoms compa-
nies in breach of net neutrality law. Facebook —like Microsoft, Apple and Intel before
it— may be under threat of being in abuse of a dominant position. It should be required
to remedy its failure to follow our prosumer law principles, to permit interoperability
rather than harming smaller competitors.

United States lobbyists constantly complain that the proposed new EU Data Pro-
tection Regulation will raise their costs of doing business. But US federal and state have
far more vigorously pursued Facebook, Google and others for their failures to guarantee
users’ privacy. In November 2012, Google settled for $22.5million in the case of Safari
browser tracking cookies (US v. Google Inc. 2012, Devine 2012), on top of a 2011
$8.5million settlement for privacy breaches involving Google Buzz. In January 2013,
Facebook settled a class action with a $20million payment into a compensation fund
(Fraley v. Facebook 2013, Marsden 2013). In 2012, both companies agreed to settle
privacy complaints by agreeing to FTC privacy audit of their products for a twenty-year
period (Brown and Marsden 2013: 188). Sector-specific regulation of social networking
already exists de facto in the United States, while proposed new European Regulation is
unlikely to be implemented before 2016-17.

The final outcome of such an approach continues to be uncertain even as Facebo-
ok announced its intention to become an «entertainment hub» with news, video, and
music embedded in the site from 2012. This is a similar approach to that adopted by
AOL, the mobile Vodafone 360, and MySpace and has previously failed. MySpace, for
instance, rewrote its code to prevent the embedding of YouTube videos in 2008, causing
significant user unrest. The experience of Facebook as a destination site will prove an
excellent case study as its strategy develops. The profound implications of extensions of
broadcast or other regulation onto SNS would create a very different regulatory space
within which SNS operate. If one views innovation as perpetual and endemic to such
networks, one may oppose such regulation on those grounds. If, however, the view is
that social networking growth has plateaued with the constrained environment of Fa-
cebook now dominating, then the use of competition law on the Microsoft precedent,
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and its extension in EIF 2.0, may suggest that interoperability is forced on that domi-
nant network. It is important to note that the drive by government, most pronounced
in the European Commission’s approach, toward more SNS regulation to conform to
European legal norms as well as concerns for child protection and privacy, is conducted
in an informal soft law manner (Senden 2005; Marsden 2011). Civic responsibility and
the Internet is the leitmotif, from the graduated-response legislation that places enforce-
ment in the hands of ISPs and co-regulation models for harmful but legal content that
affects search, e-commerce, SNS, cloud services (Cowen 2013) and other intermediary

providers.

6. CONCLUSION: TOWARDS PROSUMER LAW?

Governments, users, and better functioning markets need a smarter «prosumer
law» approach to Internet regulation. Prosumer law would be designed to enhance the
competitive production of public goods, including innovation, public safety, and fun-
damental democratic rights. Prosumer law suggests a more directed intervention to pre-
vent Facebook or Google or any other network from erecting a fence around its piece of
the information commons: to ensure interoperability with open standards.

The European prosumer has already dealt significant creative destruction to many
pre-Internet industries through such services as Linux, Skype, BitTorrent, and the VLC
Media Player. It would be fitting for Europe to lead the United States in adapting Von
Hippel’s ideas to the case studies that we have presented here. We do not have great
confidence that the United States will match rhetoric with reality in enforcing such
an agenda, preferring talk of «Internet freedoms» and «bills of privacy rights» without
actual regulations to achieve those outcomes.

We are convinced that fudging with nudges (Yeung 2012) needs to be reinforced
with the reality of regulation and co-regulation, in order to enable prosumers to maxi-
mize their potential on the broadband Internet. Prosumerism should be a declared po-
licy of the European Commission alongside the European interoperability framework
(EIF). In fact, the Commission on 17 December 2012 launched its Code of European
Union Online Rights for European citizens using the Internet (EC 2012). European
electronic commerce consumer law is a marked departure from consumer protection
in European contract law. It would therefore not be difficult to extend the European
interoperability framework and legal protection for prosumers in this direction in law,
though implementation requires all member states to commit to such a step in practice
as well as theory.

Strengthened data protection rules are an important step towards prosumer law.
But interoperability is needed as well as data portability, to permit exit to more prosu-
mer-friendly products than Google and Facebook, should prosumers wish to switch. It
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requires a combination of interconnection and interoperability more than transparency
and the theoretical possibility to move data. Only then will information markets be-
come more competitive, and prosumers have the luxury of real choice between very
different standards offered by their hosts.
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RESUMEN: El uso avanzado de la informacién administrativa constituye un relevante desafio para el
Derecho por cuanto conlleva una tension latente para las bases conceptuales y las garantias juridicas
en las que se basa la regulacién vigente. En el caso del big data las posibilidades de tratamiento de
informacién de los ciudadanos plantean un escenario ciertamente apetecible —incluso podriamos decir
que tentador— desde la perspectiva de la eficiencia y eficacia de la actividad de las Administraciones
Publicas, en particular por lo que respecta a las que suponen una restriccién o limitacién en la posicién
juridica de los particulares. En la presente comunicacién se analizan algunas de las principales implica-
ciones juridico-administrativas que conlleva dicha modalidad de uso de la informacién, ofreciéndose
elementos de juicio que faciliten el debate dogmdtico imprescindible para lograr un equilibrio adec-
uado entre las posibilidades de innovacién tecnoldgica y las garantias que ha de asegurar el Derecho.

PALABRAS CLAVE: big data, derechos del ciudadano, proteccién de datos personales, Adminis-
traciéon Puablica.

1. INTRODUCCION

El proceso de modernizacién tecnolédgica que se ha vivido en los tltimos afios con
la implantacién de la Administracién electrénica se ha basado en un modelo de gestién
y regulacién que, en gran medida, no tiene en cuenta el potencial innovador de la tec-
nologfa como instrumento para incrementar sustancialmente la eficacia y la eficiencia’.
A este respecto, las tendencias mds recientes (BATINI, 21) nos sittian ante un modelo de
gestién de la informacién basado en el aprovechamiento de la utilidad de los datos a la
hora de ofrecer servicios de valor anadido. Desde este planteamiento, tanto el big data

1 Este trabajo se ha realizado en el marco del proyecto «Los desafios juridicos de Internet para la
proteccién de los datos personales: hacia un marco normativo de tercera generacién (DER2009-
09157)», financiado por el Ministerio de Economia y Competitividad.

2 Con cardcter general, en relacién con este planteamiento, cfr. Valero, capitulos 1y 4.
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como el open data se han presentado como alternativas dotadas un destacado potencial’,
si bien su virtualidad en el 4mbito de las Administraciones Ptblicas se enfrenta a una
serie de problemas y dificultades que, desde el punto de vista juridico, pasan necesaria-
mente por la adaptacién de las garantias formales en que tradicionalmente se ha basado
el marco normativo regulador de la actividad administrativa.

Dos notas distintivas especialmente destacadas pueden apuntarse inicialmente en
relacion con el big data: de una parte, la mayor exigencia de transparencia que requiere
y/o supone a pesar de las limitaciones del marco normativo vigente y las reticencias que
inspiran la prictica administrativa; y, de otra, la necesidad de proceder a una redefini-
cién de las relaciones con los ciudadanos, las empresas y otros prestadores de servicios.
Mis alld de esta premisa, resulta imprescindible analizar las singularidades que concu-
rren en esta peculiar modalidad de procesamiento de la informacién para determinar
hasta qué punto resulta necesario proceder a la reformulacién de las garantias juridicas
a partir de las cuales se ha ordenado tradicionalmente la actividad de inspeccién de las
Administraciones Pablicas.

2. CARACTERIZACION GENERAL DEL BIG DATAY DE SUS
FUNCIONALIDADES EN EL CONTEXTO DE LA ACTIVIDAD DE LAS
ADMINISTRACIONES PUBLICAS

Se ha mantenido en relacién con el big data que es la préxima frontera para la inno-
vacién, la competitividad y la productividad. Esta afirmacién se basa en la evidencia de
que los medios tecnoldgicos actualmente disponibles permiten llevar a cabo tratamien-
tos de la informacién que exceden la capacidad de procesamiento de las herramientas de

3 Por lo que respecta al big data, se ha estimado que la transparencia y el uso avanzado de la

informacién puede suponer incrementar la productividad y conseguir mayores niveles de
eficacia y eficiencia, hasta el punto de que el sector publico europeo podria reducir el coste
de las actividades administrativas entre el 15 y el 20 % (Manvika, 54). En relacién con el
open data, el potencial econémico de la actividad vinculada se estima en 32 billones de euros
anuales en el dmbito europeo, cantidad que se eleva hasta los 140 si se tiene también en cuenta
el impacto econémico indirecto (VICKERY, 3 y 4). La relevancia de la actividad econdémica
asociada a la informacién del sector publico en el mercado espafiol también es muy relevante,
habiéndose estimado en torno a los 330 y 550 millones de euros el volumen de negocio del
sector infomediario (AGE, 10).
Ahora bien, el gran problema radica en que, si bien casi el 90 % de la informacién adminis-
trativa se genera en soporte electrénico gracias al proceso de modernizacién tecnolégica que se
ha emprendido en las Administraciones Publicas europeas durante los tltimos quince afos, sin
embargo al mismo tiempo son frecuentes las inconsistencias en los formatos y los protocolos de
entrada de la informacién (MaNyIKa, 56); dificultad que supone un importante obstéculo para
la utilizacién avanzada de los datos conforme a las mds elementales exigencias juridicas.
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software de bases de datos convencionales en relacién con la captura, almacenamiento,
gestion y andlisis (MANYIKA y otros, 1), de manera que la obtencién de un valor afiadido
de los datos requiere la utilizacién de formas alternativas para su tratamiento (DUMBILL,
3). Esta exigencia se basa en el incremento sustancial tanto del volumen de informacién
que se maneja, la velocidad con que se hace y, asimismo, la variedad de los datos y la
fuentes de informacién (DumBILL, 4 a 8). No se trata simplemente de una simple agre-
gacién cuantitativa de tales variables sino, sobre todo, cualitativa, ya que el incremento
en el nimero de datos que se procesan conlleva igualmente una mayor exactitud en
el tratamiento de la informacién; y, del mismo modo, el aumento exponencial de las
fuentes de donde se obtienen los datos permite identificar las que ofrecen informacién
de interés, descartando los datos irrelevantes. Y todo ello de manera pricticamente ins-
tantdnea en muchos casos, lo que facilita la adopcién automatizada de decisiones.

Quizés el aspecto més destacado de la revolucién que supone el big data consiste
en la unificacién de grandes conjuntos de datos con un andlisis avanzado que permite
resolver problemas y buscar alternativas basindose en el uso de potentes algoritmos y
aprovechando las posibilidades de aprendizaje de las mdquinas. Asi, facilita llevar a cabo
predicciones en las que basar posteriores decisiones, realizar andlisis a partir de los cuales
implementar nuevos servicios o prestarlos de manera distinta a como se han venido ofre-
ciendo a partir de las conclusiones obtenidas, incrementar la eficacia y la eficiencia sin
tener que reducir los niveles de servicio, realizar comprobaciones de fraudes o incum-
plimientos de manera automatizada o, entre otras posibilidades, reducir drdsticamente
los tiempos empleados en la busqueda de informacién y segmentar los destinatarios de
servicios a los efectos de incrementar su personalizacién; todo ello a partir de modelos
avanzados de gestién de la informacion basados en la anterior caracterizacién (Yiu, 16
a 21, DumsiLL, 3). En el caso de las Administraciones Publicas son numerosos los pro-
yectos que ya se han puesto en marcha y que, por ejemplo, han permitido incrementar
notablemente la eficacia y eficiencia de sistemas de gestién de recursos naturales y bienes
de dominio publico, plantear politicas publicas mejor enfocadas en ciertos sectores clave
como la sanidad o, més recientemente, dar soporte avanzado a las denominadas ciudades
inteligentes’.

Por lo que respecta especificamente al objeto de esta comunicacién, los tratamien-
tos de informacién propios del big data ofrecen posibilidades innovadoras, hasta ahora
desconocidas, en relacién con las actuaciones de comprobacién propias de la actividad

4 http://www.smartcities.es/ ((ltimo acceso: 17/01/2013). En concreto, a modo de ejemplo, el
big dara puede aplicarse a actividades de gran relevancia préctica en grandes ciudades como la
gestién del trdfico, la gestidon de aparcamientos publicos o la ordenacién del transporte colectivo
a partir de multiples sensores ubicados estratégicamente y de los dispositivos méviles de los
ciudadanos.



130  Big Data: Retos y Oportunidades

inspectora’ que realizan las Administraciones Publicas en diversos sectores, en parti-
cular aquellas que se basan en el procesamiento de informacién®. En concreto, la nota
distintiva de esta modalidad es que permite realizar comprobaciones masivas de forma
automatizada no sélo con las propias bases de datos o, en su caso, de otras Administra-
ciones Publicas o entidades privadas a través de los cauces y protocolos formales que se
establezcan sino, incluso, con la informacién desestructurada a la que pueda accederse
libremente en Internet, esto es, que no se encuentre protegida con medidas de seguridad
adecuadas. Se trata, por tanto, de una herramienta de un relevante potencial en la rea-
lizacién de actividades de inspeccién en sectores como la recaudacién de impuestos, el
control de las bajas médicas y su incidencia sobre el sistema de prestaciones, la gestién de
subsidios por desempleo o, en general y sin pretensiones de exhaustividad, la supervisién
sobre la realizacién de actividades vinculadas al otorgamiento de subvenciones.

Mis alld de la funcionalidad general de esta modalidad de procesamiento informa-
tivo, el big data puede convertirse en una herramienta de gran ayuda para la realizacién
de actividades inspectoras dada su capacidad para vincular los datos a un sujeto concre-
to (Y1u, 15), de manera que a partir del resultado de ese tratamiento pudiera incluso
iniciarse un procedimiento formalizado e, incluso, imponerse una sancién, revocarse
una autorizacién previa o requerir la devolucién de una ayuda. Asi pues, aun cuando
inicialmente los datos recogidos pudieran encontrarse desvinculados de la persona o
entidad a que se refieran, lo cierto es que los actuales medios tecnoldgicos permiten con
cierta facilidad deshacer el anonimato (CAvOUKIAN y JoNas, 3), en particular si tenemos
en cuenta la existencia de nimeros tnicos de identificacién y si no se han adoptado las
mds elementales medidas de disociacién. Incluso, las posibilidades de identificacién se
incrementan notablemente en un entorno como el propio de la web 2.0, donde diversas
herramientas —en particular las redes sociales, pero también blogs, foros...— se nutren de
la informacién proporcionada por los propios usuarios o, en su caso, por terceros; con la
peculiaridad de que la identificacidn es directa o, al menos, relativamente sencilla si los
datos de que se disponen se pueden combinar con informacién adicional en poder de la
propia Administracién o de otras entidades, tales como los prestadores de servicios de
la sociedad de la informacién que, incluso, pueden encontrarse en diversos lugares del
mundo (TENE y POLONETSKY, 13).

5  En todo caso, se ha destacado (R1vero, 67) que «no toda actividad publica de acopio de datos
se incluye dentro de la actividad inspectora, sino tnicamente aquella dirigida a velar por el
ordenamiento juridico mediante la colaboracién de los sujetos privados en determinadas condi-
ciones». A este respecto, el big data supone ir més all4, en la medida que ni siquiera es necesaria
la colaboracién en sentido estricto por cuanto la informacidn se obtendrd en muchas ocasiones
sin el conocimiento ni la colaboracién del afectado o de terceros.

6 hetp://www.tbi.gov/news/pressrel/press-releases/health-care-fraud-prevention-and-enforcement-
efforts-result-in-record-breaking-recoveries-totaling-nearly-4.1-billion (tltimo acceso: 17/01/2013).
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3. IMPLICACIONES JURIDICAS DEL BIG DATA EN RELACION CON LAS
ACTUACIONES ADMINISTRATIVAS RESTRICTIVAS O LIMITADORAS
DE LA POSICION JURIDICA DE LOS CIUDADANOS. ESPECIAL
REFERENCIA A LA ACTIVIDAD INSPECTORA

Asi, pues, a la vista de la caracterizacién realizada en el apartado anterior, ;qué
garantias juridicas deben aplicarse a este tipo de tratamientos en relacién con su utiliza-
cién en el marco de actuaciones de la Administracién Publica que limiten o restrinjan la
posicién juridica de los ciudadanos?

Se trata de una cuestién de gran trascendencia ya que es precisamente el uso de la
informacién asi obtenida la que permitird adoptar decisiones formalizadas, en particular
por lo que respecta a la funcién inspectora que, en algunos casos, podria determinar el
ejercicio de la potestad sancionadora’ o, con cardcter general, la iniciacién de un proce-
dimiento en sentido estricto®.

En el supuesto de que la informacién se refiera a personas fisicas identificadas o iden-
tificables’, el procesamiento de la informacién conforme a este modelo puede facilitar, por
ejemplo, la deteccién de una baja médica fraudulenta o actividades indiciarias de un cierto
nivel de vida superior a las posibilidades que en principio correspondan a unos determi-
nados ingresos. En consecuencia, deberian tenerse en cuenta las garantias que ofrece la
normativa sobre proteccién de datos personales, si bien algunos de los principios en que
se basa resultan ciertamente de dificil aplicacion en estos casos tal y como se analizard en
el siguiente epigrafe. Asi, por lo que respecta a las cesiones de datos se exige el consenti-
miento del afectado' en ausencia de habilitacidon legal —en particular si el uso pretendido
resulta incompatible con el previsto inicialmente al proporcionarse los datos—, premisa que

7 En todo caso, como se ha enfatizado (GUILLEN, 33 y 34), la potestad inspectora ha de ser des-
lindada de la sancionadora, ya que cumple otras finalidades distintas de la punitiva relacionadas
con la deteccién del incumplimiento de las normas.

8 A este respecto se ha considerado que, salvo que asi se conciba en la regulacién aplicable —tal
y como sucede en el dmbito tributario—, las actuaciones inspectoras suelen constituir la fase
preliminar de un procedimiento (FERNANDEZ, 108 y 109); si bien hay quien, por el contrario,
parte de la exigencia general de que la actividad inspectora ha de realizarse en el seno de un
procedimiento administrativo (RIvEro, 163 y 164). Sin duda, esta doble concepcidn plantea
consecuencias juridicas muy relevantes por lo que se refiere a la configuracién juridica de las
garantias del ciudadano frente al big daa.

9  En relacién con el alcance de este concepto juridico indeterminado, aun cuando el big data
incrementa notablemente las posibilidades de identificar al usuario a pesar de haber utilizados
técnicas de disociacidn, no por ello hay que menospreciar su trascendencia en tanto que instru-
mento de proteccién del titular de la informacién (Cavoukian, 4).

10 Cfr. Tene y PoLONETSKY (2012, 5), en cuya opinidn deberia prescindirse de la exigencia del con-
sentimiento cuando los beneficios del uso prospectivo de los datos sean mayores que los riesgos
para la privacidad. En todo caso no deja de ser una valoracién de lege ferenda que, por tanto, no
puede admitirse si tenemos en cuenta el marco normativo vigente.
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resulta razonable en el caso de las comunicaciones formalizadas. Pero ;qué sucede cuando
la informacién en que se base la actuacién inspectora se encuentre accesible en una red
social, a través de un blog o de la participacién en un foro? En estos casos nada parece
obstar a que se utilice licitamente (TENE y POLONETSKY, 14), al menos en los supuestos
en que la politica de privacidad del instrumento utilizado no prevea restricciones en el
acceso a la informacién o, de contemplarlas, el usuario no haya utilizado las herramientas
que le proporcione el proveedor de servicios y, en consecuencia, no hubiese impedido su
conocimiento por quien no estuviese autorizado. Ahora bien, podria darse el caso de que la
informacidn se hiciese accesible por un tercero sin consentimiento del afectado, supuesto
en el que la difusién seria ilicita y, por tanto, determinaria la invalidez de la actuacién ad-
ministrativa que se basase en ella. Ni siquiera en estos casos cabria argumentar la existencia
de una habilitacién legal —bastante frecuente por lo que se refiere a la actividad inspectora—
ya que la eventual actividad probatoria se encontraria viciada de nulidad al tratarse de una
difusién ilicita de la informacién que vulnera un derecho fundamental.

Por el contrario, cuando la informacidn se refiera a personas juridicas no resultarian
de aplicacidn las garantias reconocidas legalmente a las personas fisicas por la normativa
sobre proteccion de datos personales, ya que aquellas carecen del referido derecho. No
obstante, con independencia de la naturaleza juridica del titular de los datos, la singu-
laridad e intensidad del tratamiento informativo exigen un reforzamiento de la transpa-
rencia por lo que se refiere con cardcter general a la actividad administrativa restrictiva o
limitadora de derechos y, en especial dada la especial ausencia de garantias formales re-
conocidas legalmente, a la de naturaleza inspectora'!, de manera que el sujeto pasivo de
la misma pueda conocer el origen de los datos, los criterios utilizados en su tratamiento
y el resultado obtenido con su procesamiento'. Todo ello sin perjuicio de que se hubie-
se iniciado formalmente un procedimiento administrativo y, en consecuencia, fuesen
aplicables los derechos reconocidos al afectado como interesado'®, de manera que la atri-
bucién de cardcter reservado a dichas actuaciones s6lo estarfa justificada en los casos en
que sea necesario para las finalidades de la investigacion preliminar (FERNANDEZ, 357).

11 En consecuencia, pensamos que la posibilidad de limitar el derecho de acceso a que se ha aludido
doctrinalmente (Rivero, 188 y 189) ha de ser interpretada restrictivamente en estos casos.

12 Exigencia inexcusable cuando se refieran a personas fisicas, ya que en este caso concurrirfa el
derecho de acceso especifico en materia de proteccién de datos personales por lo que, a pesar de
las dificultades inherentes a su infrecuente ejercicio, se han planteado soluciones para incentivar
su ejercicio dada la relevancia de la transparencia a este respecto (TENE y POLONETSKY, 26, 31 y

34).

13 No es admisible, por tanto, que las actuaciones inspectoras queden relegadas a una fase de pe-
numbra donde no existan garantias para el afectado, ya que existe el riesgo de que se desvirtte
su naturaleza y el procedimiento que se tramite a continuacién quede convertido en un mero
tramite (FERNANDEZ, 110 a 113).
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Asi pues, més alld de la exigencia de una obligacién del ciudadano de soportar la
intervenciéon administrativa para que pueda hablarse de actividad de inspeccién (Rive-
RO, 75), los tratamientos informativos en que se basa el big data parten de una dindmica
distinta: normalmente la informacién no se proporciona ni por el afectado ni por un
tercero sino que, simplemente, se encuentra disponible en principio para otras finali-
dades diversas del ejercicio de una potestad administrativa. Sin embargo, a partir del
procesamiento de los datos pueden iniciarse actividades inspectoras y, asimismo, las
comprobaciones basadas en el big data pueden tener lugar en el seno de actuaciones de
esta naturaleza. En consecuencia, dado que no siempre existird un procedimiento en
sentido estricto, resulta imprescindible adecuar las garantias juridicas del afectado —que,
por tanto, no siempre gozard del estatuto juridico propio del interesado— frente a esta
actividad de limitacién dada la singularidad e intensidad caracteristicas del big dara. Asi
pues, resulta imprescindible que cualquier busqueda informativa basada en esta modali-
dad sea autorizada formalmente, quede registrada y, en caso de utilizarse efectivamente
los resultados obtenidos—ya de manera directa o, simplemente, para realizar ulteriores
comprobaciones mds precisas—, se incorporen formalmente al expediente relativo a la
actuacién administrativa principal en relacién con la cual hayan de surtir efectos la
referencia al origen de la informacién y la metodologia empleada, de manera que se
garantice al afectado el pleno ejercicio de sus derechos.

4. EL USO DEL BIG DATA EN LAS ADMINISTRACIONES PUBLICAS
DESDE LA PERSPECTIVA DE LA PROTECCION DE LOS DATOS DE
CARACTER PERSONAL

El uso de sistemas de big data por parte de las Administraciones Publicas para el
ejercicio de sus competencias y, en particular, para llevar a cabo actuaciones inspectoras
plantea como uno de los retos mds relevantes su conformidad con las garantias propias
del derecho fundamental a la proteccién de los datos de cardcter personal. Con cardcter
general se han destacado cuatro desafios principales a este respecto: el anonimato, la
especial proteccion de datos sensibles, la necesidad de garantizar la mayor capacidad de
eleccidn del titular de los datos a la hora de controlar el uso de los mismos y, finalmente,

la posibilidad de crear de perfiles de usuario que se utilicen para limitar beneficios o
derechos (BRriLL, 2 a 4).

Desde la perspectiva de la legislacién espafiola en la materia y teniendo en cuenta
las anteriores consideraciones, el principio general de consentimiento como garantia
principal del titular de los datos —articulo 6 LOPD—- queda ciertamente superado. En
efecto, en primer lugar, cabe suponer que en muchos casos la informacién se difunde
precisamente para que sea conocida por terceros, de manera que habitualmente el
usuario ni siquiera se plantea la posibilidad de restringir o limitar el uso de sus datos
por parte de los destinatarios, ya que si desea establecer este tipo de limitaciones nor-
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malmente procederd a activar las herramientas que suelen ofrecer los proveedores de
servicios'.

Mis adn, la exigencia general del consentimiento queda excepcionada con gran am-
plitud en el supuesto de que los datos se recojan por las Administraciones Publicas para el
ejercicio de sus competencias o, con cardcter general, para aquellos supuestos en que asi se
prevea a través de una norma con rango legal, supuesto ciertamente frecuente en el dmbito
de las potestades administrativas limitativas o restrictivas de derechos de los ciudadanos, en
particular por lo que respecta a la actividad inspectora. Incluso, la relativizacién jurispru-
dencial del concepto de interés legitimo' para proceder al tratamiento de los datos perso-
nales sin consentimiento del afectado constituye una amenaza evidente para la integridad
del consentimiento como herramienta principal de proteccién en esta materia.

La posicién juridica del titular de los datos ha recibido un nuevo y reciente varapalo
jurisprudencial que tiene una especial incidencia en relacién con el objeto de esta comu-
nicacién. En efecto, el Tribunal Constitucional'® ha venido a avalar la irrelevancia del
principio de calidad de los datos en su manifestacién del uso compatible que garantiza
el articulo 4 LOPD y que, en ultima instancia, ha de considerarse que forma parte del
contenido esencial del derecho constitucional garantizado en el articulo 18.4 del Texto
Constitucional. En consecuencia, y por lo que se refiere al émbito especifico del big data,
segiin dicha interpretacién habria que considerar que las Administraciones Pablicas po-
drian utilizar la informacién de los ciudadanos que se encuentre libremente accesible a
través de Internet o, incluso, en otras bases de datos de las Administraciones Puablicas
siempre que se trate del ejercicio de sus propias competencias.

Se trata de una consecuencia muy discutible por cuanto deja sin efecto el control
que podria llevarse a cabo desde la perspectiva del contenido esencial del derecho a la
proteccién de los datos personales, pero mds alld de esta consideracién no puede dejarse
de advertir que la plena vigencia de las garantias informativas inherentes al titular de este
derecho. En concreto, segin el articulo 5.4 LOPD, mds alld de que no fuere necesario el
consentimiento en base a la existencia de una habilitacién legal al efecto, la utilizacién
de sistemas de tratamiento de informacién basados en el big data determinan que el
titular de los datos haya de ser informado de forma precisa, expresa e inequivoca en el
plazo de tres meses siguiente al registro de sus datos. Sin embargo, existe una excepcién
a esta exigencia que se contiene en el articulo 5.5 LOPD, en virtud de la cual no serd
precisa la informacién «cuando la informacién al interesado resulte imposible o exija
esfuerzos desproporcionados, a criterio de la Agencia Espanola de Proteccién de Datos

14 Asi, por ejemplo, en el caso de twitter el usuario puede restringir el acceso a sus mensajes, de
manera que sélo quien decida podrd conocer el contenido de su perfil.

15 A este respecto, véase la STS de 8 de febrero de 2012, sala 32, recurso 25/08.
16 STC 17/2013, de 31 de enero, £,j. 9.
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o del organismo autonémico equivalente, en consideracién al niimero de interesados, a
la antigiiedad de los datos y a las posibles medidas compensatorias»'’. En consecuencia,
la Administracién Putblica habra de solicitar autorizacién expresa a la correspondiente
autoridad de control, de modo que si no lo hiciese podria entenderse que la actuacién
restrictiva o limitadora que se base en la informacién asi obtenida ha vulnerado el con-
tenido esencial del derecho fundamental consagrado en el articulo 18.4 del Texto Cons-
titucional asi como, en su caso, el derecho a la defensa consagrado en el articulo 24 de

la Norma Fundamental y, por consiguiente, seria nula de pleno derecho al amparo de lo
dispuesto en el articulo 62.1.a) LRJAP.

Sin embargo, al margen de esta obligacién informativa, el derecho de acceso si que
se encuentra legalmente limitado en algunas condiciones que podrian afectar a algunas
de las modalidades de actuacién administrativa en las que el big data ofrece un mayor
potencial. En concreto, por lo que respecta al dmbito policial y tributario, estaria justifi-
cado denegar el derecho de acceso cuando su ejercicio pudiera afectar en el primer caso
a las necesidades de la investigacién que se esté realizando y, en el segundo, cuando el
afectado esté siendo objeto de actuaciones inspectoras. Pero, ciertamente, la limitacién
s6lo podria aplicarse en los referidos dmbitos materiales, ya que en la medida que nos
encontramos ante un derecho fundamental cualquier limitacién ha de interpretarse de
manera restrictiva y, en tltima instancia, la mayor parte de las normas sectoriales que re-
gulan la actividad administrativa ni siquiera se preocupan de regular el estatuto juridico
del titular de los datos personales.

En consecuencia, a la vista de las restricciones sustantivas a las que la interpretacién
jurisprudencial parece abocar, resulta imprescindible reforzar las garantias informativas
del titular de los datos personales como principal medida de proteccién, ya que de lo
contrario existe un riesgo cierto de que su posicién juridica sea puramente testimonial
y; en consecuencia, la posibilidad de defensa de los derechos e intereses legitimos quede
seriamente dafada.

5. CONCLUSIONES

La innovacién basada en el uso de la tecnolégica actualmente disponible es uno de
los principales desafios para llevar a cabo una gestién avanzada de la informacién por
parte de las Administraciones Publicas. Sin embargo, ni el marco normativo vigente ni

17 Es importante recordar a estos efectos que la posibilidad de eximir a la Administracién Publica
de informar al titular de los datos cuando «impida o dificulte gravemente el cumplimiento de las
funciones de control y verificacién de las Administraciones publicas» a que se referfa la version
inicial del articulo 24.1 LOPD fue declarada inconstitucional por la STC 292/2000, de 30 de
noviembre, sin que hasta la fecha se haya procedido a darle una nueva redaccién.



136  Big Data: Retos y Oportunidades

los sistemas documentales se encuentran preparados para este desafio, salvo destacadas
excepciones. A través de las alternativas que ofrecen los modelos de gestién basados en el
big data la actividad administrativa —en general y, en particular, la de naturaleza restricti-
va o limitadora de los derechos de los ciudadanos— puede incrementar de forma notable
su eficacia y eficiencia. Sin embargo, resulta imprescindible llevar a cabo una inexcusa-
ble adaptacién de un régimen juridico que no puede ya sustentarse en las tradicionales
e insuficientes garantias formales que, en ocasiones y como ha tratado de justificarse
someramente en esta breve comunicacién, resultan claramente insuficientes e inadecua-
das. Existe, por tanto, un riesgo cierto de que se conviertan en una barrera que dificul-
te la innovacién tecnoldgica o, incluso, se perciban como meras previsiones formales
cuyo efectivo cumplimiento sea habitualmente ignorado. En consecuencia, la posicién
juridica del ciudadano no puede verse perjudicada por la singularidad del tratamiento
informativo en que consiste el big data y la falta de concrecién de las garantias de que
adolece el régimen juridico que, con cardcter general, regula la actividad administrativa
en esta materia, debiendo adoptarse las medidas normativas o, en su caso, interpretativas
que aseguren la efectividad del ejercicio de todos sus derechos sin perjudicar con ello la
adecuada defensa de los intereses generales.
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RESUMEN: La informatizacién de la Justicia se presenta como un proceso tardio pero insoslayable, que
no puede amparar practicas que vulneran los derechos fundamentales y las garantias procesales. En par-
ticular, el derecho a la proteccién de los datos personales incorporados a los ficheros dependientes de los
Srganos judiciales. Al efecto, el Consejo General del Poder Judicial, 6rgano competente para la creacién
y determinacién del régimen juridico de tales ficheros, ha adoptado medidas de seguridad de nivel alto,
acordes a las exigencias de la normativa sobre proteccién de datos. Asimismo, el acceso al expediente
judicial electrénico y el ejercicio de las comunicaciones judiciales se someten a cautelas especificas para
evitar divulgaciones indebidas. El sistema de proteccién culmina con las potestades de la autoridad de
control, cuya determinacién ha suscitado controversia, a partir de la reciente doctrina del Tribunal Su-
premo, que ha declarado la incompetencia de la Agencia Espafiola de Proteccién de Datos para ejercer
potestades de fiscalizacién y control sobre los érganos judiciales. Una materia cuya resolucion deviene
fundamental para garantizar el derecho a la proteccién de datos en la Administracién de Justicia.

PALABRAS CLAVE: proteccién de datos personales, E-Justicia, Autoridad de Control, Publicidad
procesal.

INTRODUCCION

Desde la segunda mitad del siglo XX, el desarrollo tecnolégico ha acompanado la
evolucién de las estructuras econémico-sociales y, por ende, del Estado. Este proceso, sin
embargo, ha desnudado las limitaciones del animal estatal, cuyo inmovilismo burocré-
tico constituye el germen de una ineficacia sentida como endémica. Una circunstancia
especialmente sangrante en la Administracién de Justicia, debido a la tradicional escasez
de medios que ha postergado el proceso. Por ello, la incorporacién de las Tecnologias de
la Informacién y Comunicacién (en adelante, TIC) a la Administracién de Justicia se
ha acometido a fines del siglo XX, sobre la base que proporciond la informatizacién de
la Administracién General del Estado. Este proceso, iniciado bajo el impulso europeo
con acciones puntuales, se ha afrontado globalmente por la Ley 18/2011, de 5 de julio,
reguladora del uso de las Tecnologias de la Informacién y la Comunicacién en la Admi-
nistracién de Justicia (en adelante, LUTICA]J).!

1 BOEG6 dejulio de 2011: http://www.boe.es/boe/dias/2011/07/06/pdfs/BOE-A-2011-11605.pdf
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La informatizacién de la Justicia plantea retos apasionantes al Estado de Derecho,
pues el objetivo de agilizacién de la Justicia no puede utilizarse como pretexto para
desmaterializar los derechos y garantias que reconoce la Constitucién espanola de 1978
(en adelante, CE). Especialmente, los derechos fundamentales del proceso que declara
el articulo 24 de la CE y el derecho fundamental a la proteccién de datos consagrado
en el articulo 18 de la CE. Este trabajo atiende a la proteccién de los datos personales
generados en el seno de los procesos judiciales. Derecho que se relaciona con dos usos
de las TIC en la Administracién de Justicia*:

a) la gestién y almacenamiento de la informacion en ficheros judiciales, aspectos que
entroncan con el fenémeno del big data, por la magnitud de datos incorporados.

b) la difusién de la informacién judicial. Ante la amplitud de este uso, el presente
estudio se limita a examinar la satisfaccién del principio de publicidad procesal
interna, como acto procesal mds estrictamente ligado a la proteccién de datos por
la Administracién de Justicia.

1. UNA APROXIMACION A LA PROTECCION DE DATOS COMO
DERECHO FUNDAMENTAL

En el proceso de informatizacién de la Justicia, uno de los derechos especialmen-
te vulnerable es el derecho a la proteccién de datos. Derecho fundamental de tercera
generacion® que concreta el derecho a la intimidad en el 4mbito de la informdtica’. En
Europa, sin perjuicio de la normativa internacional en la materia’, la proteccién de da-
tos presenta un triple dmbito de tutela, a partir de la accién normativa del Consejo de
Europa, la Unién Europea y los Derechos nacionales.

2 Cerrillo, Agusti. (2007). Las tecnologfas de la informacién y el conocimiento al servicio de la
justicia iberoamericana en el siglo XXI. En: «E-justicia» [monogrdfico en linea]. IDP Revista de
Internet, Derecho y Politica. N.© 4. UOC. (p. 5). Consulta 19 de abril de 2013 en: http://www.
uoc.edu/idp/4/dt/esp/monografico.pdf.

3 Frente al cardcter reaccional de la privacy anglosajona, el derecho a la proteccién de datos en
Europa presenta un contenido prestacional. Martinez, Ricard. (2004). Una aproximacion critica
a la autodeterminacion informativa». Madrid: Thomson-Civitas. (p. 258).

4 Ordénez, David. (2012). La protecciéon de datos personales en la jurisprudencia europea des-
pués del Tratado de Lisboa. En Javier Diez-Hochleitner; Carmen Martinez; Irene Bldzquez;
Javier Frutos. Ultimas tendencias en la jurisprudencia del Tribunal de Justicia de la Unién Europea.
(2008-2011). Las Rozas (Madrid): La Ley. (p. 141).

5  Entre otras, las directrices para la regulacién de los archivos de datos personales informatizados,
adoptadas mediante resolucién 45/95 de la Asamblea General de Naciones Unidas, de 14 de
diciembre de 1990 o las Directrices de la OCDE que rigen la proteccién de la intimidad y de la
circulacién transfronteriza de datos personales, efectivas desde el 23 de septiembre de 1980.
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La tutela del Consejo de Europa se articula a partir del Convenio 108 del Consejo
de Europa sobre proteccién de Datos Personales de 28 de enero de 1981¢, completado
con diversas recomendaciones sectoriales’” e interpretado por la Jurisprudencia del Tri-
bunal de Estrasburgo a partir de la sentencia Leander c. Suecia de 1987. El acervo juris-
prudencial de Estrasburgo cristalizé, en el seno de la Unién Europea, en el desarrollo
de una normativa especifica y la consagracion del derecho a la proteccién de datos en el
articulo 8 de la Carta de los Derechos Fundamentales de la Unién Europea ® (DOCE 18
de Diciembre de 2000). El texto de referencia es la Directiva 95/46/CE del Parlamento
Europeo y del Consejo de 24 de octubre de 1995 relativa a la proteccién de las personas
fisicas en lo que respecta al tratamiento de datos personales y a la libre circulacién de
estos datos (DOCE 23 de noviembre de 1995), modificada por el Reglamento (CE)
n° 1882/2003 del Parlamento Europeo y del Consejo de 29 de septiembre de 2003
(DOUE 21 octubre de 2003).

A partir del marco que proporciona la directiva, se dictaron diversos actos conexos
que completaron la normativa en la materia’. La regulacién que ofrece la directiva, sin
embargo, no resulta homogénea, pues exige su previa trasposicion por los Estados miem-
bros. Asimismo favorecia la fragmentacién, ya desde su origen, al excluir su aplicacién
en el ejercicio de actividades en ese momento comprendidas en el segundo y tercer pilar.

Este marco juridico fue modificado por el Tratado de Lisboa que, al suprimir la
tradicional divisién en tres pilares, permite homogeneizar la normativa sobre protec-
cién de datos. Asi, el articulo 16 del Tratado de Funcionamiento de la Unién Europea
(DOUE 30 de marzo de 2010) ha servido de base para la adopcién de nuevas normas
en la materia y, en particular, para la discusién de una Propuesta sobre Reglamento
General de Proteccién de Datos' (en adelante, PRGPD), que sustituiria a la Di-

6 Este convenio estd siendo objeto de un proceso revisién que culminard en una nueva redaccién,
ya muy avanzada. Cfr.: htp://www.coe.int/t/dghl/standardsetting/dataprotection/modernisa-
tion_en.asp

7 Cfr.: heep://www.coe.int/t/dghl/standardsetting/dataprotection/legal _instruments_en.asp

8  Sustituida por la Carta de Derechos Fundamentales de la Unién Europea de 12 de diciembre de
2007 (DOUE 14 diciembre) que ostenta el mismo cardcter vinculante que los Tratados.

9  Entre otros, la Directiva 2002/58/CE del Parlamento Europeo y del Consejo de 12 de julio
de 2002 relativa al tratamiento de los datos personales y a la proteccion de la intimidad en el
sector de las comunicaciones electrénicas, modificada en 2009. Cfr,: http://europa.cu/legisla-
tion_summaries/information_society/data_protection/114012_es.htm#amendingact (Consulta
22 de abril de 2013)

10 Propuesta COM (2012) 11 final de Reglamento del Parlamento Europeo y del Conscjo relativo
a la proteccién de las personas fisicas en lo que respecta al tratamiento de datos personales y a la
libre circulacién de estos datos, de 25 de enero de 2012. Disponible en: http://eur-lex.curopa.cu/
LexUriServ/LexUriServ.do?uri=COM:2012:0011:FIN:ES:PDF (Consulta 22 de abril de 2013).
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rectiva'' y que, al ser directamente aplicable en los Estados miembros, permitiria la
aplicacién homogénea y coherente del derecho de proteccién de datos (Considerando

8 de la PRGPD).

Respecto a los Derechos nacionales, es clésica la referencia al Derecho alemdn, en
cuyo seno se planteaba la existencia de un derecho de autodeterminacién informativa.
Esta reflexién doctrinal sirvié de base para su reconocimiento expreso por el Tribunal
Constitucional Alemdn en la Sentencia de la Ley del Censo de Poblacién de 15 de di-
ciembre 1983 (BVerfGE 65, 1 — Volkszihlung)'*. Y asimismo, sirvi6 de inspiracién para

su reconocimiento en Derecho espafiol.

En Espana, el derecho a la protecciéon de datos se ha configurado primero por la
doctrina® y posteriormente por la jurisprudencia, a partir del articulo 18.4 de la CE,
a cuyo tenor: «la Ley limitard el uso de la informdtica para garantizar el honor y la in-
timidad personal y familiar de los ciudadanos y el pleno ejercicio de sus derechos». La
CE consagra asf la libertad informdtica' como derecho fundamental especifico®, cuyo
desarrollo se regula por la vigente Ley Orgdnica 15/1999, de 13 de diciembre, de Pro-
tecciéon de Datos de Cardcter personal (en adelante, LOPD) y su reglamento aprobado
por Real Decreto 1720/2007, de 21 de diciembre (en adelante, RLDPD). Tales normas
se revisten de una garantia adicional: la tutela de la Agencia Espanola de Proteccién de
Datos (en adelante, AEP), como autoridad de control.

La definicién del derecho a la proteccién de datos se ha perfilado por el Tribunal
Constitucional, especialmente en sentencias 290/2000 y 292/2000, ambas de 30 de
noviembre'®, reconociendo su naturaleza de derecho fundamental auténomo respecto
a los demds derechos del articulo 18 de la CE. Su especialidad respecto al derecho a
la intimidad radica en la atribucién a su titular de diversas facultades de control sobre

11 Cfr. Troncoso, Antonio (2012). «Hacia un nuevo marco juridico europeo de la proteccién de
datos personales». Civitas. Revista espariola de derecho europeo. N°© 43, p. 25-184.

12 Traduccién por: Daranas, Manuel. (1984). Sentencia de 15 de diciembre de 1983: Ley del Cen-
so. Derecho de la Personalidad y Dignidad Humana. Boletin de Jurisprudencia Constitucional,
Madrid, Direccién de Estudios y Documentacién del Congteso de los Diputados. Vol. IV, nim.
3, p. 126-170.

13 Es obligada la referencia a la obra: Lucas Murillo de la Cueva, Pablo (1990). El derecho a la
autodeterminacion informativa. Madrid: Tecnos.

14 Pérez, Antonio Enrique, (1990). Los derechos humanos en la sociedad tecnoldgica. Libertad
informdtica y leyes de proteccion de datos personales. Madrid: CEC, p. 133 -213. Asimismo, STC
25411993, de 20 de julio.

15 Cuestién controvertida, expuesta brillantemente en: Martinez, Ricard (2004). Op. cit. Capitulos
VyV.

16 Con el precedente de las SSTC 134/1999, de 25 de julio y 144/1999, de 22 de julio.
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sus datos personales'”, conocidas como derechos A.R.C.O." y un cauce procedimental
para obtener prestaciones positivas del Estado en su ejercicio. Dichas facultades vienen
a concretar el contenido general del derecho, que incluye: i) Habeas data o control del
uso de los datos y ii) el derecho de oposicién al uso de datos con fines distintos al que
justificé su obtencién®.

La jurisprudencia espanola define el objeto del derecho a la proteccién de datos en
términos amplios, como cualquier tipo de dato personal, cuyo conocimiento o empleo
por terceros pueda afectar los derechos de su titular®. Sin embargo, su ejercicio no es
absoluto, pues puede someterse a restricciones, necesarias y proporcionadas, que respe-
ten su contenido esencial (articulo 53 de la CE). Al respecto, la jurisprudencia espafola,
enriquecida por las aportaciones del Tribunal de Estrasburgo, reconoce diversos limites
a este derecho, entre otros, la seguridad del Estado, la persecucién y castigo de delitos
o el control en materia tributaria?'. En todo caso, un adecuado examen del derecho a la
proteccién de datos requiere la remisién a la amplia doctrina en la materia, limitdndose
el presente estudio a examinar las especialidades propias de los datos judiciales.

2. REGIMEN JURIDICO DE LOS DATOS INCORPORADOS EN FICHEROS
Y ARCHIVOS JUDICIALES

2.1. La creacién de ficheros de datos judiciales y su régimen juridico

La LOPD se aprobé con vocacién de universalidad, por ello, los ficheros de datos
de la Administracién de Justicia se someten a la LOPD y su normativa de desarrollo.
Asi se deduce del articulo 230.5 de la Ley Orgdnica 6/1985, de 1 de julio, del Poder
Judicial (en adelante, LOP]), que consagra la competencia del Consejo General de Poder
Judicial (en adelante, CGPJ) para determinar reglamentariamente los requisitos y con-
diciones que afecten al establecimiento y gestién de los ficheros automatizados bajo la

17 Martinez, Ricard, (2004). Op. ciz., p. 254-255.

18  Martinez, Ricard, (2007). El derecho fundamental a la proteccién de datos: perspectivas. 111
Congreso Internet, Derecho y Politica (IDP). Nuevas perspectivas [monogréifico en linea]. /DP
Revista de Internet, Derecho y Politica. UOC. N.o 5. (p. 50). Consulta 19 de abril de 2013 en:
http://www.uoc.edu/idp/5/dt/esp/martinez.pdf.

19 Reconocido, entre otras, en SSTC 254/1993, de 20 de julio (fundamento juridico 7°); 11/1998,
de 13 de enero (fundamento juridico 4°) 0 202/1999, de 8 de noviembre (fundamento juridico
20).

20 STC 292/2000, de 30 de noviembre (fundamento juridico 6°).

21 Sentencia de 26 de marzo de 1987 (caso Leander) y sentencia de 25 de febrero de 1993 (caso
Funke).
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responsabilidad de los 6rganos judiciales, asegurando el cumplimiento de las garantias y
derechos establecidos en la LOPD.

En el ¢jercicio de dicha competencia, el CGP]J aprobé una normativa especifica
en la materia, encabezada por el Reglamento 1/2005, de los aspectos accesorios de las
actuaciones judiciales (en adelante, RAE), aprobado por Acuerdo del Pleno del CGPJ
de 15 de septiembre de 2005 (BOE 27 de septiembre de 2005). El RAE dedica su titulo
V (articulos 86 a 97) a regular el establecimiento y la gestién de ficheros automatizados
bajo la responsabilidad de los érganos judiciales. Y conforme a sus criterios, el Pleno del
CGP]J aprobé el Acuerdo de creacién de ficheros de cardcter personal dependientes de
los 6rganos judiciales de 30 de septiembre de 2006 (en adelante, ACF), publicado en el
BOE de 12 de octubre de 2006.

Asimismo, la Comisién de Informdtica Judicial de 29 de marzo de 2007 aprobé
el protocolo para la gestién del acceso a los usuarios a los servicios del Punto Neutro
Judicial®* que trae causa de la Instruccién 2/2003, de 26 de febrero, sobre el «Cédigo de
conducta para usuarios de equipos y sistemas informdticos al servicio de la Administra-
cién de Justicia»® y se complementa con el Protocolo a seguir ante el uso indebido de
las consultas accesibles, adoptado por Acuerdo del Pleno del CGPJ de 26 de febrero de
2009%. La referencia al Punto Neutro Judicial no es baladi pues constituye una red de
servicios que permite a los rganos judiciales el acceso directo a las bases de datos del
CGP], organismos de la Administracién General del Estado y otras instituciones. Se
trata, por tanto, de la mayor base de datos personales de los ciudadanos.

Finalmente, el 13 de septiembre de 2007 el Pleno del CGPJ aprobé los «Criterios
Generales de Seguridad en los sistemas de informacién al servicio de la Administracién
de Justicia»®. Criterios que se incorporaron al test de compatibilidad de los Sistemas
Informdticos de Gestién Procesal para garantizar la homogeneidad de las medidas de
seguridad. Una competencia modulada en los articulos 44 y 45 de la LUTICAJ que
atribuyen al Comité Técnico estatal de la Administracién judicial electrénica la com-
petencia de definir las bases del Esquema Judicial de Interoperabilidad y Seguridad, sin
perjuicio de las competencias del CGP] como garante de la compatibilidad. Se atiende
asi al cardcter poliédrico de la interoperabilidad® que exige la coordinacién y coope-

22 Disponible en: www.poderjudicial.es (Consulta 18 de abril de 2013).
23 BOE 10 de marzo de 2003.
24 Disponible en: www.poderjudicial.es (Consulta 18 de abril de 2013).

25 Disponible en: http://www.poderjudicial.es/cgpj/es/Temas/e_Justicia/Documentacion_y_pu-
blicaciones (Consulta 24 de abril de 2013).

26 Cerrillo, Agusti. (2009). La interoperabilidad y la proteccién de datos. La interconexién de los
registros y la proteccién de datos. En Pablo Lucas Murillo. La Proteccidn de datos en la adminis-
tracién electrénica. Cizur Menor (Navarra): Aranzadi Thomson Reuters, p. 30.
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racién de los diversos actores. Exigencia que se atiende con la estructura del Comité,
integrado por representantes del Ministerio de Justicia, Comunidades Auténomas con
competencias en la materia, CGP] y Fiscalia General del Estado.

2.2. Los ficheros dependientes de los érganos judiciales y la proteccién de los
datos que contienen

El articulo 87.1 del RAE distingue dos tipos de ficheros de datos personales de-
pendientes de los 6rganos judiciales: jurisdiccionales y gubernativos. Una cuestién fun-
damental al respecto es la determinacion de la responsabilidad, que se bifurca entre el
responsable y encargado del tratamiento”.

Los ficheros jurisdiccionales contienen los datos personales derivados de actuacio-
nes jurisdiccionales. Son de dos tipos: de asuntos jurisdiccionales y de registro de asuntos.

a) En los ficheros de asuntos jurisdiccionales, el responsable del tratamiento es el
érgano judicial que conoce del procedimiento si bien, precisa el ACEF, su funcio-
namiento queda «bajo la dependencia directa del Secretario Judicial». Entendido
el funcionamiento como la llevanza prictica del fichero, la doctrina considera que
esta referencia carece de virtualidad, pues el funcionamiento del fichero opera au-
tomdticamente acorde a las directrices técnicas del responsable de su disefio. Asf, el
Secretario se limita a utilizarlo conforme a sus facultades®, sin ostentar ninguna
competencia decisoria al respecto.

b)  Enlos ficheros de registro de asuntos, el responsable del tratamiento es el Secretario
Judicial encargado del registro.

Los ficheros gubernativos contienen los datos personales derivados de procedimien-
tos gubernativos y los definitorios de la relacién funcionarial o laboral de las personas
destinadas en tales 6rganos y de las situaciones e incidencias que en ella acontezcan. Son
de dos tipos: ficheros propiamente gubernativos y ficheros de usuarios. Su responsable es
el érgano gubernativo con competencia conforme a lo dispuesto en la LOPJ.

En todos los ficheros, el encargado del tratamiento serd el Ministerio de Justicia en
coordinacién con el Gabinete Técnico de Informacién y Documentacién del Tribunal

27  LaAEP en R/02325/2009 (fundamento juridico 9°) no sanciona al CGPJ como responsable del
fichero por su creacién, al entender que la normativa que ha aprobado en la materia demuestra
su diligencia en orden a «concienciar e instruir a los usuarios de los sistemas informdticos de
gestién judicial sobre como cumplir con la LOPD».

28  Rodriguez, Marfa Teresa. (2011). «Proteccién de datos, ficheros judiciales y el secretario judi-
cialv. Articulos doctrinales. llustre Colegio Nacional de Secretarios Judiciales. Disponible en: htep://
coseju.com/articulos-doctrinales/item/599-proteccion-datos-ficheros-judiciales (consulta 12 de

abril de 2013).



148  Big Data: Retos y Oportunidades

Supremo o la Administracién competente en la dotacién de medios, en su respectivo
dmbito territorial.

La doble responsabilidad del responsable y encargado del tratamiento plantea espe-
cialidades, pues la vinculacién de ambos sujetos, que regula la LOPD, no se traslada de
forma perfecta al dmbito judicial. En efecto, el encargado del tratamiento se establece
por la estructura competencial del Estado sobre gestién de la Administracién de Justicia.
Por tanto, no puede ser determinado por el responsable del tratamiento ni sometido a
sus indicaciones, acorde al articulo 12.2 y 4 de la LOPD. En consecuencia, se somete a
las indicaciones de los articulos 98 y siguientes del RAE, respondiendo de la adopcién
de medidas técnicas y organizativas que garanticen la seguridad de los datos®.

En todo caso, el tratamiento de los datos judiciales presenta caracteristicas especi-
ficas. Los datos personales de los sujetos implicados en un proceso se incorporan a los
archivos judiciales sin necesidad del consentimiento inequivoco de los afectados (articu-
lo 6.2 de la LOPD). Sin embargo, sus titulares mantienen su derecho a la autodetermi-
nacién informativa y pueden ejercer sus derechos de acceso, rectificacién y cancelacién
en la sede del 6rgano judicial o gubernativo titular del fichero y ante el responsable del
mismo (articulo 93 del RAE). Si bien, no pueden modificarse o cancelarse datos que re-
flejen hechos constatados en un procedimiento jurisdiccional o expediente gubernativo.

La incorporacién no consentida de datos resulta especialmente significativa por su
naturaleza pues, generalmente, son datos especialmente protegidos del articulo 7 de la
LOPJ?. Por ello, su proteccién se garantiza con medias de seguridad de nivel medio-alto
conforme al Titulo VII del RLOPD. Se trata asi de reducir las posibilidades de divul-
gacién indebida®. Esta exigencia se refuerza con el ACE al exigir un nivel de seguridad
alto para todos los ficheros, salvo los ficheros de usuarios.

3. EL PRINCIPIO DE PUBLICIDAD PROCESALY LA PROTECCION DE
LOS DATOS

3.1. Las facetas de la publicidad procesal

La CE consagra la publicidad procesal en sus dos facetas cldsicas: interna, concre-
tada en el derecho fundamental a un proceso publico del articulo 24.2; y externa, que
consagra el articulo 120.1 como principio de publicidad de las actuaciones judiciales,
relacionado con la demanda de transparencia de la Justicia.

29  R/02338/2009 (fundamento juridico 12°).

30  Datos sobre ideologfa, afiliacién sindical, religién, creencias, origen racial o étnico, salud, vida
sexual o comisién de infracciones penales o administrativas.

31  Mira, Corazén. (2010). El expediente judicial electronico. Madrid: Dykinson S.L., p. 104.
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La publicidad procesal asi configurada, redefine sus términos en relacién con el de-
recho a la proteccién de datos™. Asi, el articulo 230 de la LOPJ, permite a los Juzgados y
Tribunales utilizar cualesquiera medios técnicos, electrénicos, informdticos y telemdticos,
para el desarrollo de su actividad y ¢jercicio de sus funciones® con las limitaciones previstas
en la normativa de proteccién de datos. Y reconoce la validez y eficacia de los documentos
emitidos si se garantiza el cumplimiento de los requisitos legales. En concreto, el articulo
31.2 de la LUTICAJ exige el cumplimiento de los requisitos de seguridad exigibles.

La referencia a la seguridad constituye el anclaje legal necesario para la garantia de
la proteccién de datos judiciales, que depende del establecimiento de medidas de segu-
ridad especificas. Mds alld, el estudio de la publicidad externa excede los limites de este
trabajo. Baste senalar que publicidad procesal, libertad de informacién y derecho a la
proteccién de datos guardan un delicado equilibrio que ha suscitado controversia. Espe-
cialmente, respecto a la publicacién de datos judiciales obtenidos en audiencia putblica
o la reutilizacién de datos que figuran en la publicacién de sentencias no anonimizadas.
Circunstancia que se agrava por la dificultad en el ejercicio del derecho de cancelacién
de los datos incorporados a la red. El conocido como derecho al olvido, en proceso de
ser reconocido en la Unién Europea®.

3.2. Proteccién de datos y publicidad procesal interna: el acceso a archivos y
ficheros judiciales

El principio de publicidad procesal interna suele cumplirse mediante comunicaciones
procesales”. Comunicaciones cuya prictica electronica tifie de sospecha de vulnerabilidad
la proteccion de los datos anexados, si las medidas de seguridad resultan insuficientes para
impedir divulgaciones indeseadas. En general, la proteccién de datos se garantiza con la ade-
cuada regulacion del acceso al expediente y la obtencién de copias electrénicas, consagrados
como derechos de ciudadanos y profesionales de la Justicia en los articulos 4.2 y 6.2 de la
LUTICA]. Estos derechos se reconocen a las partes o los sujetos con un interés legitimo®,
sin perjuicio de limitaciones excepcionales en caso de reserva de las actuaciones (articulo 232

32 Rodriguez, Marfa Teresa (2010). Principio de publicidad procesal y derecho a la proteccién
de datos de cardcter personal: aproximacién a la problemdtica actual en Juzgados y Tribunales
espafioles. La Ley Penal: Revista de derecho penal, procesal y penitenciario. N°© 71, p.74.

33 En las que se incluye la satisfaccién del principio de publicidad procesal.

34  Cernada, Rosa (2013). Derecho al olvido judicial en la red. En Corredoira, Loreto; Cotino,
Lorenzo. Libertad de expresion e informacion en Internet. Amenazas y proteccién de los derechos

personales, (p. 521-541). Madrid: CEPC.
35  Almagro, José. (1984). Constitucién y proceso. Barcelona: Editorial Bosch, p.246,

36  Exige acreditar una conexién concreta y singular con el objeto del proceso o algunos de sus actos
procesales que constan en autos (STS 1227/1995, de 3 de marzo, fundamento juridico 5°).
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de la LOPJ) o prohibicién de acceso a las sentencias (articulo 266.1 de la LOP]). En todo
caso, ambos derechos se ejercen mediante el acceso al expediente por parte del interesado®
mediante comunicaciones judiciales cldsicas o a través de la sede judicial electrénica.

3.2.1. Acceso al expediente judicial mediante comunicaciones judiciales cldsicas

El principio de publicidad procesal interna se ejerce tradicionalmente mediante
comunicaciones judiciales, bajo la responsabilidad del Secretario Judicial (articulos 234
y 235 de la LOPJ). Corresponde pues, al Secretario Judicial garantizar la proteccion
de datos mediante la valoracién de la condicién de interesado, denegando el acceso
cuando afecte a los derechos fundamentales de las partes o terceros que intervengan en
el proceso®. La responsabilidad del Secretario Judicial ha sido criticada por la doctrina,
al considerar que excede de su status juridico® y puede suscitarle dudas, por ejemplo,
respecto al acceso a datos de terceros no implicados en el proceso. Por ello, propone
MIRA* que el control del acceso se efectie ratione materiae, atendiendo a la naturaleza
de la informacién, en lugar del solicitante y sus razones de interés legitimo.

En todo caso, siempre que actde con la diligencia debida en el uso de los medios
electrénicos, la responsabilidad del Secretario Judicial no alcanza al elemento técnico, del
que responde la Administracién competente en materia de Justicia. Esta bifurcacién en la
responsabilidad exige cuestionarse si el sistema de seguridad arbitrado impide un acceso o
tratamiento no autorizado. Por ello, en la practica, las comunicaciones se efecttan a través
de Lexnet", que al hacer uso de sistemas de firma digital, garantiza la identidad del solici-
tante y la integridad y autenticidad de las informaciones. Sin embargo, al no ser Lexner ac-
cesible para los ciudadanos, las medidas de seguridad del medio elegido por los particulares
que no son parte en el proceso son fundamentales para garantizar la proteccién de datos.

3.2.2. Acceso al expediente judicial a través de la sede judicial electrénica

El acceso telemdtico al expediente judicial a través de la sede judicial electrénica
se ejercita mediante un servicio electrénico de acceso restringido, previa identificacién

37  Cotino, Lorenzo; Montesinos, Ana. (2012). Derechos de los ciudadanos y los profesionales en
las relaciones electrénicas con la Administracién de Justicia. En Eduardo Gamero; Julidn Valero.
Las tecnologtas de la informacion y la comunicacion en la Administracion de Justicia. Andlisis siste-
madtico de la ley 18/2011, de 5 de julio. Cizur Menor, Navarra: Thomson Reuters-Aranzadi, p.204.

38  STS 8722/2006, de 18 de septiembre, (fundamento juridico 8°).

39  Rodriguez, Marfa Teresa (2010). Op. cit., p. 73-74.

40  Mira, Corazén. Op. cit., p. 104.

41  Sistema informdtico creado por el Ministerio de Justicia para la presentacién de escritos y do-
cumentos, el traslado de copias y la realizacién de actos de comunicacion procesal por medios
telemdticos.
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y autenticacion (articulo 41 de la LUTICA]J). Asimismo, pueden incorporarse datos
personales al expediente por la presentacién de documentos a través del Registro elec-
trénico de la subsede judicial electrénica.

La ventaja fundamental de estos sistemas es que no precisan la intervencion del
Secretario Judicial, de modo que la proteccién de datos se garantiza por el sistema de
acceso, limitado a las partes y sus representantes. Sin embargo, en este caso también
se bifurca la responsabilidad sobre los datos, pues de la integridad y veracidad responde
el 6rgano judicial (articulo 12 de la LUTICAJ®) o la parte que presenta el documento,
pero de los elementos de seguridad (como los sistemas de autenticacion), responde la
Administracién competente en materia de Justicia que gestiona la sede judicial electré-

nica (articulo 9 de la LUTICA]J).

3.2.3. El edicto electronico como caso especifico

La sede judicial electrénica constituye el medio para la publicacién de los edictos,
cuya prictica electrénica se regula como imperativa en el articulo 35 de la LUTICA]J. La
naturaleza del edicto y su finalidad informativa impide el establecimiento de medidas de
seguridad de acceso restringido, de forma que los datos necesariamente obrantes en el
edicto pueden ser conocidos por cualquier usuario de la red. En ese caso, la proteccién
de datos se asegura en dos momentos:

a)  En sede jurisdiccional, por la incorporacién de los datos estrictamente necesarios
para el cumplimiento de la comunicacién, con atencién particular a los datos es-
pecialmente protegidos (articulo 7 de la LOPD) y los sujetos especialmente vulne-
rables, como menores o victimas, omitiendo sus datos o cualquier referencia que
pudiera permitir su identificacién.

b)  Publicado el edicto, la tutela se complica por la finalidad de la figura, destinada a publicitar
la resolucién que incorpora. Es por ello que, si bien el edicto electrénico no es una fuente
accesible al publico del articulo 3.j) de la LOPD*, incorpora las resoluciones judiciales
integras. En este sentido, su tratamiento como fuente no accesible al publico a efectos
de reutilizacién® resulta esencial para garantizar la proteccién de datos de los afectados.

42 Larelacién profesional entre abogados y procuradores y sus patrocinados implica la dacién del
consentimiento del afectado y la prohibicién de aquéllos de divulgar los datos que conocen por
su profesion.

43 Valero, Julidn. (2012). La sede judicial electrénica. En Eduardo Gamero; Julidn Valero. Las rec-
nologias de la informacion y la comunicacion en la Administracion de Justicia. Andlisis sistemdtico
de la ley 18/2011, de 5 de julio. Cizur Menor, Navarra: Thomson Reuters-Aranzadi, p. 235-238.

44 SAN, seccién 12, de 18 de enero de 2007.

45  Dicho tratamiento se traduce en una exigencia alternativa para la reutilizacién: la obtencién del
consentimiento o la prictica de un proceso de anonimizacién.
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4.  EL CONTROL DEL DERECHO A LA PROTECCION DE DATOS:
EL EFECTO VENTILADOR

La tutela del derecho a la proteccién de datos en Espana se completa con una
garantia institucional: la proteccién que brinda AEP*, regulada en el titulo VI de la
LOPD (articulos 35 a 42) y su Estatuto, aprobado por Real Decreto 428/1993, de 26
de marzo (en adelante EAED).

La AEP es un ente de derecho publico, con personalidad juridica propia y plena ca-
pacidad publica y privada, que actia con plena independencia de las Administraciones
publicas en el ejercicio de sus funciones y se relaciona con el Gobierno a través del Mi-
nisterio de Justicia. Se configura pues, como una autoridad de control que, con cardcter
bésicamente preventivo?, tutela el derecho a la proteccién de los datos personales. El
sistema de control es compartido, pues en general, la tutela de los derechos fundamen-
tales transgredidos corresponde a los Tribunales®. Por ello, resulta esencial determinar
las relaciones de la AEP con los Tribunales y su 6rgano de Gobierno.

En su relacién con los Tribunales, se ha entendido que:

a) corresponde a la AED, supervisar la aplicacién de la normativa sobre proteccion de
datos y ejercitar la potestad sancionadora ante las infracciones de la misma.

b) Corresponde a los Tribunales, la interpretacién de las normas de proteccién de da-
tos, la determinacion de las indemnizaciones y el control de la actividad de la AED,
por la resolucién de recursos contencioso-administrativos frente a las resoluciones

del Director de la AEP.

Mis compleja resulta la articulacién de las relaciones entre la AEP y el CGPJ. Tra-
dicionalmente, se consideré que la competencia del CGPJ para la creacién y gestiéon
de ficheros no abarcaba las funciones de control y tutela de la proteccién de datos, que
correspondia a la AEP. Si bien, ambos 6rganos firmaron el 3 de mayo de 2010 un conve-
nio de colaboracién sobre inspeccién de érganos judiciales en materia de proteccién de
datos®. Convenio que prevefa la realizacién de inspecciones conjuntas, cuya efectividad
garantizaba una Comisién de Seguimiento formada por representantes del CGP] y la
AEP.

46  Sin perjuicio de las funciones de las Agencias Autonémicas de proteccion de datos, cuyas rela-
ciones con la AEP han sido analizadas, entre otras, en STC 290/2000, de 30 de noviembro.

47 STC 290/2000, de 30 de noviembre (fundamento juridico 9°).

48  Lesmes, Carlos. (2012). Las potestades de fiscalizacién de la agencia espafiola de proteccion de

datos en el dmbito de la Administracién de Justicia. Revista de Jurisprudencia. El Derecho. 1 de
julio de 2012.

49  Disponible en: http://www.agpd.es/portalwebAGPD/canaldocumentacion/convenios/conve-
niossectoriales/common/pdfs/ CONVENIO_CGPJ_AEPD.pdf
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Dicha entente cordiale se vio perturbada en 2011 por una sentencia del Tribunal
Supremo® en la que desbroza las relaciones entre ambos drganos a partir de la definicién
de la AEP como verdadera Administracién Publica. El Tribunal fundamenté su tesis en
dos criterios:

a)  Su régimen juridico, pues conforme articulo 2.2 del EAED, a falta de normativa
sobre proteccién de datos, la AEP se rige supletoriamente por las normas de proce-
dimiento de la Ley 30/1992, de 26 de noviembre para el ejercicio de sus funciones
publicas y los preceptos aplicables de la Ley General Presupuestaria, Texto Refun-
dido aprobado por Real Decreto Legislativo 1091/1988, de 23 de septiembre.

b) La naturaleza gubernativa del cargo del Director de la AEP, que goza de los mismos
honores y tratamiento que los Subsecretarios, se sujeta a las incompatibilidades de
los altos cargos y en su nombramiento, cesacién y separacion interviene el Gobier-
no (articulos 14 a 16 del EAED).

Por ello, ante el mandato constitucional de independencia del Poder Judicial, el
Tribunal Supremo sustrae las funciones de control y potestades de fiscalizacién y sancién
de la AEP respecto de los érganos del Poder Judicial. En consecuencia, la AEP remiti6
al CGP]J los expedientes incoados en el dmbito de la Administracién de Justicia. Sin em-
bargo, el CGPJ no se mostré satisfecho con dicha doctrina y, por Acuerdo del Pleno de
31 de mayo de 2012°', constituyé un grupo de trabajo para delimitar las competencias
del CGPJ y la AEP y adecuar el Convenio a la nueva situacién.

La reaccién de ambos érganos responde a la ausencia de medios que acompana
el honor de la competencia. Circunstancia trdgicamente clésica en la Administracién
de Justicia, y reflejada en las Disposiciones Adicionales de la LUTICA] que establecen
un plazo de cinco anos para la efectiva dotacién de medios electrénicos. Plazo que, en
ausencia de mecanismos efectivos de exigencia, podria alargarse sine die bajo el amparo
de la falta de disponibilidad o carencia de medios.

El realismo de este criterio no puede servir de vélvula de escape a la efectividad del
derecho a la proteccién de datos. Al efecto, el CGPJ analiza esta cuestion en su Informe
de 6 de febrero de 2013 sobre Anteproyecto de Ley Orgdnica de reforma del CGP]J,
por la que se modifica la LOPJ*. Asi, el articulo 560.19 de dicho Anteproyecto de Ley
Orgénica atribuye al CGP]J «el ejercicio de las competencias propias de la autoridad de

50  Sentencia (Sala Tercera) 8497/2011, de 2 de diciembre (recurso de casacién 2706/2008).
51  Fuente: www.poderjudicial.es (Consulta 24 de abril de 2013)

52 Disponible en: http://www.poderjudicial.es/cgpj/es/Poder_Judicial/Consejo_General_del_Po-
der_Judicial/Actividad_del_CGPJ/Informes

53  Disponible en: www.mjusticia.gob.es/cs/Satellite/ 1292366239349?blobheader=application%2Fp
df&blobheadernamel=ContentDisposition&blobheadervaluel =attachment%3B+filename%3D
ANTEPROYECTO_DE_LEY_ORG%C3%81NICA_DE_REFORMA_DEL_CGP].pdf
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control en materia de protecciéon de datos respecto a la Administracién de Justicia». Sin
embargo, el CGP] considera dicha interpretacion excesivamente maximalista pues ig-
nora las atribuciones de los 6rganos dependientes del Ministerio de Justicia en el diseno
de la Nueva Oficina Judicial. Por ello, entiende que sus competencias como Autoridad
de Control deberfan circunscribirse «al efectivo gobierno del Poder Judicial, en concreto,
en lo que afecta a la labor jurisdiccional o gubernativa de Jueces y Magistrados».

Si el CGPJ asume tales competencias, actuarfa como autoridad de control en los
términos de los articulos 46 a 54 de la PRGPD, que plantean problemas de encaje’:

a) Losarticulos 47.3 y 48.2 exigen como requisitos de sus miembros: exclusividad, in-
dependencia, experiencia y aptitudes acreditadas para el ejercicio de sus funciones,
particularmente, en la proteccién de datos personales.

b) Conforme al articulo 53, la consideracién de autoridad de control conlleva la adop-
cién de potestades sancionadoras, de las que carece en la actualidad el CGPJ.

¢) Asimismo, la limitacién en la potestad reglamentaria que propone el Anteproyecto
de Reforma del CGPJ, no podria afectar a las materias propias de proteccién de
datos, de acuerdo con el articulo 52 de la PRGPD, especialmente, respecto a la
aprobacién de normas vinculantes.

CONCLUSIONES

El proceso de informatizacién de la Justicia debe efectuarse con pleno respeto a las
garantias procesales y los derechos fundamentales. Especificamente, exige el respeto a la
normativa de proteccién de datos en materia de archivos y ficheros judiciales y de acceso
a los datos a través de la sede judicial electrénica o mediante comunicaciones judiciales.

Esta normativa se aplica sin perjuicio de las especialidades derivadas del ejercicio
independiente de la funcién jurisdiccional, que justifica dos matizaciones esenciales:

a) Lacompetencia del CGP] para la creacién y determinacién del régimen juridico de
los ficheros dependientes de los 6rganos judiciales.

b) La excepcién al consentimiento para el tratamiento de datos de los archivos judi-
ciales, sin perjuicio del ejercicio de los derechos ARCO. Circunstancia que, unida
al cardcter especialmente protegido de los datos, justifica la adopcién de medidas
de seguridad de nivel alto.

La tutela de la proteccién de datos en el ejercicio del derecho de acceso se garantiza
mediante los sistemas de acceso restringido a la sede judicial electrénica y el control del

54  También modifica aspectos del proceso de reclamacién. Asi, el articulo 72 amplia la legitimacién
activa.
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concepto de interesado por el Secretario Judicial. No obstante, en los edictos electréni-
cos, la proteccién vendria dada por la contencién del 6rgano judicial en la plasmacién
de datos innecesarios y por la aplicacién al edicto del tratamiento de fuente no accesible
al puablico a efectos de reutilizacion.

En todo caso, la responsabilidad por vulneraciones en la proteccién de datos ju-
diciales se bifurca en relacién con las competencias sobre gestién de la Administracién
de Justicia, que modulan las relaciones entre responsable y encargado del tratamiento
y apunta a un diverso responsable segin la vulneracién tenga su origen en un fallo de
seguridad o un tratamiento excesivo.

La tutela del derecho a la proteccién de datos en la Administracién de Justicia se
garantiza en ultimo término por la autoridad de control. Funcién que, de acuerdo con
la dltima doctrina del Tribunal Supremo, corresponde al CGPJ en lo que respecta a la
fiscalizacién de los Juzgados y Tribunales. La escasez de medios para el ejercido de dicha
competencia ha propiciado un conflicto de competencias socavado, pues la AEP se vio
(y, en cierto modo, se mostrd) liberada de una competencia que el CGPJ no terminé
de asumir. La solucién a esta problemdtica es previsible que se adopte en el proyecto
de reforma del CGP]J, que adopta la doctrina del Tribunal Supremo con un criterio
amplio. Sin embargo, es de esperar que el legislador tenga muy presente las exigen-
cias de la PRGPD respecto a la autoridad de control. Si la cuestién de la reforma del
CGP]J vy, en particular, del nombramiento de sus miembros, ha generado controversia,
la exigencia de exclusividad y especializacién en materia de proteccién de datos puede
resultar la gota que colme el vaso. Sin embargo, la estudiada procrastinacién a la que se
ha visto sometida esta materia no podria extenderse en caso de incumplimiento de un
Reglamento europeo. Ello exige un esfuerzo especial de cooperaciéon entre los sujetos
implicados. Un principio del que se hace eco la LUTICA] y que, sin duda, va a ponerse
a prueba en un aspecto tan delicado como esencial para el desarrollo de una verdadera
justicia electrénica.
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RESUMEN: En la actualidad, el triunfo en la batalla contra fenémenos como el terrorismo internacional
u otros delitos graves de cardcter transnacional, requiere un fluido intercambio de informacién a escala
mundial. En este 4mbito se enmarcan los acuerdos que la Unién Europea ha venido concertando con
terceros paises, a fin de transferir datos personales de los pasajeros recabados por las acrolineas e incluidos
en el Passenger Name Record (PNR). Dichos compromisos, ademds de servir a la cabal finalidad apuntada,
deberén respetar el nivel de proteccion de los datos de cardcter personal y del derecho a la intimidad y a
la privacidad que garantiza el Derecho de la Unién. Un equilibrio adecuado entre seguridad y respeto de
los derechos fundamentales, requiere una respuesta global mds estructurada que reduzca las divergencias
no solo entre las normas internas, sino también entre los distintos acuerdos internacionales en la materia.

PALABRAS CLAVE: Transferencia de datos, terrorismo internacional, Derecho comunitario, PNR,
Passenger Name Record.

1. INTRODUCCION

En el contexto de la lucha contra el terrorismo internacional, la Unién Europea ha
llevado a cabo diversos acuerdos con terceros Estados, como Estados Unidos, Canad4
o Australia, con el objetivo de transferir datos personales de los pasajeros que tomen un
avién o hagan escala en cualquier Estado miembro de la Unién con destino a cualquier
aeropuerto situado en el territorio de esos paises. Igualmente, se ha disefiado a nivel eu-
ropeo un sistema que regula la retencién, la transmisién y el procesamiento de esos datos,
que ya ha sido desarrollado satisfactoriamente por la mayoria de las compafiias aéreas.

La justificacion de todas estas iniciativas legislativas y acuerdos internacionales se
asienta en el cardcter transnacional de un fenémeno como el terrorismo internacional y
en la necesidad de cooperar para combatirlo con el intercambio de informacién tanto a
nivel interno —autoridades de los Estados miembros, Europol, Eurojust y otras agencias
europeas—, como a nivel internacional.

A pesar de servir a fines tan dignos de amparo como la erradicacién del terrorismo
o la delincuencia transnacional, algunos de los instrumentos concertados adolecen de
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una falta de equilibrio con la proteccién de los datos de cardcter personal, causando un
grave quebranto al derecho a la intimidad, amparado tanto en la Carta de los Derechos
Fundamentales de la Unién como en el Convenio Europeo de los Derechos Humanos'.

A estas alturas nadie discute la conveniencia de disponer de un sistema armonizado
de obtencién de datos del PNR para toda la Unién, pero también es ineludible que ese
sistema respete los principios fundamentales de las normas reconocidas en materia de
proteccién de datos. Igualmente, los acuerdos internacionales que servirdn de base a
la transmisién de grandes cantidades de datos del PNR a terceros Estados, no pueden
traspasar las lineas rojas que garantizan la vida privada de las personas en los Estados
europeos, a la vez que deberian responder a un enfoque multilateral coordinado para
que esos acuerdos con terceros paises sean lo mds parecidos posible.

2. ¢QUE ES EL PNR?

Las siglas PNR son el acrénimo de Passenger Name Record. Se trata de los ficheros
creados por las companias aéreas cada vez que un pasajero realiza una reserva. Los datos
almacenados en estos ficheros permiten identificar ficilmente a cada pasajero y propor-
cionan ciertas informaciones ttiles para las aerolineas en sus relaciones con los clientes.

En realidad, los desplazamientos de las personas entre diferentes paises suponen la re-
coleccién y el procesamiento de dos categorias de datos de cardcter personal. Por una parte,
los mencionados datos del PNR (Passenger Name Records) que se extraen y recogen de
varios documentos de viaje, normalmente pasajes aéreos, y pueden incluir el nombre, la fe-
cha de nacimiento, el ndmero de teléfono, otras referencias de contacto como el domicilio,
el ndmero del pasaporte, la compania aérea con la que se viaja, la agencia de viajes que hizo
la reserva, la fecha y su identificador, nimero de tarjeta de crédito u otros apuntes sobre la
forma de pago, el itinerario del viaje, el nimero de vuelo o vuelos, el asiento asignado, la
referencia del equipaje y otros elementos®. Estos datos ya se recogian y almacenaban por las
lineas aéreas antes del 11-S, aunque no a efectos policiales, sino comerciales.

Por otra parte, las aerolineas también recogen los datos del APIS (Advance Passenger
Information System), contenidos en los documentos de viaje, esto es, el nombre, la nacio-
nalidad, el niimero de pasaporte o de documento nacional de identidad, la fecha y lugar
de nacimiento y otros detalles sobre el desplazamiento. Se trata de datos oficiales que se
incluyen en la parte de lectura éptica de los pasaportes, por tanto son mds limitados que

1 Articulos 7 y 8 de la Carta de los Derechos Fundamentales de la Unién y articulo 8 del Conve-
nio Europeo de los Derechos Humanos.

2 Véase Dictamen 6/2002 del Grupo de Trabajo sobre Proteccién de Datos Articulo 29, de 24 de
octubre de 2002, relativo a la transmisién de listas de pasajeros y otros datos de companias aéreas
a los Estados Unidos, WP 66.
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los obtenidos a través del sistema PNR®. Ademds, esta informacién anticipada sobre los
pasajeros se pone a disposicién de las autoridades de aduanas, con el fin de mejorar los
controles fronterizos y combatir la inmigracién clandestina. Su empleo para otros fines
represivos estd permitido por la Directiva 2004/82/CE, por ejemplo, para identificar a
sospechosos o0 a personas buscadas, pero se trata mds de una excepcién que de la regla.

Los datos del PNR, sin embargo, se utilizan principalmente como instrumento de
investigacién penal, mds que como medio de control de identidad. Autoridades adua-
neras y servicios de seguridad siempre han tenido acceso a este tipo de datos reclamdn-
dolos a las companias aéreas, aunque su tratamiento era manual, relativo a un niimero
restringido de vuelos y una vez realizado el desplazamiento. Hasta ahora no habia sido
tecnoldgicamente posible acceder a estos datos electrénicamente y por anticipado. En
la actualidad, a través de un sistema push, las companias aéreas realizan una transmisién
anticipada de grandes cantidades de datos a las agencias relacionadas con la lucha contra
delitos graves o, en el peor de los casos, usando el método pull, permiten el acceso a sus
propias bases de datos a dichas agencias.

La gran masa de datos obtenida del PNR sirve para investigaciones en marcha
sobre delitos ya cometidos o continuados en el tiempo, pero también para prevenir la
perpetracion de crimenes a través del andlisis de determinados indiciadores de riesgo.
Ademds, la bisqueda de personas contrastando diversas bases de datos, permite identifi-
car a sospechosos y descubrir sus modelos de comportamiento general y de viaje, si los
datos se conservan durante el tiempo adecuado.

3.  ORIGEN DEL PROBLEMA EN TORNO A LA TRANSFERENCIA DE
DATOS DE PASAJEROS

En 2001, en Estados Unidos se adoptd la Aviation and Transportation Security Act
(ATSA), imponiendo a las compafias aéreas que operan vuelos hacia y desde dicho pais
la transmisién a las autoridades aduaneras competentes de los datos contenidos en el
PNR. Esta obligacidn, en el caso de los ciudadanos europeos, entraba en clara colisién
con la legislacién comunitaria en materia de proteccién de datos, encabezada por la

Directiva 95/46/CE*.

La ATSA fue aprobada el 19 de noviembre de 2001, entre otras muchas medidas adop-
tadas a raiz de los atentados terroristas del 11-S. Es indudable que esta norma se enmarca

3 Articulo 3 de la Directiva 2004/82/CE del Consejo, de 29 de abril de 2004, sobre la obligacién
de los transportistas de comunicar datos de las personas transportadas, DO L 261, 6.8.2004.
4 Directiva 95/46/CE, de 24 de octubre de 1995, relativa a la proteccién de las personas fisicas en

lo que respecta al tratamiento de datos personales y a la libre circulacién de estos datos, DO L
281, 23.11.1995, modificada por el Reglamento (CE) 1882/2003, DO L 284, 31.10.2003.
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dentro del preocupante proceso de recorte de los derechos fundamentales al que venimos
asistiendo desde la perpetracién de diversos ataques terroristas en diferentes partes del globo.

Desde la Unién Europea, la Directiva 95/46/CE sobre proteccién de datos no
permite a las companias aéreas que realizan vuelos desde Europa transmitir datos del
PNR a terceros paises que no garanticen un nivel adecuado de proteccién de los datos
de cardcter personal. Igualmente, gracias a la adaptacién de las legislaciones internas de
los Estados miembros al contenido de esta Directiva, hoy en dia los datos personales
de los ciudadanos europeos cuentan con una proteccién equivalente en toda la Unién’.

La Directiva otorga a la Comisi6n la facultad de determinar, sobre la base del procedi-
miento establecido en el articulo 25.6, si un pais tercero garantiza o no un nivel adecuado
de proteccién de los datos de cardcter personal, «atendiendo a todas las circunstancias que
concurran en una transferencia o en una categoria de transferencias de datos; en parti-
cular se tomard en consideracién la naturaleza de los datos, la finalidad y la duracién del
tratamiento o de los tratamientos previstos, el pais de origen y el pais de destino final, las
normas de Derecho generales o sectoriales, vigentes en el pais tercero de que se trate, asi
como las normas profesionales y las medidas de seguridad en vigor en dichos paises»®.

Si se comprueba que un tercer pais no garantiza «un nivel adecuado de protecciény,
los Estados miembros impedirdn que se le transfieran datos personales. Como excepcién
se senala que podrd efectuarse dicha transferencia a un pais tercero que no garantice un
nivel de proteccién adecuado cuando sea necesaria o legalmente exigida para la salva-
guardia de «un interés ptblico importante». Parece que este concepto juridico indeter-
minado incluirfa las transmisiones requeridas para combatir el terrorismo internacional’,
aunque el Considerando 58¢ al aclarar el término sélo menciona las transferencias entre
administraciones fiscales o aduaneras o los servicios de Seguridad Social. Por tanto, la
transmision es ilicita, a menos que se den unas condiciones de licitud, que son la exis-
tencia de un nivel de proteccién adecuado en el Estado de destino o, en defecto de tal
nivel, una de las excepciones enumeradas en la propia Directiva.

5 Véase Téllez Aguilera, A. (2002). La proteccion de datos en la Unidn europea. Divergencias norma-
tivas y anhelos unificadores, Madrid: Edisofer.

6 Articulo 25.2 Directiva 95/46/CE. El procedimiento para la adopcion de estas decisiones aparece
expresamente recogido en el articulo 31.2 de la Directiva con arreglo a la Decisién 468/1999 del
Consejo, de 28 de junio (DO L 184, 17.7.1999) e implica: 1.- Propuesta de la Comisién dirigida
al Comité al que se refiere el articulo 31.1 de la Directiva; 2.- Este Comité debe emitir un dictamen
al respecto por mayorfa cualificada; 3.- En caso de que el dictamen del Comité fuera favorable,
la Comisién puede adoptar la decisidn; sin embargo, en caso de que el dictamen del Comité no
fuera favorable, la Comision deberd aplazar su decisién por un plazo de tres meses y notificarlo al
Consejo quien, en dicho plazo y por mayoria cualificada, podrd adoptar una decisién diferente.

7 Memoria de la Propuesta de Directiva presentada en 1992, COM (92) 422 final (LCEur 1992,
3472), DO C 311, 27.11.1992.
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La Comisién ha anunciado la modernizacién de esta Directiva para responder a los
nuevos desafios tecnoldgicos®. Se trata de una propuesta que pretende poner en practica el
objetivo del Programa de Estocolmo relativo a la mejora de la proteccién de datos de los ciu-
dadanos en todas las politicas de la Unién y en las relaciones con los socios internacionales’.

En 2001 se dict6 el Reglamento 2001/45/CE' que no solo asume todo el acervo
comunitario en materia de proteccién de datos de cardcter personal, sino que introduce
algunas novedades destacables como el establecimiento de una autoridad europea inde-
pendiente que controlard su cumplimiento (Supervisor Europeo de Proteccion de Datos) y
la posibilidad de apelar, inicialmente ante dicha autoridad y, después, en via de recurso
ante el Tribunal de Justicia.

En relacién con el intercambio de informacién entre los propios Estados miembros,
el sistema Schengen'' posee un sistema de informacién (SIS), que permite la mejora de
la coordinacidn policial y la cooperacién judicial para controlar el flujo transfronterizo
de datos de cardcter personal en relacién con investigaciones criminales de conformidad
con el Convenio N° 108 del Consejo de Europa'? y de su Protocolo adicional de 2001,
y la Recomendacién (87) 15 del Comité de Ministros a los Estados miembros en rela-

8 Comunicacién de la Comisién, de 20 de abril de 2010, Garantizar el espacio de libertad, segu-
ridad y justicia para los ciudadanos europeos — Plan de accién por el que se aplica el Programa
de Estocolmo, COM (2010) 171 final.

9 Consejo Europeo, Programa de Estocolmo: una Europa abierta y segura que sirva y proteja al
ciudadano, doc. 17024/09, 2 de diciembre de 2009.

10 Reglamento (CE) 45/2001, de 18 de diciembre de 2000, relativo a la proteccién de las personas
fisicas en lo que respecta al tratamiento de datos personales por las instituciones y 6rganos comuni-
tarios y a la libre circulacién de estos datos, DO L 8, 12.1.2001. Véase Rebollo Delgado, L. (2008).
Vida privada y proteccion de datos en la Unién Europea, Madrid: Dykinson.

11 Elacervo de Schengen procede del Acuerdo Schengen de 14 de junio de 1985 y fue definido por
la Decisién 1999/435/CE del Consejo, de 20 de mayo de 1999. Se incorporé a los tratados a
través del Protocolo Schengen anejo al Tratado de la UE y al Tratado constitutivo de la Comu-
nidad Europea.

12 Convenio N° 108 del Consejo de Europa, de 28 de enero de 1981, para la proteccién de las per-
sonas con respecto al tratamiento automatizado de datos de cardcter personal. Entré en vigor el 1
de octubre de 1985. Véase Garcifa Aguilar, N. (1999). Origen y significado del Convenio 108 del
Consejo de Europa sobre proteccién de las personas con respecto al tratamiento automatizado
de datos de cardcter personal. Revista Internauta de Prictica Juridica, 2, 1-22.

13 Protocolo Adicional, de 8 de noviembre de 2001, al Convenio N°© 108 del Consejo de Europa.
Entré en vigor el 1 de julio de 2007. Sobre el contenido de este Protocolo, véase el andlisis que
realiza Pavén Pérez, J. (2001-2002). La proteccién de datos personales en el Consejo de Euro-
pa: el Protocolo Adicional al Convenio 108 relativo a las autoridades de control y a los flujos
transfronterizos de datos personales. Anuario de la Facultad de Derecho de la Universidad de
Extremadura, 19-20, 235-252.
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cién con la utilizacién policial de datos de cardcter personal'. En la regulacion relativa
al Sistema de Informacién Schengen (SIS) se establece el principio de que las partes sélo
podran utilizar los datos con los fines enunciados para cada una de las descripciones que
se mencionan. Sin embargo, existe la posibilidad de excepciones aduciendo diversos
motivos, como la amenaza inminente para el orden y la seguridad publicos, razones
serias de seguridad del Estado o la prevencién de un hecho delictivo grave, donde evi-
dentemente se enmarca el terrorismo internacional.

En resumen, la Unién Europea es consciente de la importancia de los datos del
PNR en la lucha contra el terrorismo y otras formas graves de delincuencia, pero tam-
bién de la necesidad de asegurar un nivel adecuado de proteccién de los datos de los
pasajeros. Por ello, las transferencias de datos contenidos en el PNR deben respetar las
normas europeas que protegen los datos de cardcter personal, en cuya cuspide se sitda su
reconocimiento en la Carta de los Derechos Fundamentales de la Unién.

Ante este panorama, cuando los Estados Unidos, Canadd y Australia pidieron a las
companias aéreas que les transmitieran datos del PNR sobre vuelos con destino a sus paises,
no supieron cémo responder, ya que si obedecian el mandato estaban quebrantando la
normativa europea y si no lo hacian, podian sufrir no solo sanciones sino también represa-
lias comerciales por parte de los Estados solicitantes. Con el fin de sacar de este atolladero a
las aerolineas, la Unién Europea reaccioné con celeridad negociando y firmando acuerdos
internacionales separados con cada uno de los tres paises. Dichos acuerdos proporcionaron
la base juridica para la transferencia de datos del PNR fuera de la Unién a los servicios
de seguridad de los terceros Estados. Como se observa, hasta hoy la celebracién de este
tipo de convenios se ha resuelto caso por caso, pactando acuerdos bilaterales que tratan de
cuestiones comunes y regulan la misma materia, pero cuyas disposiciones no son idénticas.

4. ACUERDOS CELEBRADOS POR LA UNION EUROPEA CON TERCEROS
PAISES

4.1. Vicisitudes del anhelado acuerdo entre la Comunidad Europea y Estados
Unidos

La incompatibilidad entre las exigencias que la ATSA impone a las companias aé-
reas y la proteccién que la normativa europea garantiza a los datos de cardcter personal se
puso de relieve inmediatamente. De un lado, las aerolineas se enfrentaban a fuertes san-
ciones e incluso al riesgo de ver retirados sus derechos de aterrizaje en Estados Unidos

14 Recommendation N° R (87) 15 of the Committee of Ministers to Member States regulating the
use of personal data in the police sector, 410th meeting, 17 September 1987.

15 Articulo 102 del Acuerdo Schengen.
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si no cumplian con lo preceptuado en la ATSA; mientras del otro, la transferencia sin
mds de la informacién contenida en el PNR violaba claramente la normativa europea,
pudiendo ser objeto de multiples recursos judiciales en los diferentes Estados miembros.

Para salir momentdneamente del paso en 2003, la Comisién Europea y Estados
Unidos realizaron una Declaracién conjunta, donde se reconocia expresamente la in-
compatibilidad entre las legislaciones de ambos lados del Atldntico y donde, en definiti-
va, la Comisién claudicaba ante las autoridades americanas asegurando que las compa-
fifas aéreas que transmitieran los datos conforme a la ATSA no serfan sancionadas ni a la
luz del Derecho comunitario ni en virtud de las disposiciones nacionales incumplidas'®.

En este instrumento sui generis al que se denomina Declaracién conjunta, ambas
partes se mostraban de acuerdo en trabajar para la consecucién de un acuerdo bilateral
que permitiera a la Comisién adoptar una decisién conforme al articulo 25.6 de la Di-
rectiva 95/46/CE"; luego el propio texto de la Declaracién no es tal «acuerdo bilateral»,
aunque en la misma se llegue a excluir la prohibicién de acceso a datos garantizada por
la normativa europea'®.

El 1 de marzo de 2004, la Comisién sometié a la consideracién del Parlamento
Europeo el proyecto de decisién sobre el cardcter adecuado de la proteccién de los datos,
al que se adjuntaba una propuesta de compromisos a pactar con Estados Unidos. En su
respuesta, el Parlamento estimé que el proyecto de decisién sobrepasaba las competen-
cias atribuidas a la Comisién en virtud del articulo 25 de la Directiva 95/46/CE. Ade-
mds, propuso que se negociara un acuerdo internacional adecuado que respetara los de-
rechos fundamentales en relacién con diversos aspectos, presionando asi a la Comisién
para que le sometiera un nuevo proyecto de decisién. Asimismo, se reservé el derecho a
pedir al Tribunal de Justicia que comprobase la legalidad del acuerdo internacional pro-
yectado y, en particular, su compatibilidad con la proteccién del derecho a la intimidad.

A su vez, el 17 de marzo de 2004, la Comisién remitié al Parlamento Europeo una
propuesta de decisién del Consejo relativa a la celebracién de un Acuerdo con Estados
Unidos, relativo a la transferencia de datos sobre pasajeros de aerolineas®.

16  Véase Argomariz, J. (2009). When the EU is the ‘Norm-taker’: The Passenger Name Record
Ageerment and the EU’s Internalization of the US Border Security Norms. European Integration,
31(1), 119-136.

17 Muioz, R. (2004). La protection des données des passagers. Revue du Droit de ['Union euro-
péenne, 4, 771-784.

18  Sobre la controvertida naturaleza de la Declaracién conjunta Comisién-Estados Unidos, de 17-
18 de febrero de 2003, véase Alcoceba Gallego, M.A. (2004). El acceso de las autoridades nor-
teamericanas a datos de pasajeros de compafias aéreas europeas: reflexiones sobre la Declaracién
conjunta Estados Unidos-Comisién Europea. Noticias de la Unidn Europea, 230, 53-56.

19 El Consejo invocé el procedimiento de urgencia y le dio al Parlamento la fecha limite del 22
de abril de 2004 para emitir su dictamen conforme al articulo 300.3 TCE. Sin embargo, el
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El 14 de mayo de 2004, la Comisién adopté la Decisién sobre el carcter adecua-
do de la proteccién®, mientras el 17 de mayo de 2004 el Consejo acordé la Decisién
2004/496/CE*, anexo a la cual se encontraba el Acuerdo entre la Comunidad Europea y
Estados Unidos sobre el tratamiento y la transferencia de los datos del PNR. Ambas De-
cisiones fueron recurridas por el Parlamento Europeo ante el Tribunal de Justicia, dando
lugar a los asuntos C-318/04 y C-317/04. El Tribunal estimé pertinentes los recursos y
anulf las dos Decisiones™.

El Acuerdo anulado garantizaba a la Oficina de aduanas y proteccién de fronteras
estadounidense el acceso electrénico a los datos de los expedientes de los pasajeros proce-
dentes de los sistemas de control de reservas/salidas situados en el territorio de los Esta-
dos miembros de la Unidn, solo hasta que se hubiera establecido un sistema satisfactorio
de transferencia de esos datos por las companias aéreas™. Las companias que efectuaran
vuelos de pasajeros en lineas de transporte aéreo con el extranjero con punto de origen o
de destino en los Estados Unidos tratarian los datos de los expedientes de los pasajeros
incluidos en sus sistemas informatizados de reserva con arreglo a la legislacién americana®.

Tras la sentencia del Tribunal de Justicia de 30 de mayo de 2006, el Consejo y la
Comisién notificaron al Gobierno de los Estados Unidos, con arreglo al punto 7 del

Parlamento desestimd la urgencia y atribuy6 a una comisién la elaboracion del informe sobre la
propuesta de decisién del Consejo.

20  Decisién 2004/535/CE de la Comisién, de 14 de mayo de 2004, relativa al cardcter adecuado
de la proteccion de los datos personales incluidos en los registros de nombres de los pasajeros

que se transfieren al Servicio de aduanas y proteccion de fronteras de los Estados Unidos, DO L
235, 6.7.2004.

21 Decisién 2004/496/CE del Consejo, de 17 de mayo de 2004, relativa a la celebracién de un
Acuerdo entre la Comunidad Europea y los Estados Unidos de América sobre el tratamiento y la
transferencia de los datos de los expedientes de los pasajeros por las companias aéreas al Depar-
tamento de Seguridad Nacional, Oficina de aduanas y proteccién de fronteras, de los Estados
Unidos, DO L 183, 20.5.2004.

22 STJCE de 30 de mayo de 2006, Parlamento Europeo v. Consejo de la Unién Europea y Parlamento
Europeo v. Comision Europea, asuntos acumulados, C-317/04 y C-318/04, DO C 178, 29.7.2006.
El Tribunal constat6 que la Comisién habia utilizado una base juridica inadecuada al elegir el arti-
culo 95 TCE en relacién con el articulo 25 de la Directiva 95/46/CE, ya que los tratamientos de
datos a que se refiere no estdn comprendidos en el émbito de aplicacién de la Directiva, y anulé el
Acuerdo. Véase Méndez, M. (2007). Annulment of Commission Adequacy Decision and Council
Decision Concerning Conclusion of Passenger Name Record Agreement with US Grand Cham-
ber Judgment of 30 May 2006. European Constitutional Law Review, 3, 127-147.

23 Punto 1 del Acuerdo UE-EEUU de 2004.

24 Punto 2 del Acuerdo UE-EEUU de 2004. 7he Privacy Act 1974 (as amended). Véase Tanaka,
H., Bellanova, R., Ginsburg, S., De Hert, P. (2010). Transatlantic Information Sharing: At a
Crossroads. Washington DC: Migration Policy Institute.
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Acuerdo que el mismo debia derogarse con efecto a partir del 30 de septiembre de 2006.
La Comisién y las agencias estadounidenses implicadas volvieron a negociar un acuerdo
provisional que se aplicé desde octubre de 2006 hasta el 31 de julio de 20077, cuando
fue sustituido por un acuerdo definitivo.

Este Acuerdo provisional de 2006 era menos preciso en cuanto a los datos obje-
to de tratamiento y transferencia, ampliaba el niimero de autoridades norteamericanas
facultadas para el tratamiento de los datos del PNR y mantenia un método de transfe-
rencia no discriminatorio de los mismos, con lo que resultaba més susceptible de abusos
que el pactado en 2004.

En 2007, se firmé un nuevo Acuerdo entre la Unién Europea y Estados Unidos que
se aplicé de manera provisional hasta que finalmente se logré que el nuevo acuerdo mejo-
rado de 14 de diciembre de 2011 pasase la criba de la Eurocdmara. La Decisién del Conse-
jo incluye el texto del Acuerdo y una carta de las autoridades estadounidenses dirigida a la
Unién donde se explican las modalidades de almacenamiento, uso y transferencia de datos
del PNR por parte del Departamento de Seguridad del Territorio Nacional®.

Los datos obtenidos de las companias aéreas se utilizarfan «con el propésito de
prevenir y combatir: a) el terrorismo y los delitos asociados, 2) otros delitos graves de
cardcter transnacional, incluida la delincuencia organizada, y 3) la fuga en caso de orden
de arresto o pena de reclusién por los delitos anteriormente mencionados». Ademis, las
autoridades norteamericanas podian atesorar y procesar los datos del PNR con el fin de
proteger «los intereses vitales del interesado o de otras personas, o en todo procedimien-
to judicial penal, o cuando lo exija la ley» *’.

Los eurodiputados criticaron duramente este Acuerdo de 2007. Se apunté que
dejaba importantes lagunas en materia de seguridad juridica, proteccién de datos y dere-
cho de recurso para los ciudadanos de la Unidn, «en particular debido al cardcter general
y vago de las definiciones y las numerosas excepciones previstas». En este mismo sentido,
el Grupo de Trabajo del articulo 29 sefial6 que «los fines que justifican la transferencia

25 Decisién 2006/729/]JAI del Consejo, de 16 de octubre de 2006, relativa a la firma, en nombre
de la Unién Europea, de un Acuerdo entre la Unién Europea y los Estados Unidos de América
sobre el tratamiento y la transferencia de los datos del registro de nombres de pasajeros (PNR)

por las companias aéreas al Departamento de Seguridad del Territorio Nacional de los Estados
Unidos, DO L 298, 27.10.2006.

26 Decisién 2007/551/PESC/JAI del Consejo, de 23 de julio de 2007, relativa a la firma, en nom-
bre de la Unién Europea, de un Acuerdo entre la Unién Europea y los Estados Unidos de
América sobre el tratamiento y la transferencia de los datos del registro de nombres de pasajeros
(PNR) por las companias aéreas al Departamento de Seguridad del Territorio Nacional de los

Estados Unidos, DO L 204, 4.8.2007.

27 Titulo I de la Carta del DHS a la UE adjunta a la Decisién 2007/551/PESC/JAI del Consejo,
de 23 de julio de 2007.
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de datos, incluidas las numerosas excepciones, no estdn lo suficientemente especificados
y sobrepasan los contemplados por la normativa sobre proteccién de datos»*.

Por lo que se refiere a los campos de datos que se transferian, el Acuerdo de 2007
reducia la cantidad a 19 frente a los 34 del Acuerdo de 2004*. El Parlamento Europeo
sefalé que dicha reduccién era mds bien «cosmética», ya que se debia a la fusién y al re-
nombramiento de campos de datos, y no a una verdadera supresién. El Pleno manifesté
ademds su preocupacién porque se facilitasen datos sensibles.

Con el Acuerdo de 2007, aumentaron las autoridades norteamericanas autorizadas
para la recepcién y tratamiento de los datos del PNR. Recordemos que el Acuerdo de 2004
identificaba un niimero limitado de organismos dentro del Departamento de Seguridad
del Territorio Nacional. Sin embargo, el Acuerdo de 2007 establecia que el responsable del
procesamiento de tales datos era dicho Departamento, sin precisar los organismos especificos
facultados, con lo que en la prictica se ampliaba el niimero de agencias que podian acceder a
los datos de cardcter personal de los pasajeros. Dada esta ampliacién, el Parlamento Europeo
se mostrd a favor de la aplicacién de la legislacién de Estados Unidos sobre proteccion de la
intimidad a los ciudadanos de la Unién, con el fin de que las entidades autorizadas se vieran
compelidas a respetar dicha normativa en el tratamiento de sus datos personales. Sin embar-
go, llamé la atencién sobre la persistencia de contradicciones entre el Derecho europeo y la
legislacién norteamericana en torno al tratamiento de datos personales.

En cuanto al tiempo de retencién de los datos del PNR se ampliaba de tres afios
y medio a quince afios, divididos en un periodo «activo» de siete afios y un periodo
«latente» de ocho afios™. La Eurocdmara criticd esta prérroga y que no se ofrecieran
garantias sobre la destruccién definitiva de tales datos tras la conclusién de ese periodo
total de 15 afos de conservaciéon. Asimismo, a los eurodiputados les preocupaba que la
conservacién durante siete anos en «bases de datos analiticas activas», pudiera conllevar
un importante riesgo de creacién de perfiles y extraccion de datos a gran escala, prictica
incompatible con los principios esenciales europeos y cuestién todavia debatida en el

propio Congreso de Estados Unidos.

Un cambio muy saludado respecto al Acuerdo de 2004, consistia en la adopcién
del sistema de transferencia push, frente al denominado sistema pu//, que solo se man-
tiene para el caso de que las companias aéreas no puedan emplear el método push. De
esta manera, las autoridades norteamericanas no tenfan acceso directo a los datos del

28  Dictamen 5/2007 del Grupo de Trabajo del articulo 29, relativo al nuevo Acuerdo entre la
Unién Europea y los Estados Unidos de América sobre el tratamiento y la transferencia de datos
del registro de nombres de los pasajeros (PNR) por parte de las compafifas aéreas al Departa-
mento de Seguridad del Territorio Nacional de los Estados Unidos, celebrado en julio de 2007.

29  Titulo III de la Carta del DHS a la UE.
30 Titulo VII de la Carta del DHS a la UE.
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PNR, esto es a las bases de datos de las companias aéreas, sino que eran estas tltimas
las encargadas de enviar esos datos a las agencias estadounidenses. Con este significa-
tivo cambio se consiguié frenar una invasidn excesiva en la esfera de privacidad de los
pasajeros, aunque la aplicacién subsidiaria del sistema pu// podia seguir acarreando
algunos problemas.

En definitiva, el Acuerdo de 2007 supuso ciertas mejoras respecto al de 2004 en
relacién con el nimero de datos transferibles, la adopcién del sistema push y la prevision
de revisiones periddicas del Acuerdo. Sin embargo, atin quedaban algunas aristas por
pulir si se queria garantizar una adecuada proteccién de los datos de cardcter personal
transmitidos a los servicios de seguridad norteamericanos’.

4.2. Nuevo Acuerdo mejorado de 2011 entre la Unién Europea y Estados Unidos
sobre transferencia de datos del PNR

Siguiendo las indicaciones de la Resolucién del Parlamento Europeo, de 5 de mayo
de 2010, en la que instaba al inicio de las negociaciones para los acuerdos relativos al regis-
tro de los nombres de los pasajeros (PNR) con los Estados Unidos, Australia y Canadd®, el
14 de diciembre de 2011, la Unién Europea y Estados Unidos firmaron un nuevo Acuerdo,
que finalmente fue aprobado por el Parlamento Europeo el 19 de abril de 2012%.

Los datos obtenidos de las companias aéreas se recopilardn, utilizardn y tratardn
con el fin de prevenir, detectar, investigar y enjuiciar: a) el terrorismo y los delitos rela-
cionados, b) otros delitos sancionados con una pena de tres o mds afios de privacién de
libertad y que sean de cardcter transnacional. En el primer apartado, se especifica qué se
entiende por «delitos relacionados» y, en el segundo, qué se considerard delito de «cardc-
ter transnacional»*. A pesar de este ejercicio de concrecidn, lo cierto es que el Acuerdo
de 2011 sigue incluyendo términos demasiado generales y definiciones excesivamente
vagas, con numerosas excepciones, lo que redunda en un riesgo tangible para la adecua-
da proteccién de los datos personales de los ciudadanos europeos.

31  Véase Tukdi, I. (2008-2009). Transatlantic Turbulence: The Passenger Name Record Conflict.
Houston Law Review, 45(2), 587-620.

32 Decisién del Consejo, de 13 de diciembre de 2011, relativa a la celebracién del Acuerdo entre
la Unién Europea y Australia sobre tratamiento y transferencia de datos del registro de nombres
de los pasajeros (PNR) por los transportistas aéreos al Servicio de Aduanas y de Proteccién de
las Fronteras de Australia, DO L 186, 14.7.2012.

33 Decisién del Consejo, de 26 de abril de 2012, relativa a la celebracién del Acuerdo entre los
Estados Unidos de América y la Unién Europea sobre la utilizacién y la transferencia de los
registros de nombres de pasajeros al Departamento de Seguridad del Territorio Nacional de los
Estados Unidos, DO 1215, 11.8.2012.

34 Articulo 4 del Acuerdo UE-EEUU de 2011.
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En este nuevo Acuerdo se mantiene la lista de 19 campos de datos transferibles,
haciendo caso omiso a las advertencias del Parlamento Europeo en cuanto a su despro-
porcidn respecto a los fines perseguidos. Por lo que respecta a los datos sensibles, es decir,
datos sobre el origen racial o étnico, ideologia politica, creencias religiosas o filoséficas,
afiliacién sindical y datos sobre la salud o la vida sexual de las personas®, el Departamen-
to de Seguridad del Territorio Nacional utilizard sistemas automatizados para filtrarlos
y enmascararlos. Se garantiza que solo se utilizardn en circunstancias excepcionales que
puedan poner en riesgo o en grave peligro la vida de una persona y serdn suprimidos
permanentemente en los 30 dias siguientes a la tltima recepcién del PNR que los con-
tenga. No obstante, podrdn conservarse durante el tiempo especificado en la legislacién
estadounidense para realizar una accién especifica de investigacién, enjuiciamiento o
ejecucion®. Esto significa que desde el punto de vista cualitativo la transferencia de
datos a las autoridades de Estados Unidos continta siendo demasiado amplia y no resul-
taba proporcional a los objetivos perseguidos por el Acuerdo.

Respecto al método de acceso a los datos del PNR, la regla general serd la utiliza-
cién del sistema push, obligando a las aerolineas a adoptarlo a mds tardar a los 24 meses
de la entrada en vigor del Acuerdo. No obstante, excepcionalmente se podrd «solicitar
a las companias que faciliten de otro modo el acceso», luego se sigue dejando abierta la
puerta a servirse del método pull, cuando las lineas aéreas no sean capaces de responder
a su debido tiempo a las peticiones de las autoridades norteamericanas.

Una novedad poco significativa en la prictica se refiere al tiempo de retencién de
los datos: se prevé un periodo «activo» que se rebaja a cinco afios y un periodo «latente»
y
que aumenta a diez afios®’, aunque el plazo total continde siendo de 15 afios.

Por otra parte, se asegura que la transmision ulterior de los datos del PNR a las
autoridades publicas de terceros paises solo se hard para contribuir a los casos que sean
objeto de examen o investigacién y, como ya exigia el Acuerdo de 2007, en base a com-
promisos que prevean una proteccion de la intimidad de los datos personales compa-
rable a la que aplica el Departamento de Seguridad del Territorio Nacional a los PNR.

Sin embargo, el Acuerdo sigue mostrando algunas de las deficiencias de las que ya
adolecia su predecesor, como son la falta de concrecién de los fines a conseguir con la trans-
ferencia de datos, la carencia de discriminacién entre datos pertinentes y otros especialmente
sensibles, la no identificacién clara de las autoridades facultadas para recibir y tratar los datos,
el pequeno resquicio dejado al sistema pull'y, por Gltimo, en general la escasa permeabilidad

35  En este sentido, véase la Resolucion del Parlamento Europeo, de 12 de julio de 2007, sobre el
Acuerdo PNR con los Estados Unidos de América (Textos aprobados, P6_TA (2007) 0347).

36  Articulo 6 del Acuerdo UE-EEUU de 2011.
37 Titulo VII de la Carta del DHS a la UE.
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del texto del Acuerdo a los principios firmemente asentados en la Unién en materia de pro-
teccién de datos personales y preservacion del derecho a la intimidad.

A pesar de que, como sehal el Supervisor Europeo de la Proteccién de Datos, el
nuevo Acuerdo revisado entre la Unién y Estados Unidos no habia cumplido pricti-
camente con ninguna de las sugerencias efectuadas por el Parlamento Europeo®, éste
finalmente lo aprobd, entrando en vigor el 27 de abril de 2012.

Desde la Direccién General de libertad, seguridad y justicia de la Comisién Euro-
pea, Jonathan Faull confié en que en esta ocasién fuera un acuerdo definitivo de siete
anos de duracién y anadié que en su opinién cumplia los criterios tanto de seguridad
como de proteccién de los datos individuales.

4.3. Acuerdo de 2005 sobre la transferencia de los datos API/PNR entre la
Unién Europea y Canadé

En 2005, la Comunidad Europea suscribia con Canadd un acuerdo sobre la trans-
ferencia de datos de los pasajeros de lineas aéreas que se dirigiesen a acropuertos situados
en territorio canadiense®. Este nuevo instrumento internacional que entr6 en vigor el
22 de marzo de 2006, ha sido menos criticado que los acuerdos logrados a lo largo de
estos anos con Estados Unidos.

Ello se debe singularmente a una actitud por parte de las autoridades canadienses
mids abierta a la conciliacidon entre seguridad y proteccién de la intimidad. Asimismo,
Canad4 cuenta con un sistema legislativo de proteccién de la privacidad y los datos de
cardcter personal, que frena cualquier intento de injerencia en la intimidad de los pa-
sajeros que no tenga una justificacién apropiada en la consecucién de fines superiores.
Concretamente, la Ley canadiense de proteccién del derecho a la intimidad otorga a
las personas fisicas los derechos de acceso, rectificacion y oposicidn respecto a toda la
informacién que les concierna®, derechos de los que también dispondran los pasajeros
cuyos datos se transmitan a Canadd. Ademds, una autoridad independiente, el Comisa-
rio de Datos, se encarga de vigilar el tratamiento de los datos por parte de las autoridades
canadienses.

38  Opinion of the European Data Protection Supervisor on the Proposal for a Council Decision
on the conclusion of the Agreement between the United States of America and the European
Union on the use and transfer of Passenger Name Records to the United States Department of
Homeland Security, 9 December 2011.

39  Acuerdo entre la Comunidad Europea y el Gobierno de Canadd, firmado en Luxemburgo el
3 de octubre de 2005, sobre el tratamiento de datos procedentes del sistema de informacién
anticipada sobre pasajeros y de los expedientes de pasajeros, DO L 82, 21.3.2006.

40  Canadian Privacy Act 1983. Véase también Personal Information Protection and Electronic Docu-
ments Act 2000.
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El Acuerdo establece que la transferencia y tratamiento de los datos personales API/
PNR provenientes de la Unién Europea estardn regulados por las condiciones estableci-
das en los «compromisos»*' de la Agencia de Servicios de Fronteras de Canadd (Canada
Border Services Agency), en relacién con su programa sobre PNR, asi como por la legisla-
cién nacional canadiense sobre la materia.

Durante el proceso de negociacion, la propuesta de acuerdo fue sometida a dictamen
del Grupo de Trabajo del articulo 29, donde se puso de manifiesto que algunas disposi-
ciones atentaban contra el derecho a la privacidad y a la proteccién de datos personales®.
Las autoridades europeas hicieron llegar sus reservas a las canadienses, quienes finalmente
aceptaron los puntos de vista de la Unién, modificindose la propuesta original.

En cuanto a los datos a transferir, el Acuerdo establece una lista de 25 elementos, de
la cual se excluyen los datos sensibles. Ademds las categorias son concretas, evitando la
confusién que pueden originar las «categorias abiertas» con las que se corre el riesgo de
incluir también «aspectos sensibles de la conducta de los pasajeros y de las personas que
los acompafnian»®. Asi, lo han puesto de manifiesto tanto el Parlamento Europeo, como
el Grupo de Trabajo del articulo 29* y el Supervisor Europeo de Proteccién de Datos®.

Las autoridades canadienses recibirdn esos datos aplicando el método push, para lo
cual se ha creado un Sistema de Informacién de Pasajeros, denominado PAXIS, a través
del cual las companias aéreas envian los datos de la API y del PNR a la Agencia de Ser-
vicios de Fronteras de Canad4. Esto significa, que las autoridades canadienses en ningtin

41 Decisién 2006/253/CE de la Comisién, de 6 de septiembre de 2005, relativa al cardcter ade-
cuado de la proteccién de datos personales incluidos en los registros de nombres de los pasajeros
(PNR) que se transfieren a la Canada Border Services Agency, DO L 91, 29.3.2006. En el Anexo
de esta Decision se incluyen los «compromisos» de la Agencia Servicios de Fronteras de Canad4
en relacién con la aplicacion de su Programa de PNR.

42 Dictamen 3/2004 del Grupo de Trabajo del articulo 29, de 11 de febrero de 2004, sobre el nivel
de proteccién garantizado por Canad4 para la transmisién de datos de pasajeros y de la informa-
cién avanzada de pasajeros de las companias aéreas.

43 Informe Final A6-0226/2005 del Parlamento Europeo, de 4 de julio de 2005, sobre la Propuesta
de Decisién del Consejo relativa a la celebracion de un Acuerdo entre la Comunidad Europea y el
Gobierno de Canad4 sobre el tratamiento de datos procedentes del sistema de informacién antici-
pada sobre pasajeros (API) y de los expedientes de los pasajeros (PNR), COM (2005) 0200.

44 Dictamen 1/2005 del Grupo de Trabajo del articulo 29, de 19 de enero de 2005, sobre el nivel
de proteccién garantizado por Canad4 para la transmisién del PNR e informacién previa sobre
pasajeros procedente de las companias aéreas.

45  Dictamen del Supervisor Europeo de Proteccién de Datos sobre la propuesta de Decisién del
Consejo relativa a la celebracién de un Acuerdo entre la Comunidad Europea y el Gobierno de
Canad4 sobre tratamiento de datos procedentes del sistema de informacién anticipada sobre
pasajeros (API) y de los expedientes de los pasajeros (PNR), COM (2005) 200 final, DO C 218,
6.9.2005.
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caso tienen acceso directo a las bases de datos de las acrolineas, preservando asi en mayor
medida el derecho a la intimidad.

Por principio, solo la mencionada Agencia recibe los datos y las transferencias poste-
riores a otras autoridades canadienses o a terceros paises inicamente podran tener lugar en
casos especificos relacionados con el terrorismo o delitos conexos, con paises considerados
idéneos segun decisién con arreglo a la Directiva 95/46 y con respecto a una cantidad
minima de datos a transmitir. Este es precisamente uno de los puntos mds positivos del
Acuerdo entre la Unién y Canad4, ya que a la hora de posteriores transferencias de los datos
de pasajeros la vara de medir vuelve a ser la proteccién europea del derecho a la intimidad.

En cuanto al tiempo de retencién de los datos obtenidos, se diferencia entre los de per-
sonas que estdn siendo objeto de investigacién en Canadd, los cuales se conservardn durante
6 afos, y los de personas que no sean objeto de investigacion en dicho pais, cuyos datos se
guardardn por un periodo de tres afios y medio. La distincién parece plenamente justificada
y ademds los lapsos temporales, claramente mds cortos que los que establece el Acuerdo con
Estados Unidos, cumplen adecuadamente con el principio de proporcionalidad.

Aunque el balance final del Acuerdo con Canadi es bastante positivo, todavia exis-
ten cuestiones que plantean ciertas dudas y que deberfan ser tenidas en cuenta de cara
a su renovacién o renegociacién. En este sentido, aqui también serfa bienvenida una
mayor concrecién de los fines que se pretenden alcanzar con la transferencia de datos. La
referencia al «terrorismo o delitos relacionados con el terrorismo u otros delitos graves,
incluida la delincuencia organizada, cuando tengan cardcter transnacional» deja abierta
la posibilidad de una interpretacién demasiado amplia, sobre todo en cuanto a qué se
considera un «delito grave»*. Dicha interpretacién podria alejarse del propésito bdsico
y fundamental de todos los acuerdos que venimos analizando, que no es otro que la
prevencion y represién de los actos terroristas.

A pesar de que la Resolucién del Parlamento Europeo, de 5 de mayo de 2010, insta-
ba al inicio de negociaciones para alcanzar un nuevo acuerdo PNR también con Canad4,
todavia no se ha alcanzado un nuevo consenso al respecto”.

4.4. Acuerdo de 2011 entre la Unién Europea y Australia sobre transferencia de
datos del PNR

En la linea de los acuerdos anteriormente analizados, en 2008 la Unién Europea
también suscribié un primer acuerdo con Australia sobre tratamiento y transferencia de

46 Véase Pérez Francesch, J.L., Gil Mdrquez, T., Gacitda Espésito, A. (2011). Informe sobre el
PNR. La utilizacién de datos personales contenidos en el registro de nombres de pasajeros: ;fines
represivos o preventivos?. [CPS Working Papers, 297, 1-24.

47  Resolucién del Parlamento Europeo, de 5 de mayo de 2010, cit.
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los datos contenidos en el PNR que gestionan las companias aéreas a los Servicios de
Aduanas de Australia®.

Tras la mencionada Resolucién del Parlamento Europeo, de 5 de mayo de 2010, en
la que instaba al inicio de las negociaciones para alcanzar nuevos acuerdos relativos al PNR,
el 29 de septiembre de 2011 la Unidn suscribi6 un segundo Acuerdo con Australia®.

El objeto de este acuerdo son los datos del PNR originados en la Unién sobre los
pasajeros con destino a Australia, procedentes de dicho pais o con escala en él. Al igual
que en los otros casos, la transmision y gestién de los datos del PNR que recopilan las
compaiias aéreas y que transfieren a las autoridades aduaneras de Australia se rigen por
la legislacién australiana®. Segtin el Grupo de Trabajo del articulo 29, dicha legislacién
garantiza un nivel adecuado de proteccién de los datos de cardcter personal de acuerdo
con el Derecho de la Unién®'.

El Acuerdo establece un sistema de acceso, rectificacién y borrado de los datos a fa-
vor de las personas afectadas, con independencia de su nacionalidad o pais de residencia,
garantizando a su vez el derecho a reclamar™.

En cuanto al tiempo de retencién de los datos obtenidos, «a lo largo de tres afos
a partir de la recepcién inicial, todos los datos del PNR deberdn ser accesibles para un
ndimero limitado de funcionarios del Servicio de Aduanas y de Proteccién de las Fron-
teras de Australia [...]; pasados los tres primeros afios siguientes a la recepcién inicial
y hasta el final del periodo de cinco anos y medio, los datos deberdn conservarse en el
sistema del PNR, pero todos los elementos de los datos que puedan servir para identifi-
car a los pasajeros a los que se refieren los datos del PNR deberdn ser enmascarados». En
el Acuerdo previo, las Aduanas conservaban los datos del PNR generados en la Unién
un méximo de tres anos y medio desde la fecha en que los habian recibido, y una vez
transcurrido ese plazo los datos podian quedar archivados dos afios mds. En ambos casos,
entre ambos plazos, los datos se retienen por un total de cinco anos y medio, el lapso

48  Acuerdo entre la UE y Australia sobre el tratamiento y la transferencia de los datos, generados
en la Unién Europea, del registro de nombres de los pasajeros (PNR) por las companias aéreas
a los Servicios de Aduanas de Australia, DO L 213, 8.8.2008.

49  Decisién del Consejo, de 13 de diciembre de 2011, relativa a la celebracién del Acuerdo entre
la Unién Europea y Australia sobre tratamiento y transferencia de datos del registro de nombres

de los pasajeros (PNR) por las transportistas aéreos al Servicio de Aduanas y de Proteccién de las
Fronteras de Australia, DO L 186, 14.7.2012.

50  Australian Privacy Act 1988.

51  Dictamen 1/2004 del Grupo de Trabajo del articulo 29, de 16 de enero de 2004, sobre el nivel
de proteccién garantizado por Australia en la transmisién de datos del registro de nombres de
pasajeros de las companias aéreas.

52 Articulo 13 del Acuerdo UE-Australia de 2011.
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temporal més corto de los Acuerdos analizados. Sin embargo, como ya puso de relieve
el Parlamento Europeo, la falta de concrecién de los fines para los que se retienen los
datos, no permite realizar un juicio adecuado de proporcionalidad en relacién al tiempo
de conservacién establecido en el Acuerdo™.

El Servicio de Aduanas de Australia recibe los datos y puede transferirlos a deter-
minados departamentos y agencias del Gobierno australiano especificados en el anexo 2
del Acuerdo. Por lo que se refiere a terceros paises, el Acuerdo de 2011 ha mejorado las
garantias que ya ofrecia el de 2008°*. En primer lugar, las transferencias tinicamente po-
drdn tener lugar tras un andlisis caso por caso. En segundo lugar, el Servicio de Aduanas
y de Proteccién de las Fronteras de Australia deberd valorar detenidamente la pertinen-
cia de los datos correspondientes, poniéndose en comun solo los elementos especificos
de los datos del PNR probadamente necesarios en determinadas circunstancias. Y por
tltimo, se transferira exclusivamente la minima cantidad. Adema4s de todo esto, la auto-
ridad del tercer pais que reciba los datos habrd aceptado aplicar las mismas salvaguardas
de este Acuerdo a los datos transferidos.

Como ya hemos apuntado, las dudas respecto al Acuerdo con Australia también
radican en la falta de especificacion de los fines que se pretenden alcanzar con la transfe-
rencia de datos. La referencia al «terrorismo y graves delitos de cardcter transnacional» se
ha querido concretar aludiendo a qué incluirdn los «delitos terroristas» y qué se entiende
por delito grave de «cardcter transnacional»*. A pesar de este ejercicio de concrecidn, lo
cierto es que el Acuerdo de 2011 sigue incluyendo términos demasiado generales, abier-
tos a diferentes interpretaciones, lo que redunda en un riesgo tangible para la adecuada
proteccion de los datos personales de los ciudadanos europeos. De nuevo aqui, esta
indeterminacién podria alejarse del propdsito bdsico y fundamental de todos los acuer-
dos que venimos analizando, que no es otro que la prevencién y represién de los actos
terroristas™, y este punto deberia ser tenido en cuenta de cara a revisiones posteriores

del Acuerdo.

53  Recomendacién del Parlamento Europeo, de 22 de octubre de 2008, destinada al Consejo sobre
la celebracién de un Acuerdo entre la UE y Australia sobre el tratamiento y la transferencia de
datos, generados en la Unién Europea, del registro de nombres de los pasajeros (PNR) por las
compafifas aéreas a los Servicios de Aduanas de Australia (2008/2187 (INI)).

54  El Acuerdo UE-Australia de 2008 habfa sido criticado porque no especificaba ni los criterios ni
los requisitos para admitir la difusién de los datos del PNR a terceros Estados. A través de esta
via podia cercenarse el nivel de proteccién de los datos de cardcter personal de los pasajeros, ya
que tampoco se exigia que el tercer pais en cuestion garantizase una adecuada seguridad.

55 Articulo 3 del Acuerdo UE-Australia de 2011.
56 A este respecto véase la Propuesta de Resolucién del Parlamento Europeo, de 3 de noviembre

de 2010, sobre el enfoque global de las transferencias de datos de los registros de nombres de
los pasajeros (PNR) a terceros paises y las Recomendaciones de la Comisién al Consejo para
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5. FUTURO PNR EUROPEO Y CRITERIOS ARMONIZADOS PARA LOS
ACUERDOS INTERNACIONALES

La Unién Europea reconoce, por un lado, la importancia de los datos del PNR en
la lucha contra el terrorismo y otros delitos afines y, por el otro, la sensible naturaleza de
los datos individuales que estdn contenidos en dicho registro, que han de ser especial-
mente protegidos. En un mundo caracterizado por la movilidad constante de las perso-
nas, la seguridad y la prevencién de la delincuencia grave y, sobre todo, del terrorismo,
deben ir acompafadas de un intercambio de datos mds eficaz, focalizado y rdpido en

Europa y a nivel mundial®’.

De momento la conjugacién entre ambos intereses en los tratados internacionales
suscritos con terceros paises se ha realizado de una forma un tanto precaria. Hasta hoy,
la celebracién de acuerdos sobre el PNR ha estado dictada por la «demanda» y se ha
resuelto caso por caso.

Todos los convenios tratan de cuestiones comunes y regulan la misma materia, pero
sus disposiciones no son idénticas. Por ejemplo, existen diferencias en cuanto a los fines
a lograr, cuando se supone que todos ellos van dirigidos a la prevencién y represién del
terrorismo; tampoco se transfieren ni la misma cantidad ni la misma calidad de datos;
los plazos de tratamiento y retencién son sensiblemente diversos; y, lo que es mds im-
portante, la proteccién de los datos de cardcter personal difiere en cada caso al hacerla
depender de la legislacién interna del Estado al que se transmiten y de las garantias para
el acceso, rectificacién y cancelacién que la misma ofrezca.

Esta falta de uniformidad llevé al Consejo a presentar en 2007 una propuesta de
Decisién marco sobre utilizacién de los datos del PNR con fines represivos™. Su obje-
tivo radicaba en armonizar las disposiciones de los Estados miembros relativas a la obli-
gacién de las companias aéreas, que ofrecen vuelos hacia o desde la Unién Europea, de
transmitir los datos PNR a las autoridades competentes con el fin de prevenir y combatir
los atentados terroristas y la delincuencia organizada. Sin duda, hacia falta una armo-

autorizar la apertura de negociaciones para un Acuerdo entre la UE y Australia, Canadd y los
Estados Unidos, B7-0604/2010/rev.2.

57  Asilo ha puesto de relieve el Parlamento Europeo, reiterando su determinacion de luchar contra
el terrorismo y de la delincuencia organizada y transnacional y, al mismo tiempo, su firme con-
viccién con respecto a la necesidad de proteger las libertades civiles y los derechos fundamentales,
especialmente los derechos a la intimidad, a la autodeterminacién informativa y a la proteccién
de datos; Propuesta de Resolucién del Parlamento Europeo, de 3 de noviembre de 2010, cit.

58  Propuesta de Decisién Marco del Consejo, de 6 de noviembre de 2007, sobre utilizacién de
datos del registro de nombres de pasajeros con fines represivos, COM (2007) 654 final. Véase
Brouwer, E. (2009). The EU Passenger Name Record (PNR) System and Human Rights. Trans-
ferring Passenger Data or Passenger Freedom?. CEPS Working Documents, 320, 1-29.
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nizacién de las legislaciones internas de los Estados miembros, pues algunos ya tenfan
normativa y otros la estaban desarrollando en esos momentos®. Mds tarde, algunos de
ellos han reclamado que sus autoridades aduaneras también tengan acceso a los datos del
PNR y API cuando los trayectos en avién se realicen dentro de la propia Unién o en el
caso de los pasajeros en trénsito®.

Pero la uniformizacién interna también podria haber respondido a una coherencia ex-
terna en cuanto al contenido de los tratados a suscribir en esta materia con terceros paises.
De hecho, una de las criticas que se hizo a la Propuesta de Decisién marco del Consejo fue
precisamente que sus disposiciones se parecfan demasiado a las del Acuerdo de la Unién Eu-
ropea con Estados Unidos sobre el PNR que, como hemos apuntado, es el menos adecuado
al nivel de proteccién de los datos de cardcter personal que garantiza el Derecho europeo®'.

Llama poderosamente la atencién que no se haya tratado de armonizar hasta el
mdximo posible el contenido de dichos instrumentos, méxime cuando es probable que
la «demanda» de nuevos acuerdos con otros paises aumente en un futuro préximo®.

Un marco global concertado y delimitado sobre transferencia y tratamiento de
datos del PNR proporcionaria un molde a partir del cual se desarrollarfan las negociacio-
nes de los distintos tratados internacionales con terceros paises, a la vez que marcarfa las

59  Los Estados miembros debfan tomar las medidas necesarias para dar cumplimiento a lo dispues-
to en estaPropuesta de Decisién Marco antes del 31 de diciembre de 2010, fecha ampliamente
sobrepasada sin que se haya producido su adopcién u otra propuesta en el mismo sentido.

60  Los gobiernos de algunos Estados miembros se hacfan eco de esta reclamacién proveniente de
las agencias y servicios de seguridad internos. Especial atencion le presté la presidencia chipriota
del Consejo que promovié un proyecto para investigar las posibilidades que brindaria el uso de
los datos de pasajeros por parte de las autoridades aduaneras de los Estados. Lo cierto es que
aunque las delegaciones de algunos Estados consideraban positivo el proyecto, a su vez también
se mostraban satisfechos con los actuales instrumentos legales de control de pasajeros aéreos.
Véanse Note Aviation Security against Terrorism Threats — Conclusions of the Conference of 31
October 2012, Nicosia, Cyprus, doc. 16252/12; Customs Cooperation Working Party, Experts
meeting and Plenary meeting 11 December 2012, doc. 17977/12; Cyprus Delegation, Threat
assessment on air transit passengers 11 January 2013, doc. 5208/13; Study by the Presidency on
Advanced Passenger Information and Passenger Name Records, 6 February 2013, doc. 5947/13.

61  Segun la Propuesta de Decision marco se transferirdn 19 elementos, que coinciden con los datos
sefialados en el Acuerdo UE-EEUU de 2011; se prevé como método general a utilizar el push, pero
cuando la companfa aérea no posea la capacidad técnica para utilizarlo, se permitird a las autori-
dades de los terceros paises acceder a la informacién de las aerolineas mediante el método pull;
el tiempo total de retencién de datos se limita a 13 afios, muy cercano a los 15 del Acuerdo con
EEUU. Véase De Busser, E. (2010). EU data protection in transatlantic cooperation in criminal
matters. Will the EU be serving its citizens an American meal?. Usrechr Law Review, 6(1), 86-100.

62  Comunicacién de la Comisién, de 21 de septiembre de 2010, sobre el enfoque global de las
transferencias de datos de los registros de nombres de pasajeros (PNR) a los terceros paises,

COM (2010) 492 final, p. 6.
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pautas a seguir por las legislaciones internas de los Estados. Asi mismo, la armonizacién
resulta primordial para las companias aéreas ya que proporcionarfa un marco juridico
coherente y relativamente uniforme para la transmisién de datos del PNR, garantizando
unas condiciones de competencia equitativas en el sector.

Siguiendo esta linea, la Comisién y el Parlamento Europeo abogan por un enfoque
global de las transferencias de datos de los registros de nombres de los pasajeros (PNR)
a los terceros paises. Reconsiderando su posicién en esta materia, en 2010 la Comisién
presenté una comunicacién con el objetivo clave de establecer, por primera vez, un con-
junto de criterios generales que se convertird en la base de las negociaciones futuras de
los acuerdos PNR con los terceros paises.

6. AMODO DE CONCLUSION

Desde hace una década la Unién Europea viene enfrentdndose al dificil reto de
conjugar la lucha contra el terrorismo internacional a través de todos los medios a su
alcance, con el mantenimiento de un nivel adecuado de proteccién de los derechos a la
intimidad, a la privacidad y a la salvaguarda de los datos de cardcter personal.

La relevancia del intercambio de informacién a escala mundial con el fin de pre-
venir, detectar, investigar y enjuiciar las actividades terroristas y otros delitos graves de
cardcter transnacional, aboca a permitir, a través de tratados bilaterales, que los servicios
de seguridad de paises terceros accedan y gestionen los datos de pasajeros europeos reco-
gidos por las companias aéreas al comercializar sus billetes.

Si bien en los primeros afios, la Unién se vio un tanto abrumada por las circuns-
tancias respondiendo a las exigencias de otros paises de forma un tanto torpe, a partir de
ahora, y aprendida la leccién, deberia establecer las lineas rojas en materia de proteccién
de los datos personales y del derecho a la intimidad, que no podrén traspasarse con los
acuerdos concertados con terceros paises.

A su vez, resulta encomiable la labor, comenzada ya por la Comisién, de fijar un con-
junto de criterios generales que se convertirdn en la base de las negociaciones futuras de los
acuerdos PNR con otros Estados, lo que dard como resultado una armonizacién del conte-
nido de los mismos. Tanto las compafifas como los pasajeros deben tener la mayor certeza
posible sobre los datos transferibles, la finalidad a alcanzar con los mismos e, incluso, su plazo
de conservacién, sin que estos elementos flucttien dependiendo del pais al que se viaja.

Si se siguieran rigurosamente estas pautas, los acuerdos sobre tratamiento y transfe-
rencia de datos del PNR dejarian de ser sospechosos de sacrificar en el altar del «dios de
la seguridad», derechos fundamentales reconocidos al ciudadano no solo por la legisla-
cién interna de los Estados, sino por la propia normativa europea.



9

PRESERVING PRIVACY IN TIMES OF COUNTER
CYBER-TERRORISM DATA MINING

Liane CoLoNNA
The Swedish Law and Informatics Research Institute,
Stockholm University, Doctoral Candidate

ABSTRACT: Terrorists are embedded and operate in the online environment. Analyzing this alternate
side of the Internet, sometimes referred to as the «Dark Web», can ostensibly provide important clues
regarding the nature of the terrorist threat. The problem is, however, that the massive amounts of data
available to be intercepted and analyzed is so enormous that it overwhelms traditional methods of
monitoring and surveillance.

One solution to this problem of information «overload» is data mining, which is increasingly being
recognized as one of the most salient technologies for counter-terrorism in general and for cyber
security in particular. While data mining presents many possibilities to combat cyber-terrorism, the
widespread use of the technology by governments around the world has been criticized for raising
serious human rights concerns. Large-scale, governmental data mining projects have been met with
fierce criticism with issues of privacy, data protection, surveillance and government «snoopingy being
brought to the forefront.

This paper seeks to explore how to preserve privacy in an age of counter cyber terrorism data mining.
Specifically, it will evaluate the advancing technology of data mining and the privacy concerns raised
by it. The paper will conclude with a discussion about how states seck to ensure both privacy and
security in times of cyber terrorism from the perspective of the European Court of Human Rights.

KEYWORDS: Data mining, cyber security, privacy, human rights, terrorism.

1. INTRODUCTION

Terrorists are embedded and operate in the online environment: they communi-
cate in chat rooms between members and supporters; they recruit through Web sites;
they train via online manuals; they broadcast propaganda videos and Webcasts; and
they plan and implement attacks in cyberspace.! Analyzing this alternate side of the

1 Committee on Technical and Privacy Dimensions of Information for Terrorism Prevention and
Other National Goals, National Research Council. (2008). Protecting Individual Privacy in
the Struggle Against Terrorists: A Framework for Program Assessment. The National Academic
Press. (hereinafter referred to as «Protecting Individual Privacy in the Struggle Against Terror-
1StS.»
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Internet, sometimes referred to as the «Dark Web», can ostensibly provide important
clues regarding the nature of the terrorist threat.” The problem is, however, that the
massive amounts of data available to be intercepted and analyzed is so enormous that it
overwhelms traditional methods of monitoring and surveillance.?

One solution to this problem of information overload is data mining, which is
increasingly being recognized as one of the most salient technologies for counter terror-
ism in general and counter-cyber terrorism in particular.* Although the concept of data
mining is in a state of conceptual muddle, it can broadly be understood to be an advanc-
ing collection of computational techniques for automatic analysis of huge data sets with
the purpose of identifying key trends and previously unknown patterns.” Data mining
is often regarded as the most essential step in «knowledge discovery in databases», which
denotes the entire process of using data to generate information that is easy to use in a
decision-making context.®

While data mining presents many possibilities to combat cyber terrorism’, the
widespread use of the technology by governments around the world has been criticized
for raising serious human rights concerns. Large-scale, governmental data mining proj-
ects, such as the Swedish data-mining project authorized by the so-called «<FRA Law,»
have been met with fierce criticism with issues of privacy, data protection, surveillance
and government «snooping» being brought to the forefront. Essentially, the fear is that
these programs will lead not only to an invasion of the individual’s secret or private
world but also to a loss of the individual’s control over his/her personal data with at-
tendant real-world consequences.®

2 Id.: see also, United States. Dept. of Defense. Technology and Privacy Advisory Committee.
(2004). Safeguarding privacy in the fight against terrorism report of the Technology and
Privacy Advisory Committee. Washington, D.C. (stating that «the ubiquity of information
networks and digital data has created new opportunities for tracking terrorists and preventing
attacks.»).

3 Cloete, L. (2012). Dark Web: Exploring and Data Mining the Dark Side of the Web. Online
Information Review, Vol. 36 (Issue 6), pp.932 — 933.

4 Last, M. (2008). Data Mining. In L. A. M. Colarik & ]. Janczewski (eds.), Cyber Warfare and
Cyber Terrorism (pp. 358-365). Hersbey, PA: Information Science Reference.

5  Id

6 Protecting Individual Privacy in the Struggle Against Terrorists.
C.f Schneier, B. (March 2006). Why Data Mining Won’t Stop Terror. Wired Magazine.
(contending that data mining is not useful for identifying individuals planning terrorist
activities).

8 Solove, D. (2011). Nothing to Hide: The False Tradeoff Between Privacy and Security. New Haven:
Yale University Press.
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While the aforementioned concerns are legitimate it is also true the right to privacy
is not normally held to be absolute.” The right sometimes competes with other rights
and interests such as national security although, it is important not to view privacy and
security as a zero-sum game.'® The question of how to secure both the right to privacy
and the duty of society to protect its people from terrorism through the use of this im-
portant technology is rather open-ended with international courts such as the European
Court of Human Rights (ECtHR), increasingly grappling with the issue."!

The outline of this paper is as follows: first, it will explore the way terrorist are able
to exploit the ubiquity of information networks and digital data. Then it will explore
the advancing technology of data mining and how it can assist law enforcement in its in-
vestigation of cyber terrorism and other serious crime. Next the paper will consider pri-
vacy issues and the concerns raised by governmental data mining projects. The paper
will conclude with a discussion about how states can obtain both privacy and security in
times of cyber terrorism from the perspective of the ECtHR.

2. TERRORISM AND THE INTERNET

2.1. The way terrorist use the Internet

The Internet can be defined as «an international supernetwork linking all varieties
of computers and computer networks together to exchange information.»' It is a «net-
work of networks» which, allows for the transfer of complex messages in many different
formats: email, chat in real-time, speech (VoIP), transmission of photographs and video,
satellite images, as well as software and other applications.' The Internet has become a
tool to distribute incalculable amounts of knowledge for ordinary people, the potential
of which is so far-reaching that all of its possibilities have not yet been imagined.'

9 See e.g., Convention for the Protection of Human Rights and Fundamental Freedoms (1950)(where
Article 8 provides a right to respect for one’s «private and family life, his home and his correspon-
dence,» subject to certain conditions).

10 Solove, D. (2011). Nothing to Hide: The False Tradeoff Between Privacy and Security. New Haven:
Yale University Press.

11 See e.g, Centrum for rittvisa v. Sweden, Application no. 35252/08, ECtHR, lodged on 14 July
2008.

12 Waters, R.C. (February 1997). An Internet Primer. Federal Lawyer, Vol. 44, 33.

13 Golumbic, M.C.. (2008). 7he Balance Between Security and Civil Rights in Fighting Terror Online
Springer, 15-61: see also, Waters, R.C. (February 1997). An Internet Primer, Federal Lawyer, Vol.
44 (The Federal Bar Association) 33.

14 Waters, R.C. (February 1997). An Internet Primer. Federal Lawyer, Vol. 44, 33.
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Alongside the legal activity on the Web, the Internet also serves as a communica-
tions means for terrorist.”” Indeed, the ubiquity of information networks and digital
data has created a new frontier for terrorism: cyberspace. And, from the perspective of a
terrorist, there are a myriad of highly attractive features about the Internet: it is unregu-
lated, fairly anonymous, fast, easy to access and can be used to reach huge audiences.'

There are a number different ways that terrorist are taking advantage of the Web.
They communicate between members and supporters.'” They recruit and fundraise
through Web sites. '® They train via online education manuals as well as provide online
directions to training camps." They use propaganda videos to sustain the converted, to
intimidate the enemy, to win recruits and to raise funds.”® They disseminate racists and
xenophobic material online.?! Finally, they not only threaten the commission of terror-
ists acts but they also plan and implement attacks online.?? As indicated by the former
US Deputy Defense Secretary Wolfowitz, the Internet has become «a tool that the ter-
rorists use to conceal their identities, to move money, to encrypt messages, even to plan
and conduct operations remotely.»*

Broadly, the kinds of attacks that terrorist implement in cyberspace can be grouped
into two main categories: attacks that are aimed «only» at other computer systems and
those that are intended to harm human lives.* Attacks that are aimed at computer
systems can be used to, among other things, deface computer servers to demonstrate
a certain level of technological dangerousness, to manipulate central government data-
bases, to acquire information about opponents (i.e. data espionage), to create a denial

15 Golumbic, M.C.. (2008). 7he Balance Between Security and Civil Rights in Fighting Terror Online
Springer, 15-61.

16  Weimann, G. (Springer 2005). How Modern Terrorism Uses the Internet. 7he Journal of Inter-
national Security Affairs, Vol. 8.

17 Protecting Individual Privacy in the Struggle Against Terrorists.

18 Id.
19 Id.
20 Id.

21  Sieber, Ulrich, Brunst, Phillip. (2007). Cyberterrorism and Other Use of the Internet for Te-
rrorist Purposes — Threat Analysis and Evaluation of International Conventions. In: Council
of Europe (ed(s).): Cyberterrorism — The use of the Internet for terrorist purposes. Strasbourg,
Council of Europe Publishing, 94.

22 Protecting Individual Privacy in the Struggle Against Terrorists.

23 Lipton, E. and Eric Lichtblau. (September 23, 2004). Even Near Home, a New Front Is Ope-
ning in the Terror Battle, 7he New York Times.

24 Brunst, Phillip. (2009). Terrorism and the Internet. In: Wade, Marianne / Maljevic, Almir
(ed(s).): A War on Terror? The European Stance on a new threat, changing laws and human
rights implications. New York, Springer, 51 - 78.
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of important services or to limit the ability of individuals to gain access to Internet
communication.” Attacks that are intended to harm human lives include, for example,
those aimed at critical infrastructures such as hydroelectric dams, traffic control systems
and nuclear power plants.?

It is important to mention that aside from performing activities online, terrorist
also interact with society at large. Terrorist use cell phones, pay with credit cards, travel
commercially, rent vehicles and apartments, and otherwise engage in conventional com-
mercial activities. All of these are activities that leave digital footprints that may subse-
quently be tracked, combined with data collected online and processed to give rise to
important clues about terrorist activities.”

2.2. The surveillance challenge

There are several important surveillance challenges to detecting terrorist threats on
the Web. First, the communications of intelligence targets must be filtered out of the
massive amounts of data available on the Internet, usually in real-time, in order to pre-
vent fast-spreading threats. This is sometimes more colloquially referred to as the «the
needle in the haystack problem.»?® Furthermore, the communications must be located
within a huge civilian environment which, poses risk to the liberty of the great majority

of individuals whose communications are lawful.?

It is also important to note that terrorist groups will make calculated efforts to con-
ceal their identity and mask their behaviors, and will use various strategies to obfuscate
the data they are generating and exchanging.* For example, terrorist will encrypt their
online messages, apply code words, and use multiple identities.’ Terrorists also create
extremely dynamic Web sites to relay their ideas.?” Last explains that, «(t)errorist orga-

25 Brunst, Phillip. (2009). Terrorism and the Internet. In: Wade, Marianne / Maljevic, Almir
(ed(s).): A War on Terror? The European Stance on a new threat, changing laws and human
rights implications. New York, Springer, 51 - 78.

26 Brunst, Phillip. (2009). Terrorism and the Internet. In: Wade, Marianne / Maljevic, Almir
(ed(s).): A War on Terror? The European Stance on a new threat, changing laws and human
rights implications. New York, Springer, 51 - 78.

27 Protecting Individual Privacy in the Struggle Against Terrorists.

28  Protecting Individual Privacy in the Struggle Against Terrorists.

29 Golumbic, M.C.. (2008). 7he Balance Between Security and Civil Rights in Fighting Terror Online
Springer, 15-61.

30  Protecting Individual Privacy in the Struggle Against Terrorists.

31  Protecting Individual Privacy in the Struggle Against Terrorists.

32 Hsinchun Chen , Dark Web: Exploring and Data Mining the Dark Side of the Web (Integrated
Series in Information Systems) (Springer 2011).
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nizations can post their information on the Web at any location (Web server), in any
form (Web page, Internet forum posting, chat room communication, e-mail message,
etc.), and in any language.»® Frequently Web pages emerge overnight and then swiftly
disappear by changing their URLs, which are later announced via online forums.**

3. DATA MINING

3.1. The technology of data mining

Every day, quintillions of bytes of data are created: the amount of data is growing
so rapidly that that scientists are no longer talking in terms of megabytes, gigabytes,
terabytes or even petabytes, but have, instead, had to create new terms such as «zetta-
byte» to describe it.* Although this data offers great potential, humans do not have
the capacity, on their own, to reap all of the benefits that may be revealed from a more
comprehensive understanding of all of these data.?® In this respect, data mining can be
understood as the response to this problem of information «overload.» The idea is that
«big data» should be met with «big processing power.»

Data mining is often thought to be the most essential step in the process of «knowl-
edge discovery in databases», which denotes the entire process of using data to generate
information that is easy to use in a decision-making context.”” The data-mining step
itself consists of the application of particular algorithms or machine learning techniques
to the cleansed data in order to identify certain previously unknown characteristics of
the data set.”® Data mining techniques can include, for example, association analysis
(finds interesting correlations among a large set of data items), cluster analysis (describes

33 Last, M and Alex Markov, Abraham Kandel. (2008). «Multi-lingual Detection of Web Terrorist
Content in Intelligence and Security Informatics Studies.» In Computational Intelligence. Vol.
135, 79-96.

34  Chen, H. (2011). Dark Web: Exploring and Data Mining the Dark Side of the Web. /nzegrated
Series in Information Systems. Springer.

35 A «ettabyte» is equivalent to about 250 billion DVDs. For more, see Arthur, C. (2011). «What's
a Zettabyte? By 2015, The Internet Will Know, says Cisco,» Technology Blog at The Guardian
UK Newspaper; see also, Kuner, C. Fred H. Cate, Christopher Millard, Dan Jerker B. Svantes-
son. (2012). The Challenge of ‘Big Data’ for Data Protection.» International Data Privacy Law
Vol. 2(2), 47.

36  Han, J. and Micheline Kamber. (2006). Data Mining: Concepts and Techniques (Second Edition,).
San Francisco: Morgan Kaufmann Publishers.

37 1d.

38 Han, J. and Micheline Kamber. (2006). Dara Mining: Concepts and Techniques (Second Edition,).
San Francisco: Morgan Kaufmann Publishers.
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the available datasets by grouping them into common categories), predictive modeling
(predicts future outcomes based on automated analysis of historic data) or anomaly de-
tection (discovers events that typically do not conform to expected normal behavior).*’
Data mining also has a multiplicity of different application domains ranging from the
banking/finance sector (e.g. detection of fraudulent credit card usage patterns, risk man-
agement related to attribution of loans) to retail/ marking sector (e.g. discovery of buy-
ing behavior patterns) to medical sector (e.g. computer assisted diagnoses of illnesses)
to, of course, the law enforcement sector which will be explained in more depth below.

It is important to understand that data mining is a relatively new field that dif-
fers from the data processing of the recent past for a number of reasons and as such it
raises concerns that have hitherto not been the object of extensive study. For example,
unlike earlier forms of data processing, data mining is usually conducted on huge
volumes of complex data and it can extract value from such volume.* Furthermore, it
generates «<new» knowledge: instead of simply extracting «what» is in a database, data
mining can turn data into something novel and more useful such as a more compact
summary or a more useful form such as a prediction.* It is also worth mentioning
that data mining is not necessarily limited by the creativity of humans to create hy-
potheses because some forms of data mining are able to explore the dataset and gener-
ate hypotheses automatically.?

3.2. Applications of data mining in the cyber terrorism context

Counterterrorism data mining can broadly be understood to denote the use of
various mathematical and machine learning techniques to sift through large data reposi-
tories to identify threats to law enforcement and national security.” It often involves
extracting information from databases, as well as text, voices, other audio, video, graphs,

39 See generally, Taipale, K.A. (2003). Data Mining and Domestic Security: Connecting the Dots
to Make Sense of Data. Columbia Science & Technology Law Review, 1-229; Seifert, ].W.. (Dec.
16, 2004).Data Mining: An Overview. Congressional Research Service 1.

40  Lloyd-Williams, M. (1997). Discovering the Hidden Secrets in Your Data - the Data Mining
Approach to Information, Information Research: An International Electronic Journal available
online at http://informationr.net/ir/3-2/paper36.html

41 Taipale, K.A. (2003). Data Mining and Domestic Security: Connecting the Dots to Make Sense
of Data. Columbia Science & Technology Law Review, 1-229.

42 Custers, B. (2013). Data Dilemmas in the Information Society: Introduction and Overview. In
Bart Custers, Tal Zarsky, Bart Schermer, Toon Calders)(eds.), Discrimination and Privacy in the
Information Society: Data Mining and Profiling in Large Databases. Springer.

43 Ramasastry, A. (January 7, 2004). The Safeguards Needed for Government Data Mining. Re-
trieved from http:// writ.news.findlaw.com/ramasastry/20040107.html.
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images, maps, and equations and chemical formulas.* It then uses this information to
search for threats using specific techniques such as clustering, association and classifica-
tion, described above.®

Meaningful discussions about governmental counter cyber terrorism data mining
programs are difficult because so little is known about how these programs work in
practice. This is because they are confidential and classified for security reasons. As such,
the goal here is to provide a couple of examples of where the scientific research is being
done in order to help elucidate how governments might apply data mining in the coun-
ter cyber terrorism context.

A first example of a data mining application in the cyber terrorism context is intru-
sion detection.* Network-intrusion is defined as «a special form of cyber threat analysis
to identify malicious actions that could affect the integrity, confidentiality, and availabil-
ity of information resources.» ¥’ Data mining-based intrusion-detection mechanisms are
extremely useful in discovering security breaches for a variety of reasons.*® That is, data
mining can be used to assist in locating anomalous events on a network by building a
model of normal behavior and automatically detecting significant deviations from it.*
Data mining can also be used to assist in locating patterns and signatures of previously
known attacks. ** Furthermore, research is being done to apply data mining to not just
detect intrusions in real time but to also predict attacks in advance.”!

Web link and content analysis is another example of where data mining is being
applied in the cyber-terrorism context. On this point, the work being done at the US-
based Dark Web project is illustrative. The Dark Web Project, funded by the American
National Science Foundation, relies solely on open source data. The aim of the Project

44 (Feb. 23, 2004). Controversial Government Data Mining Research Lives On. Retrieved from
htep:// www.siliconvalley.com/mld/siliconvalley/news/editorial/8022436.htm.

45 Seifert, ].W.. (Dec. 16, 2004).Data Mining: An Overview. Congressional Research Service 1.

46 ‘Thuraisingham, B. (2009). Data Mining for Security Applications and Its Privacy Implications,
Privacy, Security, and Trust. KDD Lecture Notes in Computer Science, Volume 5456, pp 1-6.

47 Al-Shawi, A. (2011), Data mining techniques for information security applications. WI/REs
Comp Stat, Volume 3, 221-229.

48  Al-Shawi, A. (2011), Data mining techniques for information security applications. W/REs
Comp Stat, Volume 3, 221-229.

49  Han, J. and Micheline Kamber. (2006). Data Mining: Concepts and Techniques (Second Edition).
San Francisco: Morgan Kaufmann Publishers.

50  Al-Shawi, A. (2011), Data mining techniques for information security applications. WIREs
Comp Stat, Volume 3, 221-229.

51  Thuraisingham, B. (15-18 Sept. 2009). Data Mining for Malicious Code Detection and Secu-
rity Applications. Web Intelligence and Intelligent Agent Technologies, 2009. WI-IAT ‘09. IEEE/
WIC/ACM International Joint Conferences.
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is to collect all web content generated by international terrorist groups including web
sites, forums, chat rooms, blogs, social networking sites, videos, virtual world, etc. and
to apply various data mining techniques to make sense of it. >> The amount of data col-
lected for this project is enormous: two terabytes of data, 500 million pages, files and
postings from over 10,000 sites.”® This huge amount of data would quickly overwhelm
traditional methods of monitoring and surveillance.

More specifically, data mining is being applied in the Project to visualize hyper-
linked communities. By analyzing and visualizing hyperlink structures between terror-
ist-generated web sites and their content, the Project contends that it can discover a
deeper understanding of structure and organization of terrorist group networks.”* By
visualizing a picture of hyperlinked communities, for example, it is possible to see that
terrorist groups are linked to each other through complex networks and to uncover hid-
den Web communities.” Hyperlink analysis can also help identify how relationships be-
tween groups are formed and dissolved. **It can further enable governments to decipher
the communication channels among terrorist groups across different jurisdictions. >

The project is also applying data mining to help identify and trace terrorists operat-
ing in cyberspace. It is doing this through the development of multilingual authorship
analysis.’® In authorship analysis, data mining techniques can be applied to find out who
is creating «anonymous» content online. > The idea is to find the digital analogue to the
«fingerprint» — the «writeprint.»®

Dark Web’s software, called Writeprint, samples 480 different factors to identi-
fy whether the same people are posting to multiple radical forums.®" It can analyze
everything from a fragment of an email to videos depicting American soldiers blown

52 Chen, H. (2011). Dark Web: Exploring and Data Mining the Dark Side of the Web. /nzegrated
Series in Information Systems. Springer.

53  Fox News. (November 11, 2007). Internet Tool Hopes to Capture Online Terrorists. Associated
Press.

54  Chen, H.. (2006). Intelligence and Security Informatics for International Security: Information
Sharing and Data Mining. Integrated Series in Information Systems, Volume 10, 55-73. Springer.

55 1Id.

56 Id.
57 Id.
58 Id.
59 Id.
60 Id.

61  Fox News. (November 11, 2007). Internet Tool Hopes to Capture Online Terrorists. Associated
Press.
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up in Humvees and fuel tankers.®* It looks at writing style, word usage and frequency
and greetings, and at technical elements ranging from Web addresses to the coding on
multimedia attachments. ® It also looks at linguistic features such as special characters,
punctuation, word roots, font size and color. ¢

3.3. Sweden, the FRA and data mining

Signals intelligence is a special form of intelligence collection that, as its name suggests,
is derived from the interception of signals, including communications signals, electronic
emissions, and telemetry. ©® One of the purposes of signals intelligence is to give advance
warning of circumstances in the international environment that may affect a state from a
security and/or military perspective. For example, signals intelligence could provide warn-
ing of an armed attack or violation of territorial integrity.* Data mining is extremely useful
in the context of signals intelligence insofar as it offers the possibility to transform the huge
amounts of communication messages into a higher form of knowledge so that threats can
be discerned and actionable intelligence can be provided to national leadership.”

The National Defense Radio Establishment (Forsvarets Radioanstalt, «<FRA») is the
national authority for signals intelligence in Sweden.®® It is a civilian agency, formed in
1942, with the main task of supplying signals intelligence services to the Swedish gov-
ernment, the Swedish Armed Forces and state agencies.” At the time of its creation, the
FRA was formally authorized to monitor radio, but not cable, communications. There
is, however, some evidence that it had also been authorized by secret decree to access
cable communications.”

62 1Id.

63 Id.
64 1d.

65  Khnight, J. SIGINT (Signals Intelligence), in Encyclopedia of Espionage, Intelligence, & Secu-
rity retrieved at htep://www.espionageinfo.com/Se-Sp/SIGINT-Signals-Intelligence.html (defi-
ning signals intelligence).

66 Observations of the Government of Sweden on Admissibility, Application no. 35252/08 Cen-
trum for rittvisa v. Sweden (ECtHR).

67  (2004). Gerting Up ro Speed: The Future of Supercomputing. Washington, DC: The National
Academies Press.

68  Observations of the Government of Sweden on Admissibility, Application no. 35252/08 Cen-
trum for rittvisa v. Sweden (ECtHR).

69 Id.

70 Agrell, W. (11 July 2008). Regeringen borde talat klarsprik. Expressen; see also, Palfrey, J. (Win-

ter 2008). The Public and the Private at the United States Border With Cyberspace. Mississippi Law
Review, Volume 78, 241.
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Over time, the FRA asserted that it was frustrated with its ability to intercept
communications because of technological advances. That is, communications began to
travel less by satellite, microwave relay link and more in fiber-optic cable.”" This made
interception more difficult for the FRA because, unlike with satellite and microwave
relay links, which leak communications that are accessible with an antenna, intercep-
tion of communications in a fiber optic cable must be accessed with the knowledge and
consent of the communications service provider at certain points where the communi-
cation is routed.”

As a result of the FRA’s complaints that without the right to intercept cable trafhic it
was unable to discharge its duty to support Sweden’s foreign, security and defense affairs
the New Signal Surveillance Act or the so called «FRA Law» was passed by the Swedish
Parliament in 2008.7% The system put in place by the new legislation requires that all
telecom operators in Sweden who carry data across the country’s border must adjust
their systems to enable the FRA to tap the traffic at designated transfer points.”* Al-
though domestic surveillance is not the objective of the law, commentators have pointed
out that because of the way that information travels on the Internet, it is not technically
possible to distinguish between pure domestic communication and international com-
munication: messages between two persons in the same country are divided into small
packets and often routed across the world.”

Pursuant to the FRA Law, the FRA is given permission to both «collect» and «pro-
cess» huge amounts of phone and email communications passing through cables or
wires across the country’s borders. With respect to the collection of data, it has been
documented that the FRA stores large amounts of information, which subsequently is
searched through the use of search concepts.”® The search concepts refer to technical

71  Klamberg, M. (2010). FRA and the European Convention on Human Rights- A Paradigm Shift
in Swedish Electronic Surveillance Law. Nordic Yearbook of Law and Information Technology, pp.
96-134 (herein after referred to as «A Paradigm Shift in Swedish Electronic Surveillance Law»).

72 «A Paradigm Shift in Swedish Electronic Surveillance Law»
73 Riese, B. (2008). Mind what you say. European Lawyer.
74 1d.

75  «A Paradigm Shift in Swedish Electronic Surveillance Law»; see also Observations of the Govern-
ment of Sweden on Admissibility, Application no. 35252/08 Centrum for rittvisa v. Sweden
(ECtHR) (stating «For network configuration reasons, domestic traffic (signals between a sender
and a recipient who are both located in Sweden) could also cross the national border.»).

76 «A Paradigm Shift in Swedish Electronic Surveillance Law»; see also Observations of the Gover-
nment of Sweden on Admissibility, Application no. 35252/08 Centrum for rittvisa v. Sweden
(ECtHR)(explaining, «Cable collection must be done automatically. When signals are collected
automatically, via cable or wireless, theymust have been identified by selectors. Selectors are
applied to specify one or more terms to search through a mass of information and find the items
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parameters such as frequencies, email addresses and phone numbers.”” Search concepts
should be distinguished from the narrower notion of «key words», which would imply
that words such as «<bomb» or «al-Qaida» are used to screen the content of all messages.”

With respect to the processing of data, the FRA may only process personal data if
it is necessary for defense intelligence operations.” Little is publicly known about the
techniques applied by the FRA. Arguably, however, such techniques include data min-
ing given the massive amounts of communications data sets involved.

It has further been documented that the FRA distinguishes between how it handles
content data and traffic data.®” Generally, content data is described as the kind of com-
munications that would exist inside a sealed letter whereas traffic data is the kind of
communications that would exist on the outside of the envelope.®! The emphasis is be-
ing placed on traffic data since it is easier to store in large volumes and can be analyzed
to sidestep the problems of encryption.®

In its first incarnation, the FRA Law authorized the FRA to monitor communica-
tions without a court order. Following widespread public protest, the law was amended
to allow such wiretapping only in cases where external military threats were suspected.
It was also subsequently amended to allow only the government and the military from
requesting surveillance, and to require notification to individuals who have been moni-
tored subject to several important exceptions.®

or constellations of data which a term matches. A selector may also contain parameters that
exclude large volumes of information. Selectors are to be formulated and used in such a way
that they involve as little infringement as possible on people’s personal privacy. Selectors may
not be directly attributable to a specific natural person unless this is of utmost importance to the
foreign intelligence objectives.»).

77  «A Paradigm Shift in Swedish Electronic Surveillance Law»
78 Id.

79 (10 September 2008). Signals intelligence, Regeringskansliet (Government Offices of Sweden)
website, retrieved at http://www.government.se/sb/d/10941

80  «A Paradigm Shift in Swedish Electronic Surveillance Law»

81  Much has been written on the problems of differentiating between content and traffic data. See
e.g. Solove, D. J.. (2011). Nothing to Hide: The False Tradeoff Between Privacy and Security. New
Haven: Yale University Press)(explaining «The law wrongly protects envelope information much
less than content information. Envelope information can reveal a lot about a person’s private ac-
tivities, sometimes as much (and even more) than can content information. We may care more
about keeping private WHO we are talking to than WHAT we are saying.»).

82  «A Paradigm Shift in Swedish Electronic Surveillance Law»

83  Observations of the Government of Sweden on Admissibility, Application no. 35252/08 Cen-
trum for ritevisa v. Sweden (ECtHR).
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In 2008, the Centrum for rittvisa (Center for Justice), a Swedish public inter-
est law organization, lodged a complaint with the European Court of Human Rights
(ECHR) against Sweden. In its complaint, the organization requests a review of whether
the Act violates, inter alia, articles 8 of the European Convention for the Protection of
Human Rights and Fundamental Freedoms. A judgment from the court is likely to have
far-reaching consequences for the FRA Law. It could also affect other member states of
the Council of Europe should they want or attempt to implement a similar system.5*

3.4. Limitations of a data mining as a terrorist detection tool

While data mining can be very helpful in the cyber security context, it is subject
to several important limitations. For example, Seifert explains, «(t)o be successful, data
mining requires skilled technical and analytical specialists who can structure the analy-
sis and interpret the output that is created.»®> Furthermore, data mining can identify
connections between variables, but it cannot necessarily identify a causal relationship. *
Also, the effectiveness of data mining is dependent upon the type of criteria or assump-
tions that are built into any model or algorithm.®” Likewise, there are many possibilities
for error due to do, among other things, problems with the quality of the underlying
data set: if the data set is inaccurate, incomplete, inconsistent or structured in a faulty
way then there is a possibility for false positives, the generation of an incorrect inference,
or false negatives, the failure to generate a crucial inference. #

4.  PRIVACY CONCERNS RAISED BY DATA MINING IN THE CYBER
TERRORISM CONTEXT

Privacy is a nebulous concept.®” As a starting point, therefore, it is useful to think
about the values that underlie the notion of privacy so as to better understand what is at

84 Riese, B. (2008). Mind what you say. European Lawyer.

85  Seifert, ].W.. (Dec. 16, 2004).Data Mining: An Overview. Congressional Research Service 1.

86 Id.

87  Ramasastry, A. (20006). Lost in Translation? Data Mining, National Security and the ‘Adverse
Inference’ Problem. Santa Clara Computer & High Tech Law Journal, Vol. 22:4, 757.

88  Seifert, J.W.. (Dec. 16, 2004).Data Mining: An Overview. Congressional Research Service 1.

89 Lyon, D. (2001), Facing the Future: Seeking Ethics for Everyday Surveillance. Ethics and Infor-
mation Technology, Volume 3, number 3, 171-180 (Undoubtedly, the term privacy is at once
the most popular and the most slippery term used in this field. It is culturally and historically
relative, it has strong spatial overtones (that go with other aspects of privacy discourse such as
‘invasion’ or ‘intrusion’ that pepper the pages of much surveillance literature in the Big Brother
mode), is highly subjective, is gendered, especially in contexts where private is associated with
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stake when privacy is pitted against security. Privacy is generally considered essential to
human wellbeing, development, creativity, mental health, liberty, dignity, emotional re-
lease, self-evaluation, and inter-personal relationship of love, friends and trust.”® Privacy
is also considered necessary condition for autonomy: without privacy, people could not
experiment in life and develop their own personality and own thoughts, because they
would constantly be subjected to the judgment of others.”” Furthermore, it is important
to note that privacy is has benefits to society: it is necessary for meaningful democratic
participation, and ensures human dignity and autonomy.”

Although data mining presents many possibilities to combat terrorism, the wide-
spread use of the technology by governments around the world undermines many of
the values underpinning privacy.” Taipale identifies three major privacy concerns that
are implicated by employing data mining for proactive law enforcement activities. First,
he explains that there is a chilling effect that information access and data sharing by the
government might have on innocent behavior.”* Here, the concern is that individuals
will act differently if they know that their conduct might be observed and individual
autonomy will be compromised. For example, people’s ability to express themselves,
protest ideas they find repugnant or associate with whom they choose may be affected
by encouraging «conformity with a perceived norm, discouraging political dissent, or
otherwise altering participation in political life.»”

Second, Taipale explains that there is a slippery slope that may result when power-
ful data mining tools are used for increasingly pettier needs until finally society is smoth-
ered under a veil of constant surveillance.” Here, the fear is the creation of an oppressive,

the women and public with men, and tends to bring the discussion down to an individualistic
level).

90  See generally, Nissenbaum, H. (2010). Privacy in Context: Technology, Policy, and the Integrity of
Social Life. Stanford, California: Stanford Law Books.

91  See generally, Westin, A. (1967). Privacy and Freedom. New York: Atheneum.

92 Regan, P (1995). Legislating Privacy: Technology, Social Values, and Public Policy. Chapel Hill:
'The University of North Carolina Press.

93  cf Schneier, B. (March 2006). Why Data Mining Won't Stop Terror. Wired Magazine (con-
tending that data mining is not useful for identifying individuals planning terrorist activities).

94  Taipale, K.A.. (2004-2005). Technology, Security and Privacy: The Fear of Frankenstein, The
Mythology of Privacy and the Lessons of King Ludd. Yale Journal of Law and Technology, Vol-
ume 7, 123.

95  US Department of Defense. (March 2004). Safeguarding Privacy in the Fight Against Terrorism,
The Report of the [Department of Defense] Technology and Privacy Advisory Committee.

96 Taipale, K.A.. (2004-2005). Technology, Security and Privacy: The Fear of Frankenstein, The
Mythology of Privacy and the Lessons of King Ludd. Yale Journal of Law and Technology, Vol-
ume 7, 123.
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Big Brother government that regulates all aspect of individual existence, including the
regulation of individual, private thoughts. Taipale notes that, «this fear is particularly
relevant when one recognizes that there will always be an insatiable need for more secu-
rity and there will always exist a bureaucratic imperative for additional control.»”

Third, Taipale contends that the lack of transparency associated with data mining
creates the potential for abuse or misuse by government bureaucrats.”® This abuse could
range from anything from government agents looking up their neighbor’s tax returns to
law enforcement officials sharing information with criminal suspects. * More recently,
Zarsky explains:

«A basic (and intuitive) justification for transparency is that it facilitates a
check on governmental actions. Generally, society constantly fears that the
acts of its government might be flawed, biased, ineffective or ineflicient. The
relevant officials might be improperly balancing rights and interests, led by
their own bigotry, or are over-influenced by private interests.»'*

The concerns raised above are echoed in Solove’s Kafka Mataphor, which provides
a useful way to better understand the privacy issues raised by data mining.'"! In Kafka’s
The Trial, the main character is placed in jail without being told what crime he commit-
ted or what evidence was collected against him. The story is about a bureaucracy that
uses his personal information to make important decisions about his life, yet denies him
the ability to participate in or understand how the information is used against him. %2
The harms depicted are bureaucratic ones: indifference, error, abuse, frustration, and
lack of transparency and accountability. '* Solove makes the point that inhibition may
be less of concern than in the traditional «panoptic» surveillance scenario where indi-
vidual behavior is constrained because they are aware that they are being watched. This
is because, in the data-mining scenario, individuals do not usually know that they are
being surveilled.

97 Id.
98 Id.
99 1Id

100 Zarsky, T. (2013). Transparency in Data Mining: From Theory to Practice. Discrimination and
Privacy in the Information Society: Studies in Applied Philosophy, Epistemology and Rational Ethics,
Volume 3, 301.

101 Solove, D. J.. (2011). Nothing to Hide: The False Tradeoff Between Privacy and Security. New
Haven: Yale University Press).
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5. PRESERVING PRIVACY IN TIMES OF CYBER TERRORISM FROM A
EUROPEAN PERSPECTIVE

5.1. The right to privacy

The right to privacy is recognized by most, if not all, democratic states in the world.
From a European perspective, the right to privacy is enshrined in Article 8 of the Eu-
ropean Convention for the protection of Human Rights which states: «Everyone has
the right to respect for his private and family life, his home and his correspondence.»'**
Article 8 imposes a minimum requirement for the protection of privacy and provides
a mechanism for the enforcement of such rights by individuals where they have been
infringed by states and there is no remedy under domestic law to address such infringe-
ment.

Although the right to privacy is established in Article 8, there are certain circum-
stances in a democratic society when it may be necessary for the state to interfere with
this right. The circumstances whereby state authorities are allowed to encroach upon the
right to privacy are set forth in the second paragraph of Article 8 ECHR: interferences
are justified if they are «in accordance with the law»(the «legality requirement»), pursue
one or more of the legitimate aims such as protecting state security (the «legitimacy
requirement) and are «necessary in a democratic society» in order to achieve them (the
«proportionality» requirement).'

It is also important to mention that aside from satisfying these minimum funda-
mental human rights standards, the specific requirements of The Council of Europe’s
Convention for the Protection of Individuals with regard to Automatic Processing of
Personal Data (CoE Convention) must also be met.!® The CoE Convention sets forth
a number of important data protection principles concerning the collection and pro-
cessing of personal data. For example, it outlaws the processing of «sensitive» data on a
person’s race, politics, health, religion, sexual life, criminal record, etc., in the absence of
proper legal safeguards. It also enshrines the individual’s right to know what informa-
tion is stored on him or her and, if necessary, to have it corrected. Like derogations from

104 In addition, the Charter of Fundamental Rights of the European Union calls for the respect of
privacy in its Article 7. That provision states that «[e]veryone has the right to respect for his or
her private and family life, home and communications.»

105 ECtHR, Weber and Saravia v. Germany, Application no. 54934/00, Judgment, 29 June 2006,
Para. 80.

106 See, ECtHR, S. and Marper v. the United Kingdom, Applications nos. 30562/04 and 30566/04,
Judgment, 4 December 2008 (making numerous citations to the Council of Europe’s Data

Protection Convention, indicating that the Court will also enforce that Convention through

the ECHR).
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Article 8, restrictions on the rights laid down in the CoE 108 are only possible when
overriding interests are at stake.'””

5.2. Justifying an interference with the right

The ECtHR has determined that any collection, storage, and/or processing of data
pertaining to individuals represents an interference with the right to respect for private
life.'”® And, in the case of secret monitoring of communications by the state, it is not
necessary to prove that the measures were specifically taken against the complainant
individual as the Court has determined that «the mere existence of legislation which
allows a system for the secret monitoring of communications entails a threat of surveil-
lance for all those to whom the legislation may be applied.»'”” Accordingly, there can be
little doubt that a state-operated, cyber terrorism data mining program would represent
an interference with the right to privacy under the ECHR. The question then becomes
whether the interference with the right to privacy is justified pursuant to Article 8(2).

The Liberty and Weber and Saravia cases are highly relevant when trying to under-
stand how the Court might assess the interference with private life caused by a cyber
terrorism data-mining program. While neither Weber nor Liberty explicitly use the term
«data mining,» both cases concerned broad surveillance in the form of signals intelli-
gence like that which is authorized under the Swedish FRA Law.""° In the case of Liberty,
the UK government was capturing all communications —including telephone, facsimile,
and email communications— that were sent along a particular channel and then used a
search engine to «filter» out those communications that were likely to be of most inter-
est.'!'' In Weber, the surveillance concerned the performance of «strategic monitoringy

107  Article 9(2)(derogations must be «provided for by the law of the Party» and represent «a neces-
sary measure in a democratic society in the interests of... protecting State security, public safety,
the monetary interests of the State or the suppression of criminal offences» or «protecting the
data subject or the rights and freedoms of others.»).

108  See Marper, para. 103. (where the Court stated that the «mere storing of data relating to the
private life of an individual amounts to an interference within the meaning of Article 8» and
that «protection of personal data is of fundamental importance to a person’s enjoyment of his or
her right to respect for private and family life, as guaranteed by Article 8 of the Convention.»)

109 ECtHR, Liberty and Others v. the United Kingdom, (Application no. 58243/00), Judgment, 1
July 2008., para. 16.

110 Even if data mining was not used, the type of catchword-assisted surveillance applied by Ger-
many and the UK is a similar phenomenon.

111 Liberty, para. 43. According to the applicants, between 1990 and 1997 the government in-
tercepted all public communications transmitted between British Telecom’s radio stations at
Clwyd and Chester, with the result that the majority of electronic communications between
Ireland and England and Wales had been made the subject of routine covert surveillance.
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by the German government to avert «serious dangers» to national security.'” The Ger-
man legislation also included provisions governing the use of «catchwords» which served
a function akin to the search engine-driven «filtering» referred to in Liberty.'" Despite
the fact that similar forms of surveillance were at issue in the two cases, the Court found
a violation of Article 8 in Liberty but no violation in Weber.

The central issue in both cases was whether the interference with privacy was in ac-
cordance with the law. In interpreting the legality requirement of Article 8(2), the Court
emphasized in both Weber and Liberty that there must be a clear legal basis for the sur-
veillance program provided under domestic law. The Court explained in both cases that
the law should be accessible to the person concerned, who must be able to foresee its
consequences for him/her.""* The Court made clear, however, that the legality require-
ment does not mean that an individual should be able to foresee when the authorities
are likely to intercept his communications so that he/she can change his/her behavior
to avoid surveillance. Rather, it implies that the domestic law is sufficiently clear in its
terms to afford citizens an adequate indication as to the circumstances in which a public
authority is empowered to resort to any such measures.'”

The Court further explained that, the law must indicate the scope of any discretion
conferred on the competent authorities and the manner of its exercise with sufficient
clarity to give the individual adequate protection against arbitrary interference.'® In this
respect, certain minimum safeguards should be set out in statutory law in order to avoid
abuses of power. Relying on previous case law, the Court set forth a list of safeguards
that should be included in the law to avoid abuses of power related to secret surveillance
which include: the nature of the offenses which may give rise to an interception order;
a definition of the categories of people who may be subject to surveillance; a limit on
the duration of the surveillance; the procedure to be followed for examining, using and
storing the data obtained; the precautions to be taken when communicating the data
to other parties; and the circumstances in which the data may or must be destroyed. '’

In Weber, the Court found that the German legislation set out on its face detailed
provisions regulating the way in which individual communications were to be selected

112 «Strategic» monitoring involves the collection of large, untargeted volumes of data from which
information of interest is subsequently extracted by filtering.

113 Weber, para. 32.

114 Weber para., 84.

115 Weber para,. 84; Liberty para. 45.

116 Weber para., 93-94, Liberty para. 62-64.

117 Weber para., 93-94, Liberty para, 62-64 (noting that while these had been developed in relation
to surveillance targeted at specific individuals or addresses, they apply equally to generalized
strategic monitoring).
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from the pool of material derived from «strategic interception.»'® The law not only
explained how selected material would be disclosed among various agencies of the Ger-
man State and the use that each agency could make of the material but it also included
provisions on the retention and destruction of the material."”” The Court further relied
upon the fact that the discretion of the executive was limited by both the Federal Con-
stitutional Court and the provisions of the Federal Constitution.'*

In contrast, in Liberty, the Court found that the UK did not have an adequate
basis in domestic law, and that the existing law was neither publicly accessible nor
formulated in such a way as to make such interception foreseeable.'?! Specifically, the
Court determined that the UK law afforded the State a virtually unfettered discre-
tion for the capture of communications.'* It also conferred a wide discretion on the
Government as to which of the captured communications were listened to or read.
The only protections against an abuse of power were internal regulations, manuals
and instructions. The details of these «arrangements,» however, were not contained in
legislation or otherwise made available to the public.’?® The Court explained, that the
domestic law failed to set out «in a form accessible to the public any indication of the
procedure to be followed for selecting for examination, sharing, storing and destroy-
ing intercepted material.»'*

In Liberty, the Court’s interpretation of Article 8(2) concluded after it held that the
interference with the applicants’ Article 8 rights was not «in accordance with the law.»
In Weber, however, the Court also analyzed the other requirements of Article 8(2). With
respect to the second requirement, «legitimacy,» the Court did not challenge the aim
referred to by Germany. Instead it stated: «(it) shares the Government’s view that the
aim of the ... (German law) was indeed to safeguard national security and/or to prevent
crime, which are legitimate aims within the meaning of Article 8.»'%

In interpreting the third requirement, «proportionality,» the Court found in We-
ber that the interference by the surveillance programs must be «necessary in a demo-
cratic society.» The Court’s proportionality examination concentrated on whether there

118 Weber para., 96, Liberty para. 45.
119  Weber para., 131.
120 Weber para. 92-102.

121 Goold, B. (2009). Liberty and others v The United Kingdom: a new chance for another missed
opportunity. Public Law, 5-14.

122 1Id.

123 (2008). Case: Liberty v United Kingdom (58243/00). European Human Rights Law Review, Vol.
6, 788-792.

124 Liberty, para. 69.
125  Weber, para. 104.
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were sufficient procedural safeguards against abuse of the State’s powers of surveillance.'*
In this respect, its analysis of proportionality echoed its analysis of legality.

Here, the Weber Court noted that pursuant to the German law, the state administra-
tor responsible for authorizing interceptions and other surveillance measures was obliged
to report to a special board comprised of, among others, nine members of Parliament.
The Court also relied upon the fact that anyone who had been the subject of monitoring
was notified after the danger of jeopardizing the purpose of the monitoring or use of the
data obtained has passed.'” The Court further relied upon the fact that the German law
contained specific provisions governing the use of search terms: although the law did not
demand that the State reveal what the search terms were, the law prohibited the use of
catchwords that permitted for the interception of specific communications.'?®

It is also important to note that in Weber, the Court reiterated that when assessing
the interest of the State in protecting its national security through secret surveillance
measures against the seriousness of the interference with an applicant’s right to respect
for his or her private life, it has consistently recognized that the national authorities
enjoy a fairly wide margin of appreciation in choosing the means for achieving the
legitimate aim of protecting national security.'” In other words, States should have
room to assess for themselves how to ensure both privacy and security. The Court fur-
ther elaborated, however, «in view of the risk that a system of secret surveillance for the
protection of national security may undermine or even destroy democracy under the
cloak of defending it, the Court must be satisfied that there exist adequate and effective
guarantees against abuse.»'*

Finally, it is worth commenting that the Court in Weber, in finding in favor the
State, made several references to Germany’s compliance with the principles set forth in
the CoE Convention and its additional protocols, albeit without explicit reference. First,
the Court, referring to the purpose limitation principle, stated that the «...German
authorities storing the data had to verify every six months whether those data were still
necessary to achieve the purposes for which they had been obtained by or transmitted
to them.»®! The Court also relied upon the fact that the law contained strict provisions
concerning the storage and destruction of data.'*
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127  Goold, B. (2009). Liberty and others v The United Kingdom: a new chance for another missed
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The Court further noted that although the German law authorized the transmission
of personal data obtained by general surveillance measures without any specific prior suspi-
cion in order to allow criminal proceedings to be brought against those being monitored, it
only permitted this transfer of personal data in order to prevent or prosecute a specified list
of serious criminal offenses.'* Lastly, with respect to the fact that personal data was collected
and processed without individual consent, the Court relied upon the fact that individuals
monitored were to be informed that their telecommunications had been intercepted as soon
as notification could be carried out without jeopardizing the purpose of monitoring.'**

6. CONCLUSION

Governmental data mining programs create serious privacy concerns such as the
intrusion into the individual’s secret world and a loss of the individual’s control over his/
her personal data with very real consequences like being identified as a terrorist suspect.
135 When information about an individual is collected, analyzed and mined without his/
her knowledge, consent or understanding, that individual’s autonomy is compromised
and his/her freedom to determine his/her own lives by themselves is limited.'*® This
creates not only a sense of powerlessness and vulnerability but also an unequal power
relationship between individuals and the institutions of the modern state.'?’

The problem is, however, that in today’s ubiquitous computing environment, gov-
ernments legitimately need a way to make sense of the massive amounts of data available
in digital format in order to protect society from serious risks of terrorism. In many
ways, cyber terrorism data mining involves a catch-22 situation: if governments reveal
the techniques they use then «terrorists» would simply avoid those activities that give
rise to suspicion.'® Without public accountability, however, data mining programs can
be used as tools of arbitrary power.

133 Weber, para. 126.

134 Weber, para. 136.

135 Solove, D. J.. (2011). Nothing to Hide: The False Tradeoff Between Privacy and Security. New
Haven: Yale University Press).

136 Golumbic, M.C.. (2008). 7he Balance Between Security and Civil Rights in Fighting Terror Online
Springer, 15-61 («When information about us is collected without our knowledge, consent or un-
derstanding, that is, when we are unaware of any privacy threat, we lose control over ourselves, our
autonomy is compromised and our freedom to determine our own lives by ourselves is limited.»).

137 See Van den Hoven, J. (2007). Information Technology, Privacy and The Protection of Personal Data.
In Information Technology, Privacy and The Protection of Personal Data. Cambridge: University Press.
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In determining how to secure both privacy and security in the context of cyber-
terrorism data mining, the case law of the ECtHR is highly informative. According to
an analysis of its recent case law on the subject, the key to establishing a permissible
data-mining program lies in the formulation of a domestic law that is sufficiently clear
in its terms allow citizens to foresee the circumstances in which the state might resort to
data mining. It is also critical to provide a precise description of the state’s authority and
to have in place clear procedures that safeguard against the abuse of the state’s powers
of surveillance. Adherence to the core European data protection principles is also criti-
cal to an evaluation of whether a state’s intrusion into the private life of its citizens is
proportionate to its security objectives.
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ABSTRACT: W live in the era of «Big Data». In many areas, significantly growing quantities of data are
being collected and processed in digital form, either by the technical progress (Cloud Computing, Data
Analysis, Data Mining) or through social development (social networks, RFID). Questions like «Who
owns this data» and «Who can use this data and for what purposes?» will undoubtedly arise in the near
future because many experts agree that Big Data is a new market with specific values («data is the new oil»').

In order to make more profit, the Spanish telecommunications group Telefénica now dares to ap-
proach its best-kept treasure: customer data. In early October, the Telefénica group founded —in Ger-
many largely unnoticed— a new division in London. This business unit called «Telefénica Dynamic
Insights» has been chosen to dig, drill and pan for gold within the mountain of customer data of O2
Germany, a direct subsidiary of Telefénica. As the first group in Europe, Telefénica combined inven-
tory data —e.g. age and sex— with transaction data for the advertising industry.

Big Data projects, such as O2’s «Smart Steps» are just the beginning. The recently announced SCH-
UFA (the biggest German credit investigation company) project aiming at the evaluation of data
from social networks to assess the creditworthiness and the analysis of 52 million anonymous patient
records in the UK show the potential of Big Data, but also the risks from a data protection perspective.

All these data controllers argue to «comply with the respective data protection regulations». Data pro-
tection advocates, practitioners and authorities doubt it. Under German and Spanish data protection
law, Big Data methods could probably be permitted in a number of cases. The legal challenges are to
assess in which contractual relationships the data processing is necessary, to provide effective consent
and to apply suitable methods for Privacy-preserving Data Mining. Above all it is important to examine
the legality of a Big Data application already in the course of the elaboration of a business case and
through «Privacy by Design» principles because legality frequently depends on the design of the process.
The focus of this paper will be to highlight the current German, Spanish and European legal as well as

practical approaches to the issue of Big Data from a data protection perspective.

KEYWORDS: Big Data, Data Analytics, Data Protection, Privacy, Legal Framework, Germany, Spain,
Consent, Data Subject, Cloud Computing, European Data Protection Directive, General Data Pro-
tection Regulation, Privacy by Design, Privacy by ReDesign.

1 (Rath,J., 2012).
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1. BIG DATA: CHALLENGES AND OPPORTUNITIES FOR TODAY S
SOCIETY

1.1. Term of Big Data

Big Data is not just the processing of huge amounts of data. The term Big Data
refers to the collection and use of decision-relevant knowledge from different data sour-
ces. This may include information from a range between proprietary databases and the
free Internet. This data is also subject to a rapid change and is being collected in an
unprecedented scale.

Big Data is not a single new technology. The term includes a bunch of concepts,
methods, technologies, I'T architectures and tools that help to direct a huge amount of
information into the right channels; so to say, techniques and technologies that make
the handling of data at an extreme scale affordable.

Big Data represents a new level of handling data —characterized by the 4 V's*
e Variety: different formats that make integration challenging,
*  Variability: variable interpretations that confound analysis,
*  Volume: approaches or exceeds limits of vertical scalability and
*  Velocity: decision window small compared with change rate.

The combination of these features is at the same time the challenge and innovation
of Big Data.

1.2. Commercial relevance

Data is a new form of value. In the digital world, it appears as the fourth factor of
production in addition to capital, labor and raw materials. Therefore, data is sometimes
named as the «oil of the future». The value is not the data itself, but the insights that
can be derived from the predominantly unstructured data through a new method. This
scientific discipline is called «analytics». Its global sales in 2012 amounted to about 4.6
billion euros, as a calculation of the Experton Group showed.’ The growth of this mar-
ket segment will reach more than 30 percent - annually. Companies that process large
amounts of data, such as banks or insurance companies, rank I'T assets now at the «core
of their business». Big Data technologies play an important role in such departments
wherever qualitatively different data is being collected in high volumes; so in research
and development, production, distribution and logistics, finance and risk control as well
as in marketing and sales.

2 (IBM Newsroom, 2012).
3 (Gerick, T., 2012).
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1.3. Everyday application examples

The applications of Big Data are already countless and affect all aspects of the con-
sumers” daily routine, e.g.:

Smart grids: Energy consumption can be controlled via smart meters and other
facilities in order to shift peak loads. For this purpose, data on energy consumption,
network utilization, current electricity production and price information is constantly
collected. Its analysis through Big Data methods allows a much more efficient energy
management for both providers and consumers.

Intelligent transport systems: Through the analysis of various data sources such as
traffic, weather or large public events, traffic can be properly directed and traffic jams be
managed. That protects not only drivers but also the environment.

Health sector: The analysis of anonymized health data helps to use better targeted
therapies and drugs. In the UK, medical records of about 52 million people will be
centralized and used for medical research purposes. Subsequently, this database will
be supplemented by additional information, including social data and data related to
industrial pollution.

Search engines: Personalized search operations on Google or Facebook are also
analyzed, e.g. with which persons the user socializes, for which sites he shows his inter-
est. This data is being linked by Google and Facebook with every snippet of information
these companies do know about the seeker.

Dynamic and usage data: Last fall, an outcry went through the public, as Telefénica
announced their intention to sell the dynamic data of its German customers (company
«O2 Germany», a Telefénica subsidiary). Because of public protest O2 has withdrawn
his plan. Telecom Italia tries to analyze on the basis of call —and message— connections
of their customers, to whom they are connected as closest in order to identify different
social roles within communities. This knowledge is then matched with information on
contract changes and important customers can be targeted to prevent a provider switch
or to attract New customers.

1.4. Social challenges and opportunities

These examples illustrate the importance of Big Data. On the one hand it could
help to tackle major social challenges of the present and the future:

. Big Data creates additional transparency through the analysis of existing data.
More transparency will contribute to better informed decisions and gives impulses
to innovations.

*  Big Data improves customer access. Companies can use the information gained to
better customize their services to specific customer segments and needs.
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. Big Data supports the decision-making processes. The analysis of extensive data
in real time, known as «embedded analytics», reduces business risks and improves
business processes.

. Big Data enables advanced simulations. Experiments with performance data that is
collected in real time provide better results.

e Big Data shows opportunities for new business models, products and services.

On the other hand, for example, medical records are particularly sensitive and must
be protected. The protests against the analysis of dynamic data or of activities in social net-
works show that consumers feel uncomfortable whenever it comes to a possible evaluation
of their personal data. The social challenge is to try not to just dig for gold among these
«data resources» but to think about possible breaches of privacy rights, especially the right
to informational self-determination and to find solutions to balance this conflict.

2. PERSONAL DATA AMONG BIG DATA SOURCES

«Personal data» means any information relating to an identified or identifiable
natural person («data subject»); an identifiable person is one who can be identified, di-
rectly or indirectly, in particular by reference to an identification number or to one or
more factors specific to his physical, physiological, mental, economic, cultural or social
identity (Art. 2 a EU-DPD?).

Among Big Data sources this personal data can be affected in the course of the
processing of the whole data fraction, which then raises privacy concerns, as some com-
mentators have put it: «When thinking about the importance of ‘big data’, it is critical
to remember that access to so much data, from so many different sources, and to the
computing power necessary to process it, increasingly means we can perceive patterns,
engage in discoveries, and discover secrets that were heretofore hidden.»* Analyst Jeffrey
Chester notes that «Big data is both a boon and a curse for users. Tens of thousands of
data sources on individuals can be compiled in milliseconds. The profiles allow marke-
ters, politicians and businesses to predict consumers’ futures, whether we will be a big
and low-wage lifetime earner, how we may respond to medical concerns, and whom we
can be persuaded to vote for.»® What happens when even fractions of analyzed Big Data

4 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995
on the protection of individuals with regard to the processing of personal data and on the

free movement of such data (<EU-DPD»), http://eur-lex.europa.cu/LexUriServ/LexUriServ.
do?uri=CELEX:31995L0046:en:HTML

5 (Kuner, C., Cate, E, Millard, C., Svantesson, D., 2012, p. 47 - 48)
Jeffrey Chester, in (Gross, G., 2013)
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fall into the wrong hands? Granted, the following indicative list of threats to personal
data is somehow a collection of worst case scenarios, but should be anyway quoted at
this point as «cautionary tales»:

e DPatient records: Patient records falling into the hands of unauthorized persons can
have a massive disadvantage to those being involved, e.g. the loss of a job.

*  Search functions: It somehow changes social relations if it becomes possible to spot-
light on people according to their specific preferences. Or it could lead to a denied
bank loan or the refusal of similar contracts because the possible creditor has collec-
ted and analyzed personal data in order to check the customer’s credit worthiness.

*  Dynamic data: Knowledge of regular absences from home may e.g. be used for
burglary. Dynamic data also allows even a complete supervision. If such data is
freely offered for sale to anyone, any witness protection program could become
ineffective.

. Evaluation of telecommunications data: The purpose of the data processing is al-
ready questionable. Telecommunications data is especially protected; the evalua-
tion of costumer data for the purposes of customer acquisition must therefore be
necessary and proportionate.

3. PERSPECTIVES AND LEGAL FRAMEWORKS FOR BIG DATA

3.1. German perspective

Big Data can only become a successful method in Germany if at the same time
personal data is processed in accordance with German data protection laws.

3.1.1. Principles of the Federal Data Protection Act

Each data processing has to comply with the concept of data protection provided in
the «Bundesdatenschutzgesetz»” (BDSG), the German Federal Data Protection Act. Three
of the most important principles within the German concept of data protection are:

*  Prohibition principle, Section 4 (1) BDSG: Personal data may only be collected,
processed or used if the individual has given his prior consent or if a legal provision
explicitly allows this.

o Principle of purpose, Section 3a BDSG: Personal data should be collected and

processed for specified and explicit purposes.

7 Bundesdatenschutzgesetz as of 1 September 2009 («BDSG»), http://www.bfdi.bund.de/EN/
DataProtectionActs/Artikel/BDSG_idFv01092009.pdf2__blob=publicationFile
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. Principle of data minimization, Section 3a BDSG: It should be processed as few
personal data.

This does not mean that the processing of personal data within Big Data sources is
in any case inadmissible under German law. Some examples® fall within the following
categories and do allow the processing:

*  The processing due to a person’s consent,
. Data processing in contractual relationships, and
e Privacy-preserving data mining.

3.1.2. Fraud detection and credit scoring

One of the biggest problems of online payment services and credit card companies
is the abuse through fraud. PayPal has developed the software application «Igor» to pre-
vent such fraud and has thus become one of the most successful payment services. Visa
and MasterCard also run powerful software to identify suspicious payments.

Under German data protection law, the use of fraud detection applications is gene-
rally admissible, because the processing of personal data is necessary so that the payment
service provider can perform the contract; the service provider has to protect its custo-
mers from abuse of credit or debit cards.

Big Data improves the ability to find patterns in payment behavior and to imme-
diately respond to anomalies. The more powerful the analysis, the better for the custo-
mer: It impedes fraud as well as erroneously positive cases. Payment service providers
who use fraud detection must ensure that the data will be used only for this purpose and
provide adequate data security measures.

Another example is credit scoring. A bank must, before deciding on a loan, eva-
luate the creditworthiness of its customers. For this purposeinformation on profession,
income, wealth, previous payment history, etc. of the particular customer is evaluated..
In contrast to these relatively few parameters, some U.S. credit providers use scoring
methods with thousands of indicators. Almost every business case processes personal
data in advance of the agreement, or to settle contracts. The legal challenge under Ger-
man law then is to examine in each individual case and to explain why the use of this
particular customer data is required for the conclusion or performance of a contract.

3.1.3. Customer retention systems

Tesco, a large British supermarket chain, evaluates data collected whilst customer
purchases to subsequently send coupons with tailor-made offers. Under German data

8 See 3.1.2,3.1.3and 3.1.4
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protection law, it is legitimate to use customer databases to advertise products. Although
advertising is no longer necessary to fulfill an existing contract, the company has a legi-
timate interest to inform customers about its range.

If a company wants to, however, create customer profiles by using data mining
methods that enable targeted advertising, the consent of the customer to the analy-
sis of his personal data is required. The legal prerequisites to obtain this consent are
high. Consent to process the personal data may be included within the terms and
conditions but must be highlighted within the text. The customer must then delete
the respective text passages he does not agree with (opt-out). If the company wants to
advertise products via e-mail, the customer must expressly agree, for example, by tic-
king this separately (opt-in). It is difficult to grasp the consent to such an extent that
it covers all evaluations of personal data, but at the same time precisely clarifies the
extent of the processing —otherwise it does not meet the legal criteria of an informed
consent. Mere general phrases like «for the purpose of advertising» neither meet this
requirement.

3.1.4. Privacy-preserving data mining

The BDSG applies to «personal data» only. Data without any reference to an iden-
tifiable person is not measured, e.g. technical data, such as product data, does not fall
within the scope of the BDSG. A major German market research company collected
data about the purchasing behavior of 15.000 households on a high-detail-level, but
further processed anonymous data only. This privacy-preserving data mining not only
increases the consumers” willingness to disclose information, but it makes it also much
easier to comply with data protection laws.

«Anonymization» means to alter the data so it can no longer be determined to
which person it refers. Its methods usually are to delete all identifying characteristics or
to aggregate characteristics, for example, by replacing the address through the date of
birth. It is not even necessary to completely delete the personal-related data in its first
output state. An anonymized data set, derived from the raw data set can be lawfully pas-
sed to a third party as long as the third party is not able to restore the relation between
raw and anonymized data. For this purpose one must meet contractual agreements that
also factually exclude a merge. It also has to be considered that the third party does not
have additional knowledge to deanonymize the data and that this additional knowledge
cannot be attained.

Another method is to work with aliasing. Aliasing shall mean replacing the data
subject’s name and other identifying features with another identifier in order to make it
impossible or extremely difficult to identify the data subject. This has the advantage that
data can be further processed as a profile, which is important, for example, in medical
research, when medical records are evaluated and longitudinal studies created.
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There are different degrees of aliasing:

*  One-way-aliasing, for example by assigning hash values without reversal possibility.
In this case the data is generally losing its character as personal data and becomes
anonymous data.

o The owner of a database created alias and assigned them to a reference table, which
he keeps in his possession, so for him the data is still personal-related. He can pass
on the aliased data to a third party, for which the data is not personal unless the
content of the reference table is disclosed.

Privacy-preserving data mining is not only suitable for market research but also for
web tracking, or in areas such as medical research, where special categories of personal
data are processed. However, the use of privacy-preserving data mining is a challenging
task. It is still controversial whether some data categories, such as dynamic IP addresses,
are personal-related. Regarding anonymous data, the risk must be assessed, that it even-
tually can be merged with other data.

3.2. Spanish perspective

Due to the limited length of this paper we will focus on the following points: the
principle of data quality, the consent of the data subject and data access for third parties.

3.2.1. Principle of data quality

The principle of data quality is included in Article 4 LOPD? and requires that a
data collection is performed for a particular purpose and that this data may not be used
for purposes incompatible with those for which it has been collected. It also requires
that once exceeding the original purpose, data cannot be stored for a longer period
than it is necessary to fulfill the original purpose. It seems clear that this principle is
problematic for the use of Big Data methods, which involve the further use of data for
purposes not directly related to the original collection. That does not implicit that those
methods are impossible, but it requires the establishment of regulatory mechanisms that
allow an adequate control.

Anexample of what should not happen poses an application' filed by IBM that
uses large amounts of data to help detect internal and external risks, controlling social
media and email, allowing to detect employees that may pose a risk, for example in the

9  La Ley Orgdnica 15/1999 de 13 de diciembre de Proteccién de Datos de Cardcter Personal
(«LOPDp»), http://www.agpd.es/portalwebAGPD/english_resources/regulations/common/pdfs/
Ley_Orgaica_15-99_ingles.pdf

10 Part of the «Smarter Analytics» program, see (IBM Newsroom, 2012)
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field of industrial espionage. An internal IBM Newsroom document explains the pro-
cess: «By analyzing email you can say this guy is a disgruntled employee and the chance
that he would be leaking data would be greater»''. And «a company could analyze em-
ployee emails that express a positive sentiment to a manager at work, but detect when

he’s talking to a peer or someone outside the company, the sentiment comes out a little
different.»'?

3.2.2. Consent of the data subject

LOPD article 6.1 provides: «The processing of personal data shall require the
unambiguous consent of the data subject, unless laid down otherwise by law.» This
aspect somehow repeats the problem mentioned in the previous point because the con-
sent is granted for a specific treatment and cannot constitute blank consent that allows
further treatment of personal data.

It is worth considering whether the legal instrument of consent is still applicable in
cases where the data subject is in a weak position against organizations that have access
to his data, especially when that person does not have sufficient information to give
a free and informed consent, a prerequisite for its validity. It seems clear that in cases
where the business model of a company is based on a collection, processing and usage
of big and indiscriminate amounts of data, consent is not the appropriate instrument to
validate the treatment of data. That problem could be solved only if this company would
be able to provide sufficient transparency for a valid consent. It should be mentioned
the case of Telefénica’s «Smart Steps», which «is dedicated to measure the movements
of their subscribers. Based on this data, the traders will know, for example, the exact
time and day whenever a teenager buys, which could help them capitalize on their
promotions»'?'* explained Stephen Shurrock, commercial director of Telefénica Digital.
Shurrock said that some dynamic data is already used for services such as traffic ma-
nagement, but advances in computer storage and analysis resulted in large amounts of
data (Big Data), which could be further exploited. Telefénica has partnered with GfK",
dedicated to market research, to launch the service, which will be available in the UK
and Brazil later this year whilst in Germany the attempt was stopped before the outcry.

But, in the midst of the development and deployment of Big Data, there are mo-
vements from consumers, data protection authorities and organizations of consumer

11 (Schectman, J., 2013)
12 (Schectman, J., 2013)
13 (El Pais, 2012)

14 (Dans, E., 2012)

15 hep:/fwww.gfk.com/
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protection; the opposition on the side of the consumers seems to be growing . The latter
have long thought they were protected by the law, but are gradually realizing that the
security level is lower than expected.

A possible alternative could be a legal regulation to establish an appropriate legal
framework for the processing of personal data whenever consent is impracticable. Un-
fortunately the legislature has, so far, not shown the pace needed, given the rapidness
with which technological innovations are developed and implemented.

Another alternative, not necessarily easy but more plausible than the last, could be
the implementation of authorization procedures for the development of data processing
in which consent is not applicable. Procedures would then need to be raised much faster
than the legislative process. One possibility could be to instruct the data protection au-
thorities to establish documentation requirements and / or certifications required from
organizations or businesses that request such authorizations.

Regarding the authorization procedures, we could differentiate two types: a) autho-
rization procedures based on the type of codes of practice and codes of conduct and b)
standard procedures for authorization. The essentials for a possible release of the second
type would be the existence of special risks for personal data arising from a manifest
imbalance between the data subject and the company that processes his personal data,
large numbers of data subjects or the existence of particularly complicated procedures.
One might ask whether any of these solutions are applicable to the case of Facebook,
where the user’s consent touches all the problems discussed, since the user does not
have all information to give his - properly informed - consent. An additional problem
is that Facebook has a virtual monopoly, which means there are no real alternatives and
that freedom of consent is limited if we also take into account the importance of wide
ranged social networks.

3.2.3. Data access for third parties

Article 12.2 LOPD provides: «Processing on behalf of third parties shall be re-
gulated in a contract which must be in writing or in any other form which allows its
performance and content to be assessed, it being expressly laid down that the processor
shall process the data only in accordance with the instructions of the controller, shall not
apply or use them for a purpose other than that set out in the said contract, and shall not
communicate the m to other persons even for their preservation. The contract shall also
set out the security measures referred to in Article 9 of this Law, which the processor is
obliged to implement.»

Big Data itself raises serious control difhculties, which makes it very difficult to
determine the respective controller and thus to apply the model of collection, processing
or use of personal data on behalf of others. As mentioned above, this does not mean a
direct ban on Big Data methods, but requires the application of specific mechanisms
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that enable compliance with the requirements of current legislation on data protec-
tion. Apart from the possible authorization procedures mentioned in the previous point,
other mechanisms as Binding Corporate Rules or self-regulatory procedures could be
applicable, build a legal basis and should be developed as quickly as possible.

3.3. European perspective

The EU-DPD is facing the same problems as the LOPD, as it is also focused on
the data subject and on instruments such as consent, issues we have already addressed.
The proposed «General Data Protection Regulation»'® is currently in process and under
strong pressure by the big business lobby of Information Technology and - Communi-
cation, who consider it a danger to their business model. Essential criteria in this Regu-
lation are achieving regulatory harmonization at a European level and are improving the
protection of the concerned persons. Although at some points it still has to allay fears
that the first criteria basically attempts to improve the situation of companies, which
confronts the proposed regulation with the second criteria and brings up a certain lack
of coherence.

For these reasons it seems clear that European law is recurring problems in Spanish
law. For example, the proposed regulation seeks to enhance the position of the person
concerned by strengthening the concept of consent in Article 7.4; the latter provides
that consent is not a legal basis for data treatment whenever there is a manifest imba-
lance in the relationship between the subject affected and the controller. It is a laudable
attempt, but is not in the true center of the problem because it does not recognize
that in many cases consent can only bring a semblance of legal certainty. Apart from
the instruments mentioned in the previous point would strengthen measures from the
point of view of Privacy by Design (PbD), Privacy by ReDesign (Pb*D) and —generally
speaking— other Privacy Enhancing Technologies (PETs).

Kuner, Cate, Millard and Svantesson, editors of the International Data Privacy Law
Journal also ascertained defects:

«Consider, for example, the fascination shown by the EU data protection di-
rective and the proposed EU General Data Protection Regulation, similarly
to law in most of the rest of the world, with ‘notice’ and ‘choice’ or ‘consent’
as key tools of data protection. Despite mounting evidence that individuals
ignore notices, often do not understand the choices (which often aren’t me-
aningful in any event), and resist making them unless compelled to do so (in

16  Proposal for a regulation of the European Parliament and of the Council on the protection of
individuals with regard to the processing of personal data and on the free movement of such
data (General Data Protection Regulation), http://ec.europa.eu/justice/data-protection/docu-
ment/review2012/com_2012_11_en.pdf
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which case they almost always make the choice required to obtain the desired
service or product), regulators continue to cling to these concepts. But irres-
pective of the success of notice and choice to date, how will these tools fare
in a world of ubiquitous surveillance, and thousands of data exchanges by
and about every individual on the planet every day? In short order the largest
database on the planet may be of legally required privacy notices that no one
has read. Even where legislative drafters demonstrate awareness that data pro-
cessing on a very large scale may raise particular concerns, evidence that the
practical risk implications are understood may be lacking. For example, the
draft EU General Data Protection Regulation provides for an exception to the
general prohibition on transfers of personal data to countries that lack ade-
quate protection where a transfer ‘cannot be qualified as frequent and massive’.
While the use of the term ‘massive’ hints at an appreciation of the challenge
of big data, no attempt is made to define the concept or even to put it in a
relative context.»'’

3.4. International perspective'®

Big data methods also arouse from sleep the discussion on (lacking) harmonization,
or even standardization, in data protection standards. As personal data is universally
collected, processed and used across federal and national boundaries, inconsistent data
protection laws pose increasing threats to individuals, institutions, and society. Kuner,
Cate, Millard and Svantesson state that «perhaps the greatest impact of big data is the
pressure it brings for new thoughtful, informed, multinational debate about the key
principles that should undergird data protection»'. Most data protection laws continue
to rely on the 1980 OECD Guidelines® and it will be deeply interesting how internatio-
nal bodies identify common principles to undergird future data protection laws.

4.  PROTECTING PRIVACY RIGHTS IN THE AGE OF BIG DATA

The legal challenges are to assess which data processing is necessary, to provide valid
consent and apply suitable methods for privacy-preserving data mining. Above all it is

17 (Kuner, C,, Cate, E, Millard, C., Svantesson, D., 2012, p. 48)
18  For a detailed analysis of the international framework see (Fischer, P, 2012)
19 (Kuner, C., Cate, E, Millard, C., Svantesson, D., 2012, p. 48)

20  OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data of 23
September 1980, http://www.oecd.org/internet/ieconomy/oecdguidelinesontheprotectionof-
privacyandtransborderflowsofpersonaldata.htm
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important to examine the legality at the development of a Big Data method. The legal
admissibility depends already on the design of the method. Therefor both actors as well
as technical measures have to work together.

4.1. Actors
4.1.1. Policy

The political challenge is to find a legal framework for new types of data proces-
sing that allow both the use of Big Data and the protection of privacy rights. We are
convinced that we need a high level of data protection as the basis for trust in electronic
services. Legal provisions should be in the end close to a tried-and-tested best practice.

But it would be of little help if, under the provisions of data protection law, the
processing of data becomes unattractive and difficult. Having a look at the revision of
the European data protection framework one sometimes get exactly this impression.
The already narrow corridors of admissible data processing are to be further narrowed
and overburdened with additional, bureaucratic requirements. That seems to be far
from being the solution for the digital world.

Privacy is important, but it must not become an end in itself. Data processing ope-
rations must be allowed to conduct daily business, meaning with the latter no compli-
cated financial transactions but rather an order from online retailers or the appointment
of a craftsman. As long as consumers are not threatened with serious drawbacks, the
hurdles for the processing of their data should not be too high. This balancing act could
be observed in the negotiations to the General Data Protection Regulation which will
have a significant impact on Big Data methods and applications:

*  The obligation to «Privacy by Design»*!

e 'The establishment of the figure of explicitly consent

4.1.2. Provider

Provider companies struggle to assess whether a particular data processing is legal
or not; but that is no reason to abdicate responsibility. The big amount of data leads
to an aggravated risk for personal data, e.g. abuse and data breach. Even before the im-
plementation of Big Data projects, providers must therefore assess these risks. In early
project stages they need to consider its legality during the development of a Big Data
method and structure the design process so that no privacy issues arise in the operation
phase. The technical design should exclude the risks as much as possible. This means
not only data security at a high level but also an evaluation of just this personal data,

21  See4.2.2.
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which is needed for the desired purpose. The self-determination of the data subjects
must be respected, particularly when the purpose can only be achieved if individual
records —possibly even without a name— can be isolated; this may be partly necessary in
medical research issues. This usually requires the explicit consent of the data subject, as
an adequate anonymization is impossible in these cases.

4.1.3. Consumer

Consumers should carry on using their market power. Their protests may some-
times lead companies to change their plans. To give just one example: Users protested
against a modification of the terms and conditions that would have allowed the photo
service «Instagram» to commercially use users” uploaded photos; the user rate declined
rapidly.”

4.2. Technology
4.2.1. Anonymization and aliasing

As mentioned above, the pivotal point of Big Data applications will usually be the
anonymization of personal data. Many purposes can be achieved by using anonymous
data. Also the use of aliased data could be permitted under alleviated conditions to pro-
vide an incentive for business models based on data usage.

4.2.2. Privacy by (Re)Design

Other solutions could offer the concepts of «Privacy by Design» (PbD) and «Priva-
cy by ReDesign» (PbRD). The author of these principles was the Privacy Commissioner
of Ontario, Canada, Ms. Ann Cavoukian.

PbD takes the view that the future of privacy can be assured not solely by com-
pliance with the law, but data protection should become the standard mode of opera-
tion. PbD can be seen as the further development of PETs through the inclusion of a
positive-sum approach (full functionality). PbD extends to a «trilogy» of applications:
1) IT systems, 2) business practices, and 3) physical design and networked infrastructu-
res. The principles of PbD are applicable to all kinds of personal information, but they
should be used with particular emphasis on «sensitive data» (the German Federal Data
Protection Act calls it «special categories of personal data») such as certain medical and
financial data, thus the intensity of the data protection measures must be adequate to
the sensitivity of the data.

22 (Miinzel, R., 2012)
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The objectives of Privacy by Design —ensuring privacy and gaining personal control
over one’s information and, for organizations, gaining a sustainable competitive advan-
tage— may be accomplished by practicing the 7 Foundational Principles.

«1. Proactive not Reactive; Preventative not Remedial

The Privacy by Design (PbD) approach is characterized by proactive rather
than reactive measures. It anticipates and prevents privacy-invasive events be-
fore they happen. PbD does not wait for privacy risks to materialize, nor does
it offer remedies for resolving privacy infractions once they have occurred — it
aims to prevent them from occurring. In short, Privacy by Design comes
before-the-fact, not after.

2. Privacy as the Default Setting

We can all be certain of one thing — the default rules! Privacy by Design seeks to
deliver the maximum degree of privacy by ensuring that personal data are auto-
matically protected in any given IT system or business practice. If an individual
does nothing, their privacy still remains intact. No action is required on the part
of the individual to protect their privacy — it is built into the system, by default.

3. Privacy Embedded into Design

Privacy is embedded into the design and architecture of I'T systems and busi-
ness practices. It is not bolted on as an add-on, after the fact. The result is that
it becomes an essential component of the core functionality being delivered.
Privacy is integral to the system, without diminishing functionality.

4. Full Functionality — Positive-Sum, not Zero-Sum

Privacy by Design seeks to accommodate all legitimate interests and objectives
in a positive-sum «win-win» manner, not through a dated, zero-sum approach,
where unnecessary trade-offs are made. Privacy by Design avoids the pretense
of false dichotomies, such as privacy vs. security, demonstrating that it is pos-

sible to have both.

5. End-to-End Security — Full Lifecycle Protection

Privacy by Design, having been embedded into the system prior to the first
element of information being collected, extends throughout the entire lifecycle
of the data involved, from start to finish. This ensures that at the end of the pro-
cess, all data are securely destroyed, in a timely fashion. Thus, Privacy by Design
ensures cradle to grave, lifecycle management of information, end-to-end.

6. Visibility and Transparency — Keep it Open

Privacy by Design seeks to assure all stakeholders that whatever the business
practice or technology involved, it is in fact, operating according to the stated
promises and objectives, subject to independent verification. Its component
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parts and operations remain visible and transparent, to users and providers
alike. Remember, trust but verify.

7. Respect for User Privacy — Keep it User-Centric

Above all, Privacy by Design requires architects and operators to keep the in-
terests of the individual uppermost by offering such measures as strong priva-
cy defaults, appropriate notice, and empowering user-friendly options. Keep
it user-centric.«*

Many organizations operate with existing, sophisticated I'T systems and business
practices that they have developed over the years and which are inextricably linked to
everyday business processes. It is usually not on their agenda to replace such systems.
Responsible for the implementation of PbD in such systems is then Pb*D, an extension
of PbD. It must be the aim of getting closer to the final state of PbD, the highest stan-
dards for the protection of personal data. This should, according to the Ms. Cavoukian
be supported by the «3 R’s» of Pb*D: «Rethink, Redesign, and Revive.»

New developments within the business may open windows of opportunity to ei-
ther implement or improve privacy protection in existing aspects of the system, or to
make choices about new system components that support responsible information ma-
nagement practices and render privacy the default condition. These are opportunities to
Rethink, Redesign, and Revive aspects of the system, in whole or in part, based on the
7 Foundational Principles of PbD

«1. Rethinking invites organizations to review their risk mitigation strategies,
existing systems, and processes —including information technologies, business
practices, physical design, and networked infrastructure— and consider alter-
native approaches that are more privacy-protective. This may include revisi-
ting assumptions about how much personal information is necessary for the
system to operate, and how long it needs to be retained in identifiable form.

2. Redesigning represents the opportunity to enable or implement impro-
vements in how the system functions from a privacy perspective, while also
ensuring that it continues to achieve key business requirements in a doubly-
enabling positive-sum, win/win relationship. Redesigning may likely require
that less data be collected, and these changes may need to be cascaded back
to stored databases where possible, to delete these unnecessary fields of data.

3. Reviving the system in a new, privacy-protective way is the ultimate goal!»**

23 Cavoukian, A., 2013, 7 Foundational Principles
24 Cavoukian, A., 2013, Privacy by ReDesign: Building a Better Legacy



Big Data: a challenge for data protection 221

As mentioned above, the current draft of the European General Data Protection
Regulation includes the obligation to engage in technical and organizational measures.
This means a significant progress for the acceptance of Pb*D since «data protection by
design and by default as directly applicable law within the EU / EEA.

5. PROSPECTS

The scientific discussion about Big Data is just starting. In public, however, the to-
pic is becoming increasingly important. Over the recent weeks there have been detailed
background reports in the media. It’s not just about the specific benefits of certain Big
Data applications and the associated risk but it is also about the question in what kind
of society we want to live. We need a broad discussion on how our society could suffer
sensible changes, if our everyday behavior can be recorded and analyzed immediately or
after a long time and how we want to deal with this change.
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ABSTRACT: Narrative Science Inc., a company based in Chicago, has developed an artificial intelli-
gence engine called Quill that «ransforms data into stories that are indistinguishable from those authored
by peaple». 'This technology provides us a good opportunity to explore the complex relationship be-
tween privacy, data protection and freedom of expression, in the age of the Internet and of Big Data.
Furthermore, Narrative Science’s project raises questions on the relationship between human and the
machine. Paradoxically, the use of a robot writer will not result in greater rationality, but will increase
the tendency towards infotainment. More than ever before, the Internet has made the role of journal-
ism a crucial one. Independence, the verification of sources and the search for truth, which are the
foundation of journalism, are essential to make sense of the deluge of information we are now exposed
to. Protecting journalists’ right to freedom of speech, citizens’ right to receive quality information, and
the right to privacy of readers and users of social networks requires that a distinction be made between
journalism and other types of activities. For each of these, specific data processing activities are per-
formed with distinct purposes. The paper will focus on defining these purposes and on identifying
the impact their pursuit entails on fundamental rights. The data protection regulation currently in
force at both European Union and Council of Europe levels will be examined to determine whether
it sufficiently protects these rights. This research will finally lead us to consider how this regulation
may be improved.

KEYWORDS: Automated journalism; Artificial Intelligence; Freedom of expression; Right to infor-
mation; Right to receive information; Privacy; Data protection; Article 9, Directive 95/46/EC; jour-
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1. AUTOMATED JOURNALISM: THE PROJECT

Narrative Science Inc., a company based in Chicago, has developed a platform
called Quill that «transforms data into stories that are indistinguishable from those au-
thored by people»'. This innovative technology incorporates the latest advances in Ar-

1 Narrative Science’s website. Retrieved January, 29th, 2013 from hetp://www.narrativescience.
com/technology (The content of this page has been updated).
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tificial Intelligence and Big Data analytics. Initially, this robot writer was only ca-
pable to generate content in specific domains where the vocabulary is limited and
the stories follow a predictable pattern, such as sport and real estate. Now, it is used
by the business magazine Forbes to produce financial reports®. During the American
presidential election, Quill has analyzed twitter traffic related to the Republican pri-
mary candidates to output daily articles about the campaign®. Progressively, computer
intelligence is conquering the domain of political journalism. The massive amount of
data available in social media constitutes a particularly interesting information source
to achieve this goal.

This powerful technology provides us a good opportunity to explore the complex
relationship between privacy, data protection and freedom of expression, in the age of
the Internet and of Big Data. Furthermore, Narrative Science’s project raises questions
on the relationship between human and the machine. Paradoxically, the use of a robot
writer will not result in greater rationality, but will increase the tendency towards info-
tainment. More than ever before, the Internet has made the role of journalism a crucial
one. Independence, the verification of sources and the search for truth, which are the
foundation of journalism, are essential to make sense of the deluge of information we
are now exposed to.

Protecting journalists’ right to freedom of speech, citizens’ right to receive quality
information, and the right to privacy of readers and users of social networks requires
that a distinction be made between journalism and other types of activities. For each
of these, specific data processing activities are performed with distinct purposes. The
paper will focus on defining these purposes and on identifying the impact their pursuit
entails on fundamental rights. The data protection regulation currently in force at both
European Union and Council of Europe levels will be examined to determine whether
it sufficiently protects these rights. This research will finally lead us to consider how this
regulation may be improved.

2 Bell, E. (2012). The robot journalist: an apocalypse for the news industry? 7he Guardian (May
13). Retrieved January, 29%, 2013 from http://www.guardian.co.uk/media/2012/may/13/ro-
bot-journalist-apocalypse-news-industry/print. See also Morozov, E. (2012). A robot Stole My
Pulitzer! How automated journalism and loss of reading privacy hurt civil discourse. Slate Maga-
zine (March 19). Retrieved February, 11", 2013 from http://www.slate.com/Articles/technolo-
gy/future_tense/2012/03/narrat...ists_customized_news_and_the_danger_to_civil_discourse_.
single.html.

3 Templon,]. (2012). Quill Analyzes Presidential Campaign Funding. Retrieved January, 29*, 2013
from http://www.narrativescience.com/blog/quill-analyzes-presidential-campaign-funding. See
also Hammond, K. (2012). Just to Clarify - Generating stories from social media: Getting to the
meat of the tweets. Retrieved January, 28", 2013 from http://khammond.blogspot.be/2012/02/
generating-stories-from-social-media.html.
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2.  RELATIONSHIP BETWEEN FREEDOM OF EXPRESSION AND PRIVACY
IN THE AGE OF THE INTERNET AND BIG DATA

2.1. Freedom of expression

Ensuring access to a maximum of information to the largest number of people has
long been a priority and a condition of democratic development. Technology has made
a great contribution to achieve this goal. It is not mere chance that the 19th century
represented the golden age of the press. Techniques for the communication and repro-
duction of information have undergone great developments during this era. The electric
telegraph (1837), photography (1839), the telephone (1871) have brought profound
changes to social relations and have provided a wider circulation of information®. In
addition, developments in means of transportation, such as the railways, have played a
role in speeding up the distribution of newspapers and information.

Yet this development would have been impossible under Western democracies wi-
thout a supporting legal framework; and more specifically without enshrining freedom
of expression and of press as a fundamental right. Sweden is believed to be the first
country to have adopted a law protecting the freedom of the press in 1766°.

In the Member States of the Council of Europe, article 10 of the European Con-
vention on Human Rights® (hereinafter <ECHR»), has played a decisive role in protec-
ting this right for over fifty years. According to this provision, «everyone has the right to
freedom of expression. This right shall include freedom to hold opinions and to receive and

impart information and ideas».

The wording taken from article 10 of the ECHR mentions the right to commu-
nicate and receive information as two indissociable facets of the same freedom. Many
times over, the European Court of Human Rights tells us that «noz only does the press
have the task of imparting such information and ideas: the public also has a right to receive
them»’. The reference to this part of freedom of expression denotes a greater inclusion
of the role of the recipient of the information. This trend continues with the Internet,
where the recipient now acts as an information provider.

4 Albert, P. (1970). Histoire de la presse (Collection «Que sais-je ?» n°414). Paris: Presses Universi-
taires de France, pp. 34-35.

5  OECD (2010). News in the Internet Age: New Trends in News Publishing. Paris: OECD Publish-
ing, p. 26.

6 Signed in Rome by the Member States of the Council of Europe on 4 November 1950.
ECHR, Sunday Times (No. 1) v. the United Kingdom, judgment of 26 April 1979, §65. See also

case of Lingens v. Austria, judgement of 8 July 1986, §41 (All the case-law is available at the
Court website, at hetp:/lemiskp.echr.coe.int).
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The right to receive information essentially places a negative obligation on the State
not to infringe on the freedom of receiving information®. It is presented as a particular
aspect of the right to information, or to be more accurate, as one of the rights to infor-
mation. The Court does not recognise the guarantee to absolute right to information
in article 10. Such an interpretation would enshrine the existence of a general right of
access to administrative data and documents’, and even the unlimited right to know, as
is so often claimed by the tabloid press. To avoid any inaccuracy or confusion, I will
exclusively use the concept of the right to receive information in the continuation of
this study.

The Court has had the chance to apply the principles it has set out in terms of
freedom of expression in cases related to Internet. Among these rulings, we can pinpo-
int the case of Times Newspapers Lid v. the United Kingdom. It stated that: «In light of
its accessibility and its capacity to store and communicate vast amounts of information, the
Internet plays an important role in enhancing the public’s access to news and facilitating the
dissemination of information generally. The maintenance of Internet archives is a critical
aspect of this role and the Court therefore considers that such archives fall within the ambit
of the protection afforded by Article 10»".

2.2. Privacy and data protection

In the second half of the 19th century, legal constructs gradually appeared in Wes-
tern countries to accompany the swift rise in communication techniques. This progress
enabled the distribution of information to such a degree that the intimacy, honour and
reputation of individuals could be affected'’. Excesses of the press at the time were taken
into account in the drafting of these new rights.

In Germany, the legal doctrine developed the right of personality (Personlichkeits-
recht) which can be defined as «zhe right of the individual to be an end in itself, ro assert
irself and to flourish as an end in itself>'* and which protects many aspects of human be-

8 Council of Europe, ECHR, Research Division (2011). Internet: Case-law of the European Court
of Human Rights, 2011, p.20-23. Retrieved February, 5, 2012 from http://www.echr.coe.int/
NR/rdonlyres/E3B11782-7E42-418B-AC04-A29BEDC0400F/0/RAPPORT_RECHER-
CHE _Internet_Freedom_Expression_EN.pdf.

9 Ibid.
10 ECHR, Times Newspapers Ltd v. the United Kingdom (nos. 1 & 2), Judgement of 10 March 2009,
§27.

11 Rigaux, E (2004). Protection de la vie privée. In Répertoire pratique de droir belge (Tome IX
complément). Bruxelles: Bruylant, p.825.

12 Neuner, C. (1866). Wesen und Arten der Privatrechtsverbiltnisse. Kiel, Schwers'sche Buchhand-
lung, p.16.
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ings, such as image, reputation, honour, health and family issues'. In the United States,
S. Warren and L. D. Brandeis'* evoked the concept of privacy through not only Ameri-
can, but also English case law. They defined this new right as «zhe right to be let alone.
At the same time, French and Belgian case law witnessed decisions which show certain
close similarities with the rulings commented on by Warren and Brandeis'. We already
see the expression private life (vie privée) in a lecture given by B. Constant before the
Athénée Royal in 1819. He said that «our liberty has to consist of the peaceful enjoyment
of private independence»'.

The right to intimacy shines through these legal constructs as a common feature,
as the heart of Privacy. It is also this aspect that comes from the wording of article 8 of
the ECHR, according to which «everyone has the right to respect for his private and family
life, his home and bis correspondence». For over fifty years, the European Court of Human
Rights has played a decisive role in the development of the concept of privacy. It has
adopted an extensive and dynamic interpretation'” of this provision, which has enabled
it to move far beyond the strict framework of the right to intimacy. The Court appears
to have definitively moved beyond this threshold in the case of Niemietz v. Germany,
by enshrining «zhe right for individuals to establish and develop relationships with other
human beings»'.

Opver the course of cases submitted before the Court, the direction of the right to
(informational) self-determination', or in other words the right to control over infor-
mation, is gradually taking shape. The emergence of this new facet of privacy is directly
linked to the emergence of information and communications technologies.

Developments in ICT gradually have led to reflection from the 70s onwards®, and
then to the adoption of regulations with regard to the processing of personal data. Con-
vention n° 108 of 28 January 1981 of the Council of Europe (hereinafter «Convention n°

13 See references cited by Rigaux, E, op. cit., p. 825.
14 Warren, S.D., Brandeis, L.D. (1890). The Right to Privacy. Harvard Law Review, pp. 193-220.
15 See references cited by Rigaux, E, op. ciz., p. 824;

16  Constant, B. (1819). De la liberté des anciens comparée i celle des Modernes, lecture to the Athénée
Royal of Paris in 1819 (Paris: éd. Mille et une nuits - 2010).

17 Sudre, E (2005). La construction par le juge européen du droit au respect de la vie privée (Ra-
pport introductif). In Sudre, E (dir.) Le droit au respect de la vie privée au sens de la Convention
européenne des droits de I'Homme (Collection «Droit et Justice» n° 63). Bruxelles: Bruylant -
Nemesis, p.11.

18  ECHR, Niemietz v. Germany, judgement of 16 December 1992, §29.

19 ECHR, Pretty v. United Kingdom, judgement of 29 April 2002, § 61.

20  Council of Europe, Committee of Ministers. Resolution 74(29) of 30 September 1974 on the
protection of the privacy of individuals vis-a-vis electronic data banks in the public sector. Retrieved
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108»)?! is the first notable text, as it lays out all the basic principles applicable in this area.
These principles would later resurface in Directive 95/46/EC of the European Parliament
and of the Council of 24 October 1995 on the protection of individuals with regard ro the
processing of personal data and on the free movement of such data (hereinafter «Directive
95/46/EC»). This text was transposed to all European Union Member States, ensuring
a high standard of protection.

The appearance of the Internet and the mass processing of personal data that we see
today confirm the need for a specific body of rules enabling individuals to control personal
data which is held by companies and public authorities. The European Court of Human
Rights itself considers that Article 8 ECHR applies to the processing of personal data™.

2.3. Reconciling the irreconcilable?

Freedom of expression and privacy are generally presented as only conflicting rights.
This is surely the case in most disputes over media and press law, where the appellants
invoke image rights, complain of the infringement of their honour, or claim to be the
victims of defamatory statements. According to a group of experts for the Council of
Europe over data protection, «the potential for conflict is rendered more acute with the
increasing recourse to automation by the various organs of the media». >

The conflicting aspect of this relationship is highly evident if we put the freedom of
the individual to express an opinion on one side, and the right to intimacy on the other.
However, the nature of the relationship is much less clearly identified if we include the
right to receive information and the right to (informational) self-determination. As al-
ready seen by the members of the Arzicle 29 Data Protection Working Party in 1997, these
«two fundamental rights must not be seen as inherently conflicting. In the absence of adequate
safeguards for privacy individuals may be reluctant to freely express their ideas. Similarly
identification and profiling of readers and users of information services is likely to reduce the
willingness of individuals to receive and impart information»*.

from https://wed.coe.int/com.instranet.InstraServlet?’command=com.instranet. CmdBlobGet&
InstranetImage=590512&SecMode=1&Docld=6494988& Usage=2.

21  Convention n°® 108 of 28 January 1981 for the Protection of Individuals with regard to Auto-
matic Processing of Personal Data.

22 ECHR, Rotaru v. Romania, judgement of 4 May 2000, §43.

23 Council of Europe (1990). Data Protection and Media, Study prepared by the Committee of experts
on data protection (CJ-PD) under the authority of the European Committee on Legal Co-operation
(CDCJ). Retrieved from: htep://www.coe.int/t/dghl/standardsetting/dataprotection/Reports/
Media_1990.pdf.

24 Article 29 Working Party 1/97 of 25 February 1997. Data protection and the media. Retrieved
from: http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/1997/wp1_en.pdf.
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All of these fundamental rights form part of a single train of logic which aims to
enable individuals to be free, to build their own identity and at the same time interact
freely with other people in society. All things considered, the social and individual di-
mensions of these freedoms seem to be intertwined.

Studying the link between identity and privacy, A. Roosendaal® writes: «Making
choices and defining wishes and desires is closely related to identity. Identity is who you are
as an individual and how you want to be seen by others, so it has an internal and an exter-
nal element. The internal element can be described as how human beings acquire a sense of
self. The external element relates to social interaction with others». These two elements
appear to correspond to the two parts of privacy we looked at above: the internal ele-
ment coincides with the right to intimacy; and the external element, with the right to
self-determination.

The aim of the concept of right to self-determination is to provide a response to the
following issue: ICT has improved our ability to process data which may relate to identi-
fied or identifiable people. This greater control over information considerably increases
the powers of control held by public authorities and private entities over the people
whose data they are processing. This development brings with it a risk of subservience
of individuals to omniscient —and therefore all-powerful— authorities and companies. It
has also awakened fears that these individuals may be subject to decisions taken against
them based on entirely automated processing. In such a situation, the right to self-
determination regarding information enables individuals to maintain control over their
data and therefore over their individual destiny, while upholding a relationship with
companies, the public authorities and other citizens.

Let us now return to freedom of expression. Case law from the European Court of
Human Rights has precisely defined the role of this right in terms of both the personal
development of individuals and in the community at large. The participation of citi-
zens in public affairs —which translates as their ability to form an opinion, criticise the
powers-that-be and to enter into debate— presuppose access to information. The Court
regularly reaffirms that «freedom of expression is one of the basic conditions for the progress
of democratic societies and for the development of each individual»¥. It continues to insist
on the importance of this freedom in terms of the press: «Freedom of the press affords the
public one of the best means of discovering and forming an opinion of the ideas and attitudes

25 Roosendaal, A. (2012). We Are All Connected to Facebook...by Facebook! In Guewirth, S.,
Leenes, R., De Hert, P, Poullet, Y. (ed.), European Data Protection: In Good Health? Dordrecht,
Heidelberg, London, New-York: Springer, p.11.

26  Hekman, S. J. (2004). Private selves, public identities: Reconsidering identity politics. University
Park: The Pennsylvania State Univ. Press, p22.

27 ECHR, Handyside v. the United Kingdom, Judgement of 7 December 1976, § 49.
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of their political leaders. In particular, it gives politicians the opportunity to reflect and com-
ment on the preoccupations of public opinion; it thus enables everyone to participate in the
free political debate which is at the very core of the concept of a democratic society»*.

In the age of the Internet and of Big Data, it is interesting to note that freedom of
expression and privacy have an impact on the quantity and on the nature of information
circulating in society. The issue is indeed specifically how to manage what has become a
limitless amount of information.

Some may say «zoo much information kills information»®. This statement posits that
there is a threshold, beyond which the amount of data is so large that it is no longer
possible to process it and produce news articles and information of quality. Beyond this
threshold, the objectives of quantity and quality would separate. With this in mind, the
Internet and new technology may be a source of hardship...

In this study, we attempt to put some distance from these pessimistic ideas. Ac-
cess to a growing source of information is incredible good fortune. It helps to free us as
individuals and assists with democratic development, under two conditions. The first is
that new technology must work for Man and not be used as a tool for enslavement. New
technologies have to provide us with tools enabling us to cope with this flood of infor-
mation. Partially, we already have this. Think of search engines, for example. The second
is to consider that this growth in the amount of information available must bring with
it an increase in work, which consists of checking that the processed information is true
and reliable, and also of putting this information into context. This is precisely the job
of journalists. Privacy and data protection rules can enable the fulfilment of these two
conditions.

3. CAN DEMOCRACY SURVIVE WITHOUT JOURNALISM? CAN A ROBOT
REPLACE A JOURNALIST?

The access to reliable and accurate news is a prerequisite to the empowerment of
individuals and for citizen participation in public affairs. This is why journalism plays
a central role in a democracy. Independence®, the search for truth and the verification
of sources lie at the base of this profession and guarantee access to reliable information.

28 ECHR, Lingens v. Austria, Judgement of 8 July 1986, Series A no. 103, p. 26, §42.

29  'This fairly well known expression is attributed to a French politician Mameére, N. (1988) La
Dictature de 'audimat. Paris: La découverte.

30 Independence is not a synonym for neutrality. See Kovach, B. and Rosenstiel, T. (2001). 7he
Elements of Journalism: What Newspeople Should Know and the Public Should Expect. New-York:
Three Rivers Press (experts on http://www.nieman.harvard.edu/reports/article/102544/Journal-
ists-Must-Maintain-an-Independence-From-Those-They-Cover.aspx).
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The Internet has revolutionized the manner in which information is produced and
processed. A first factor of change concerns the relationship between the public and
journalists. With traditional mass media, the information receiver played a more pas-
sive role in the communication process. On today’s Internet, the information receiver
acts properly as an information provider. Blogs, social media and chats have emerged
as dynamic tools to publish fresh contents and to express comments about a variety of
topics and events. Cyberspace more widely reflects the large spectrum of opinions and
views that characterize our society.

However, this very proximity of journalists with the public may undermine the
principle of independence. It entails the risk of seeing journalists adapt their positions
to what their readers think, or with the dominating perceptions and norms of society.
This lack of distance may in turn entail greater conformism.

With the Internet, the daily newspaper is replaced by continually renewed informa-
tion, available around the clock. A first glance might lead one to think this information
flow contributes to the production of a varied range of opinions and contents. Unfortu-
nately, such is not the case. For many journalists, this rhythm is a source of pressure that
results in a race to produce contents, sacrificing the time dedicated to on-site research,
to background work, and to reflection. Many specialists have noted a trend on the
web towards the homogenization of contents and stressed the dangers of churnalism, a
practice which consists on producing articles on the basis of previously available content
without any information check and without the least critical look?'.

Speed and interactivity are inherent characteristics of the Internet. Considerable
progress can be made for democracy with this powerful tool. However, it all depends on
how it is used. Now, automatic content production is a response to a demand by com-
panies, including press publishers, who must labour with ever-increasing speed to create
contents that will bring traffic to their website. The generation of advertising income
depends on the audience reached. However, website traffic depends largely on search
engines such as Google, which select pages on the basis of keywords corresponding to
web users’ searches.

From the rise of internet, we assist to the decline of this traditional medium, of the
paper press. This downward trend has been amplified with the economic crisis*. The
newspaper industry has to face an increased competition, a drop in advertising revenues
and a decrease of the readership®.

31 Katrandjian, O. (2012). Churnalism and Its Discontents. Retrieved February, 11, 2013 from
heep://www.policymic.com/articles/1400/churnalism-and-its-discontents.

32 See OECD (2010), op. cit., p. 3.
33  OECD (2010), op. cit., pp. 17, 36, 60.
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Narrative Science’s project flourishes in this context characterized by cuts in edito-
rial resources and budgets for investigation journalism, overworked journalists, under-
staffed newsrooms and closure of newspapers®*. A client of Narrative Science, declared
that he was «impressed by the cost» and explained that he pays «less than $10 for each
article of about 500 words —and the price will very likely decline over time»*. Kris Ham-
mond, a cofounder of Narrative Science, predict that «in five years, a computer program
will win a Pulitzer Prize». *° He estimates that 90 percent of news would be written by
computers in 15 years”.

Nevertheless, the contents generated by a platform like Quill cannot be classified
as journalistic for a number of reasons. Getting rid of the journalist in the process of
content creation leads to the loss of all editorial autonomy whose purpose it is to shield
the decision-making process from economic pressures when it comes to which topics are
to be covered, and how they are to be treated. The result is the risk that a goodly number
of news themes that are of no interest to the masses yet are significant in terms of dem-
ocracy might no longer be covered. The journalist’s role as the watchdog of democracy
seems to be in jeopardy.

A robot —however efficient it might be— does not allow sources to be verified, nor
does it deal with information with a critical eye and with the required remoteness. In-
deed, the journalist’s task is not limited to gathering, connecting and correlating data.
One might be lead to believe that the intervention of a machine would allow the trans-
mission of information which would be neutral, perfectly objective, and would no
longer depend on the subjective interpretations and impressions of those who produce
it. But that would lose sight of the fact that machines process information according to
parameters and algorithms previously defined by their creators. Furthermore, one may
seriously question whether there is not in fact a risk of arbitrariness that ensues from the
analysis of a variable and changing reality through a predetermined interpretation chart
and predefined criteria.

Furthermore, whereas journalists draw most of their information from the real world,
a Quill-like robot is fed solely with data drawn from the Internet, 7.e. mostly user-pro-
duced contents found in social networks, in the chat rooms and forums of newspaper

34 OECD (2010), op. cit., pp. 10, 18, 120.

35 Lohr, S. (2011). In Case You Wondered, a Real Human Wrote This Column. New York Times
(September 10). Retrieved February, 11", 2013 from http://www.nytimes.com/2011/09/11/
business/computer-generated-articles-are-gaining-traction.html?_r=0&pagewanted=print.

36 Ibid.

37 Levy, S. (2012). Can an Algorithm Write a Better News Story Than a Human Reporter? Wired
(April 4). Retrieved February, 11th, 2013 from http://www.wired.com/gadgetlab/2012/04/can-
an-algorithm-write-a-better-news-story-than-a-human-reporter.
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sites. But most of the information found through these means represent the expression of
comments, impressions, feelings on sundry topics. This therefore leads to a paradox: the
use of a machine will not result in greater rationality; on the contrary, it will increase the
tendency towards infotainment throughout an Internet which already devotes consider-
able space to comments and the expression of personal impressions and feelings.

The production of contents from previously published data presents a danger E.
Morozov described very well: «some people might get stuck in a vicious news circle, consum-
ing nothing but information junk food and having little clue that there is a different, more
intelligent world out there»

There are those who predict that the Internet will lead to the disappearance of
traditional journalism in favour of citizen journalism. On the contrary, the Internet has
made the role of journalism a crucial one.

«The main belief is that better technology equals better communication, and thats not
true»”, explains D. Wolton who underlines the need to take into account the human
dimension of communication®. He said that «the problem is not to send information
quickly but to have common understanding. The challenge of democracy is to help people live
together in peace, and communication isn't always successful...If you put 500,000 computers
between Israél and Palestine, you won't get peace.

4. DATA PROTECTION RULES TO JOURNALISM’S RESCUE

The protection of quality journalism, and more particularly journalists’ right to
freedom of speech, citizens’ right to receive quality information, and the right to privacy
of readers and users of social networks requires that a distinction be made between three
types of activities: 1. journalism; 2. the study for statistical purposes of data drawn from
net user-produced contents; 3. the production of personalized contents according to
profiles assigned to readers.

For each of these activities, specific data processing (mostly of personal data) is
performed in the context of distinct purposes. Undoubtedly, the purpose principle cons-
titutes one of the most crucial data protection mechanisms. Directive 95/46/EC puts it
as follows: «personal data must be collected for specified, explicit and legitimate purposes»™'.
The corollary to this provision is that personal data cannot be processed later on a man-

38  Morozov, E. (2012), op. cit., supra.

39  Public lecture of D. Wolton in the Alliance francaise du Macao, 28" September 2010. Retrieved
from http://www.alliancefrancaise.org.mo/spip.php?article222&lang=en.

40  See Wolton, D. (2009). Informer nest pas communiquer. Paris: CNRS éditions.
41  Article 6, 1°, b).
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ner which is incompatible with the purpose for which they were collected. The purpose
principle permits us to define —and thereby delimit— the power of the person responsi-
ble for the processing: the various operations performed on the data must fit within the
framework of the purposes defined.

In the following points, we will focus on defining these purposes, identifying the
impact their pursuit entails on fundamental rights, and understanding how data protec-
tion rules may be applied to each one of them.

Let us remember that, for the most part, the obligations that ensue from Directive
95/46/EC fall on the controller, i.e. on «the natural or legal person which alone or jointly
with others determines the purposes and means of the processing of personal datar*. Journa-
lists and press publishers must be deemed jointly controller for the processing perfor-
med for journalistic purposes. Generally, press publishers will be held controller for the
processing corresponding to the purposes mentioned in the points 2 and 3.

Note that the purpose principle and the notion of controller are to be found in
Convention n° 108.%

4.1. Journalistic purposes

Both Convention n° 108 and Directive 95/46/EC contain a provision that mana-
ge the conflicts which might arise between the data protection rules they contain and
freedom of speech.

Under article 9, 2° of Convention n° 108, «derogation from the provisions of Articles
5, 6 and 8 of this convention shall be allowed when such derogation is provided for by the law
of the Party and constitutes a necessary measure in a democratic society in the interests of (...)
b. protecting (...) the rights and freedoms of others». As part of the current modernization
of the Convention, the Convention’s Consultative Committee recommends adding, at
the end of the previous text, «notably freedom of expression».**

Article 9 of Directive 95/46/EC states that: «Member States shall provide for exemp-
tions or derogations from the provisions of this Chapter, Chapter IV and Chapter VI for the
processing of personal data carried out solely for journalistic purposes or the purpose of artistic
or literary expression only if they are necessary to reconcile the right to privacy with the rules
governing freedom of expression». Recital 17 of the Directive permits a better interpreta-
tion of this provision by specifying that: «the processing of personal data for purposes of

42 Article 2, d).
43 Articles 2, d) and 5, b).

44 Modernisation proposals adopted by the 29th Plenary meeting, 27-30 November 2012 (T-
PD(2012)4Rev3). Retrieved February, 4th, 2013 from htep://www.coe.int/t/dghl/standardset-
ting/dataprotection/modernisation_en.asp.
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Journalism or for purposes of literary of artistic expression, in particular in the audiovisual
field, should qualify for exemption from the requirements of certain provisions of this Directi-
ve in so far as this is necessary to reconcile the fundamental rights of individuals with freedom

of information and notably the right to receive and impart information, as guaranteed in
particular in Article 10 ECHR».

On 25 January 2012, the European Commission established rule proposal
2012/11%, the purpose of which is to reform Directive 95/46/EC. This text, currently
under discussion in the European Parliament, contains an article 80 which repeats the
statement of the aforementioned article 9.

The aforementioned provisions of the Directive and Convention n® 108 both per-
mit a near-complete derogation of data protection rules. When freedom of speech and
data protection clash, the interests at stake must be weighed and a balance found on the
basis of the proportionality criterion.*

Both texts do differ in scope, however. Article 9 of Convention n® 108 addresses,
in general terms, all situations where freedom of speech and data protection clash. The
text of the Directive, however, concerns «ournalistic purposes or the purpose of artistic
or literary expression». The use of the term «solely» demonstrates the restricted nature of
this exceptional regime.” Therefore, all the data processing the purpose of which might
jeopardize freedom of speech is not necessary covered by the hypothesis of article 9 of
the Directive. Nevertheless, even where the data processing is not protected by the re-
gime of this provision, specific derogations to the Directive’s obligations may be allowed
if they are necessary to reconcile the opposing fundamental rights.

Whether on the basis of the text of the Directive or of that of Convention n°® 108, it
is accepted that data processing for journalistic purposes (editorial including electronic
publishing) almost requires a derogation to nearly all applicable rules concerning data
protection. The journalist’s task would become difficult —if not impossible— to perform if
the consent of individuals whose data was being processed had to be obtained every time,
or if information, especially regarding processing purposes, had to be provided to them.

In order to differentiate which types of data processing do qualify under the Di-
rective’s derogation system from those which do not, we should define what must be
understood by Gournalistic purposes».

45  Proposal for a regulation on the protection of individuals with regard to the processing of
personal data and on the free movement of such data (General Data Protection Regulation).
Retrieved February, 1st, 2012 from http://ec.europa.eu/justice/newsroom/data-protection/
news/120125_en.htm.

46 See ECJ, Case C-101/01, Bodil Lindquvist, judgment of 6 November 2003 (All the case law is
available at the Court website, at http://curia.europa.eu).

47 Article 29 Working Party 1/97, op. cit., p. 8.
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The Court of Justice of the European Union (hereinafter «<ECJ») has considered
this concept in a judgment dated 16 December 2008. It decided that activities «relating
to data from documents which are in the public domain under national legislation, may be
classified as journalistic activities’ if their object is the disclosure to the public of informa-
tion, opinions or ideas, irrespective of the medium which is used to transmit them. They are
not limited to media undertakings and may be undertaken for profit-making purposes»*®. It
determined that any activity had to be considered as a journalistic one, if it was one «in
which data relating to the earned and unearned income and assets of natural persons are:
collected from documents in the public domain held by the tax authorities and processed for
publication; published alphabetically in printed form by income bracket and municipality in
the form of comprehensive lists; transferred onward on CD-ROM to be used for commercial
purposes; and processed for the purposes of a text-messaging service whereby mobile telephone
users can, by sending a text message containing details of an individual’s name and munici-
pality of residence to a given number, receive in reply information concerning the earned and

unearned income and assets of that person»®.

This decision warrants a number of criticisms. The interpretation given by the EC]
to journalistic activities far exceeds the manner in which they are usually understood.
The ECJ even includes in this notion those activities which are intended solely to market
the data, without any journalistic treatment of the information. Such activities often in-
clude significant risks of invasion of privacy and are unrelated to the mission conferred
unto journalism in a democracy. While the practice of journalism may also include the
search for financial returns, the danger lies in confusing data processing for journalistic
purposes with data processing for marketing purposes. And that is all the more worri-
some now that, with the Internet, the lines between marketing and journalistic contents
tend to get blurred, «causing problems for people in search of objective information».>

It is essential to incorporate into the notion of journalistic purposes the ethical
norms and the values that are the foundation of journalism. Working Party experts were
already moving in this direction in a recommendation adopted in 1997. Furthermore,
the role of the media in a democratic society «to impart information and ideas on all mat-
ters of public interest» —as stressed in the jurisprudence of the European Court of Human
Rights’'— should be taken into consideration. Advocate General Kokott had adopted
this position in her opinion in the aforementioned case. However, the EC] did not agree.

48 EC] (Grand Chamber), Tietosuojavaltuutettu v. Satakunnan Markkinapirssi Oy, Satamedia,
judgment of 16 December 2008.

49 Ibid., §34.
50  Custom Content Blog (2012). Is Content Marketing Invading Traditional Journalism’s Turf? Re-

trieved January, 29®, 2013 from http://blog.customcontentcouncil.com/?p=1898.
51 ECHR, Lingens v. Austria, op. cit., § 44.
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Therefore, I propose journalistic purposes be defined as: the production of information
on topics of general interest, in accordance with ethical and professional obligations that
are the foundation of journalism, to wit independence, the verification of sources and
the search for truth.

The distribution of information without any commentary falls within the scope of
this purpose, whether in publishing a photograph or simply reproducing a document,
figures or a set of raw data. Indeed, the distribution of such information presupposes a
decision on the part of the journalist and efforts to contextualize the information: he
will have come to the conclusion that this information was relevant as part of a debate
on a topic of general interest. Let us consider, for example, the publication of a photo-
graph. Its very contents may bring to the public’s attention facts of great importance.
Yet no journalist who exercises his profession correctly would publish it without first
verifying its authenticity, duly stepping back and expressing, if necessary, reservations.

Furthermore, the reuse of personal data previously made available to the public
comes under journalistic purposes so long as the aforementioned ethical rules have been
respected, which requires the intervention of a flesh-and-blood journalist. The same ap-
plies to data obtained from social networks or those published over the Internet. A con-
trario, merely providing personal data out of context, or subject to criteria or purposes
which are left entirely to the recipient of the information, does not come under this
hypothesis. Thus, the fact of granting access to the fiscal data of various people to users
who may consult them out of idle curiosity does not fall within the scope of journalistic
activities. Which is not to say that a person’s fiscal data cannot be published by the press
in certain cases. An excellent illustration of this is the Fressoz and Roire c. France case. In
that instance, «the article was published during an industrial dispute ar one of the major
French car manufacturers. The workers were seeking a pay rise which the management were
refusing. The article showed that the company chairman had received large pay increases
during the period under consideration while at the same time opposing his employees’ claims
Jor a rise»>?.

4.2. Identification of the purposes of data processing performed as part of
automated «journalism»

The automatic production of contents through the reuse of data drawn from con-
tents uploaded by Internet users has serious consequences regarding fundamental rights.
As previously demonstrated, the right of citizens to receive quality information is ser-
iously jeopardized. The same applies to the right to privacy and data protection of users
of social networks, chat rooms and forums. Data published on line by a user, to which

52 ECHR, Fressoz and Roire c. France, judgement 21 January 1999, §50.
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must be added the data resulting from interactions with other people, reveal many per-
sonality aspects, ranging from political opinions to consumption habits, and including
health, philosophical convictions, sexual life, profession.... Such information allows the

creation of highly detailed profiles of individuals.

Here, rules applicable to data protection must be applied fully, as this does not
remotely enter into our previous definition of journalistic purposes. Concretely, users of
social networks, chat rooms and forums communicated their data to express an opinion,
contact other users, and share experiences and contents with them. The robot journal-
ist reuses the data for a purpose which may be defined as follows: to perform statistical
studies and research on opinion trends on the web and in social networks. The pub-
lished results are no longer personal data, but general data that provide a global overview.

The robot’s processing is incompatible with the purpose of the initial collection.
Therefore, reuse of the data implies in this case the birth of a new process, one which
must meet all the requirements of Directive 95/46/EC. It bears noting that the Direc-
tive allows Member States to provide for a favourable regime where the data are reused
for historical, statistical or scientific purposes, so long as appropriate safeguards are in-
cluded. In most Member States, these guarantees include the anonymization of the data.
This statistical-research purpose, as we have defined it, excludes any profiling of individ-
uals and any marketing purpose. Traffic data may be processed in this case, only if the
sole objective is to understand the audience in a global manner. Under no circumstance
may such a process exercise any influence over the contents of the articles made available
to readers. That would then constitute a marketing purpose.

Statistical purposes must be carefully distinguished from profiling ones. «Statistics
aim at analysing mass phenomena. Statistics allow (...) the drawing of a general affirmation
from a series of systematic individual observations (...) In this way, although statistics are
based on individual observations, their objective is not to acquire knowledge of the individ-
uals as such (...) Statistical activities (...) are not directed at taking decisions or individual
measures, but rather (...) collective judgments or decisions?>.

Directive 95/46/EC calls for other safeguards, some of which are: the protection
of people requires compliance with article 6, 1°, (e), which stipulates that the data
must be «kept in a form which permits identification of data subjects for no longer than
is necessary for the purposes for which the data were collected or for which they are further
processed». Readership studies that are conducted do not require the use of data which
permits those involved to be identified. Such data should therefore always be anonym-

53  Council of Europe (1997). Explanatory Memorandum of Recommendation No.R (97) 18 of the
Committee of Ministers to Member States concerning the protection of personal data collected and

processed for statistical purposes. Retrieved from http://www.coe.int/t/dghl/standardsetting/dat-
aprotection/EM/EM_R(97)18_EN.pdf.
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ized, keeping in mind the fact that the simple interconnection of data may easily allow
the identification of the individuals concerned. This is especially so given the quantity
and nature of the data collected.

The processing of sensitive data, such as medical data or data revealing ethnic origin,
political opinions, philosophical beliefs, requires obtaining the prior consent of those
persons involved. They must be provided with complete information on the intended
purposes, the identity of whoever will receive the data. The persons involved must also
be able to exercise effectively their rights, including those to access and correction.

It bears noting that publication of the result of the research is protected by freedom
of speech.

4.3. From targeted advertisement to customized «journalistic» contents

«Imagine creating multiple versions of the same story, with each storys content custom-
ized for different audiences and tailored to fit a particular voice, style and tone.»>* This is
what we could read until very recently on Narrative Science’s website in a section regard-

ing the services Quill could provide in the field of «Publishing and Media».

Data processing as it is viewed here is not intended to consider the contents of
blogs and social networks as a source of information that allows us to gain better know-
ledge of the world that surrounds us and the debates on ideas that are going on in our
societies. The intent here is purely a commercial one. Data on newspaper readers are
analyzed to produce non-objective but personalized information. Topics of general in-
terest are treated in a non-journalistic manner.

This type of approach is not specific to the Narrative Science project. A. Altert
warns us, in an article published in the Wall Street Journal, that «your E-book is reading
your”. « The major new players in e-book publishing - Amazon, Apple and Google - can eas-
ily track how far readers are getting in books, how long they spend reading them and which
search terms they use to find books. Book apps for tablets like the iPad, Kindle Fire and Nook
record how many times readers open the app and how much time they spend reading. Retail-
ers and some publishers are beginning to sift through the data, gaining unprecedented insight
into how people engage with books».

This type of treatment constitutes a serious attack on the right to receive objective
information, as well as on the right to privacy of the readers and Internet users. Let us
apply the provisions of Directive 95/46/EC. First of all, the consent of those people

54  Retrieved January, 29", 2013 from http://www.narrativescience.com/services.

55  Alter, A. (2012). Your E-Book Is Reading You. Wal/ Street Journal (July 19). Retrieved January,
29* 2013 from http://online.wsj.com/article/SB10001424052702304870304577490950051
438304.html.
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involved should always be obtained prior to this type of processing. As the purpose is
a marketing one, those involved have the right to oppose, without cost, such a process.
Furthermore, the processing of sensitive data should be forbidden even should the con-
sent of those persons involved be obtained. The processing of such data is dispropor-
tionate in the context of marketing purposes, which constitutes a violation of Article
6, ¢) of Directive 95/46/EC, according to which the processed data must be «adequate,
relevant and not excessive in relation to the purposes for which they are collected andfor fur-
ther processed.

5. CONCLUSION

The context applicable to data protection is currently being reviewed both by the
Council of Europe and the European Union. This therefore provides an opportunity to
add to the current text of Directive 95/46/EC a more general provision, such as Article
9 of Convention n°® 108, to the derogation applicable to «journalistic purposes or the pur-
pose of artistic or literary expression». This also would be the right time to insert in Con-
vention n° 108 a derogation which would be applicable specifically to these purposes,
such as the one mentioned in the Directive. The purpose of journalism should clearly
be defined in each of these instruments. Moreover, the exact object of the derogations
allowed in this matter should be clearly specified. The same needs be done as regards
artistic and literary expression. Generally speaking, the derogations applicable to all of
these activities should be allowed only if the data processing is performed by human
beings, not solely by machines.
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ABSTRACT: The amount of medical data is growing rapidly in the current technological and social
environment. Big data analytics are being developed to assist health service providers, doctors and
researchers to accelerate scientific discovery, enable personalized medicine and improve the quality
of health care. It is being underpinned that in order to achieve these objectives an open data strategy
should be followed by public authorities allowing third parties to access medical data.

This process though raises severe concerns over privacy issues relating to the use of medical informa-
tion by both private and public entities. Against this complex network of technology threats, Euro-
pean citizens are currently protected by a rather outdated regulatory framework, namely the Directive
95/46/EC, which however is under revision and hopefully is about to be replaced by a new, updated
and more comprehensive Regulation.

This paper conglomerates the presentation of research on privacy problems arising from the emer-
gence of big data sets in medical sector by attempting to re-address the privacy problems in the envi-
ronment of big data and open data policies in health sector and tries to examine to what extent the
proposed data protection regulation can address these issues so as to create a modern and updated le-
gal framework by introducing new rules that will provide greater legal certainty, enhance citizens’ trust
in the use of their medical data, and ultimately achieve the goal of delivering efficient health services.

KEYWORDS: e-health, big data, open data, General Data Protection Regulation.

1. INTRODUCTION

During the decades of the 1950s and 1960s governments embraced the new emer-
ging computer technologies, which primarily integrated data processing into manage-
ment systems enabling their fast interlinking and processing to respond to the con-
tinuously increased demands of modern States. Accordingly, in the 1980s the rise of
network technology made it possible for computers to be linked together, and further
the emergence of telecommunication networks and, especially Internet, provided with
the opportunity to establish of digital networks with immense capacities for accessing,
processing and sharing large amount of data held by government, hospital, university
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and/or private entities. By the end of 1990s all the «e-terms» were broadly introduced

—e-government, e-crime, e-learning, e-justice, e-health— and have now dominated the
policy orientation of governments and public administrations worldwide trying to ex-
ploit the advances of the Information and Communication Technologies (ICTs) to in-
crease information access and availability as well as transparency and the accountability
of the public sector.

Within this scope e-health:

is the use of ICTs in health products, services and processes combined with or-
ganisational change in healthcare systems and new skills, in order to improve
health of citizens, efficiency and productivity in healthcare delivery, and the
economic and social value of health. E-health covers the interaction between
patients and health-service providers, institution-to-institution transmission
of data, or peer-to-peer communication between patients and/or health pro-
fessionals. (European Commission, 2012a, p. 3).

Thus, the amount of medical data is growing rapidly in the current technological
and social environment. Moreover, the current formated informational environment
consisting of the use and usage of big data and open data policies can be proven ex-
tremely expedient when it comes to assisting health service providers, doctors and re-
searchers to accelerate scientific discovery, enable personalized medicine and improve
the quality of healthcare. However, a number of privacy and data protection issues
such as the prevention of unauthorized disclosure to all health related information, the
anonymisation, re-identification and de-identification procedures, the reinforcement of
consent, the right of the citizen to erase personal data must be considered beforehand
when designing e-health policies so as to provide Europeans with a better quality of life
through better designed healthcare systems.

The main objective of the paper is to examine the current technological environ-
ment of e-health in the era of big and open data as well as whether and under which
circumstances the implementation and blanket introduction of such techniques should
be considered and adopted giving emphasis on privacy and data protection. Further,
we intend to demonstrate the legislative framework on e-health as formulated within
European Union (EU) the e-Health Action Plan 2012-2020 and primarily the General
Data Protection Regulation, and how is being related to the deployment of e-health
initiatives.

Our starting point is the review of the several European initiatives on e-health in
order to evidence the importance that EU has assigned to the development of electronic
healthcare systems, whereas further we examine the core essence of what big data and
open data are and how they apply and beseem within the e-health spectrum. Finally, we
review how the Proposed Regulation can accommodate both the development and wide
implementation of e-health systems and the protection of the data subjects —the patients
in this case— from unlawful and illegal processing of their health data at the same time.
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2. E-HEALTH

The automation of procedures in the e-health sector has been among the priorities

of governments worldwide during the last decade —being one of the pillars of the e-
government vision— considering that the introduction of ICTs to the healthcare systems
can revolutionize the way medicine is being applied bearing benefits for all stakeholders
—patients, health physicians and the State itself. Healthcare systems are part of a wider
network of social and welfare services (Callens, 2010), which were among the first to be-
nefit from the introduction of computers and networking long before from the advent
of e-government. One of the most successful examples is the program «Families First»
implemented in Camden, New Jersey in February 1994 with the distribution of cash
and food stamps in the format of ATM cards which were charged as appropriate via an

electronic system (Milward & Snyder, 1996, p. 267).

Since then the generalized implementation of electronic services to the health sec-
tor has become an undeniable realization shaping the scenery of e-health. As e-health

is defined:

the application of ICTs across the whole range of functions that affect the
healthcare sector consisting of four interrelated categories of applications a)
clinical information systems, b) telemedicine and home care, namely persona-
lized health systems and services for remote patient monitoring, ¢) integrated
regional/national health information networks (i.e. e-prescription), and d) se-
condary usage of non-clinical systems (i.e. specialized systems for researchers
or support systems such as billing systems). (Callens, 2010, p. 561).

EU realizing the immense inherent power and the great impact that e-health ap-
plications would have in a pan-European level hastened into adopting a statutory frame-
work early including provisions for promoting the implementation of e-health services.
More specifically, eEurope 2002 Action Plan provided for Health Online «to develop an
infrastructure of user-friendly, validated and interoperable systems for health education,
disease prevention and medical care» (2000, p. 23).

The term «e-health» is officially used in the eEurope 2005 Action Plan (2002) as a
means:

to reduce administrative costs, to deliver health care services at a distance, to
avoid unnecessary duplicate examinations via three (3) proposed actions a)
electronic health cards, b) health information networks with broadband con-
nectivity, and c) online health services (e.g. information on healthy living and
illness prevention, electronic health records, tele-consultation, e-reimburse-
ment). (p. 13).
Alongside, the 2010 Communication promotes the introduction of ICTs to public
sector, including healthcare, aiming for better, more accessible and more cost effective
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public services by employing technologies for wellbeing, independent living and health
(European Commission, 2005, p. 10-11). Finally, Point 2.7.2 of Digital Agenda for Eu-
rope' states that the deployment of e-health technologies are a key action in improving
the quality of care, reducing medical costs and fostering independent living, including
in remote places. In parallel, the eHealth Task Force has issued the report «Redesigning
health in Europe for 2020» which designates five (5) levels of change for a shift towards
an integrated e-health environment for the 21* century:

1. My data, my decisions, designating individuals as owners and controllers of their
own health data with the right to make decisions over access to the data and to be
informed about how it will be used.

2. Liberate the data, introducing open practices to health data so as to transform the
way that care is provided and generate cost savings.

3. Connect up everything, exploiting the personal digital life streams published by
individuals to geo-tag them and use them for public health surveillance and epide-
miology.

4. Revolutionise health, publishing the efficiency of health institutions and professio-
nals enables the public to make informed decisions on their course of treatment.

5. Include everyone, employment of ICTs to reduce inequalities by designing services
that promote and enhance equity.

HEAL 3
AND INSTITUTIONS

M Y. UK BE L SK DK D- PL T _BG_ LU S- i el
PT ES FR LU C2 Fl AT SI HU IT EE EL RO |

Source: Redesigning health in Europe for 2020, eHealth Task Force Report

1 The European Commission launched in March 2010 the Europe 2020 Strategy to exit the crisis
and prepare the EU economy for the challenges of the next decade. More information available
at htep://ec.europa.eu/europe2020/index_en.hem.
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The first e-Health Action Plan, issued on April 2004, vividly delineated the fra-
mework of European policies and initiatives providing tomorrow’s instrument for substan-
tial productivity gains, restructured, citizen-centered health systems and, at the same time,
respecting the diversity of Europe’s multi-cultural, multi-lingual health care traditions (p.
4). The consecutive e-Health Action Plan 2012-2020 was issued in December 2012 set-
ting out a road map to address barriers to the use of ICTs in Europe’s healthcare systems by
recognizing the right of individuals to have their personal health information safely stored
within a healthcare system accessible online as an essential condition for success of these
initiatives and focusing especially to the cross-border transmission of health data.

Especially considering the cross-border transmission of health data, EU adopted in
March 2011 the Directive 2011/24/EU on the application of patients’ rights in cross-
border healthcare. The purpose of the Directive (Article (1)) is to

provide rules for facilitating the access to safe and high-quality cross-border health-
care and promotes cooperation on healthcare between Member States, in full res-
pect of national competencies in organising and delivering healthcare. (p. 53).

According to Recital (2) the legal basis is Article 114 of TFEU? concerning the
improvement of functioning of the internal market and the free movement of goods,
persons and services, whereas Recital 25 specifies that the transfer should depend on the
protection of personal data as indicated to Directive 95/45/EC, and establishes the right
for individuals to have access to their personal medical data containing information as
diagnosis, examination results, assessments by treating physicians and any treatment
or interventions provided. Finally, Article 14 refers specifically on the provision for the
establishment of a voluntary e-health network which should exploit the capabilities of
European e-health systems and draw up guidelines on which data can be shared and the
effective methods of use of medical information, whilst in parallel Recital 57 provides
for the interoperability of e-health solutions. Unfortunately, there is no direct mentio-
ning either to big data or to open data and the way that can be implemented within the
health sector, but elements the reference to e-health solutions could be perceived as an
indirect mention, and also elements from the Open Strategy for Europe can be incorpo-
rated and used in order to facilitate their use.

Still the goal to promote the use of ICTs in healthcare sector without compromi-
sing citizens’ privacy might be proven a quite challenging task in the age of big data,’
where the added value of information has led to unprecedented collection, aggregation

2 Treaty on the Functioning of the European Union (TFEU) is the Treaty which organises the
functioning of European Union and determines the areas of, delimination of, and arrangements
for exercising its competences. It forms the basis for the introduction of new policies and legis-
lation in EU.

3 As the term was used by Steve Lohr.
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and storage of data. In the case of health sector, where new technologies are virtually
used in all levels of healthcare, the production and exploitation of health related data is
becoming the main goal of private companies, marketers, research centers and govern-
ment initiatives as a means to improve profit and healthcare services.

3. BIG DATA

Big data has been characterized as planet nervous system* (Hernadez, 2012), but
basically is a buzz word affixed by software engineers, computer scientists, and social
scientists describing of the revolutionary ability to detect, corral and compare data on
scales few even dreamed possible even some years ago (Raash, 2012). It mainly refers
to datasets whose size is beyond the ability of typical database software tools to capture,
store, manage, and analyze (McKinsey Global Institute, 2011), or simply

high-volume, high-velocity and high-variety information assets that demand
cost-effective, innovative forms of information processing for enhanced in-

sight and decision making. («Big Data,» n.d.).

It is estimated that approximately 2.5 quintillion bytes of data is created daily in
any structured and unstructured format of text, sensor data, audio, video, click streams,
log files and many more emerging from various and diverse sources such as sensors used
to gather climate information, posts to social media sites, digital pictures and videos,
purchase transaction records, and cell phone GPS signals (International Business Ma-

chines [IBM], n.d.).

The World Economic Forum’s 2012 report states that big data can be actionable in-
formation used to identify needs, provide services, and to predict and prevent crises for
the benefit of low income populations. In March 2012, the U.S government announced
$200 million in research programs for big data computing (United States, 2012) and
the trend for the future is that big data analytics will provide a series of tailored made in-
formation to a variety of demands. Only recently the Obama 2012 campaign used data
analytics and the experimental method to creating a system that collected information
from smartphones, social-media contacts overturning the dominance of TV advertising
in U.S. politics and creating a national campaign run like a local ward election, where
the interests of individual voters were known and addressed (Scherer, 2012).

In parallel the development of open data and their rapid adoption to public sector
pose additional issues on the handling of health data, especially considering that health
data fall under special category of data processing as specified to Article 8 of the Direc-

4 According to Rick Smolan, Yahoo CEO, Marissa Mayer, on a Twitter discussion, described big
data as «the world is developing a nervous system.»
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tive 95/46/EC. Broadly speaking open data is defined as «data that can be freely used,
reused and redistributed by anyone - subject only, at most, to the requirement to attribute
and sharealike» (Open Knowledge Foundation [OKF]), or otherwise open data «can be in
any content format (text, image, sound, numbers) or software and available to the public
without copyright or other licensing restrictions for copying, further use and dissemination»
(Tsiavos, 2011). Summarising this, open data refers to availability and access, reuse and
redistribution, universal participation and interoperability.

Incorporating open practices into healthcare sector is a challenge mainly due to the
sensitive and confidential nature of health data on one hand, and the inherent openness
of procedures on the other hand. However, in order to implement an e-health environ-
ment this incorporation seems obligatory, and it is among the objectives set by the
eHealth Task Force when referring to the liberation and connection of data with open
practices and the eHealth Action Plan, which consistently supports and promotes the
interoperability and cross-border transmission of health data.

3.1. Big data in Health Sector

Acquiring medical data is not an easy task since 80 percent of all information is
unstructured, and as Cohn (2013) signifies namely it consists of «physician’s notes dic-
tated into medical records, long-winded sentences published in academic journals, and
raw numbers stored online by public-health departments». So given the self-evident
importance of big data in every sector, the healthcare systems worldwide are the next
frontier since big data sets are considered to be the biggest potential areas of application
for society is healthcare (Rooney, 2012).

Health related data, collected in versatile modes such as via mobile devices by health
workers and individuals, or analysed in the form of data exhaust, can constitute a useful tool
for understanding population health trends or stopping outbreaks, and further data from
electronic health records can be used to create massive datasets with which treatments and
outcomes can be compared in an efficient and cost effective manner (World Economic
Forum [WEF], 2012, p. 2). Grant (2012) stresses that big data permits to epidemiologists
to gather information on social and sexual networks to better pinpoint the spread of di-
sease and create early warning systems. Comparative-effectiveness researchers are combing
government and clinical databases for proof of the best, most cost-effective treatments
for hundreds of conditions, information that could transform healthcare policy. Disease
researchers having access to human genetic data and genomic databases of millions of
bacteria data they can combine to study treatment outcomes.

When describing big data in the health sector, we mainly see certain healthcare data
pools that function as sources of information with the scope to improving healthcare such as:

1. Drug data extracted from prescription records reveal the prescribing practices of
individual doctors (Lewis, 2011),
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2. Device data collected from implantable cardiac devices that record and store data
onboard, while patient’s wireless monitors, download the files and send them to
the developer and manufacturer of the device website accessible by doctors (Dock-
ser-Marcus & Weaver, 2012),

3.  Clinical data collected from medical records and medical images assist the produc-
tion of pharmaceuticals and of improvement clinical research and healthcare (Vu
& Slavkovic, 2009),

4.  Claims and financial data, where information is extracted on total healthcare costs
as well as patient burden and insurance claims,

5.  Patient behavior and sentiment data is very important for predictive analytics since
it can be easily extracted from consumers/patients online behaviour, while purcha-
sing pharmaceutical products, searching and visiting certain health related websites,
posting on social media, data pulled from RFID chips embedded in drug packa-
ging and connected by networks to computing resources (McKinsey Global Insti-
tute, 2011, p. 42). Patients can also seek for advice, learn from each other, discuss
test results, and compare medications, treatments or combinations of drugs (Al-
Ubaydli, 2012) via the online support networks as for example «Health Unlocked»
or the «Patients Like Me».

Concluding big data harbors tremendous possibilities to healthcare and well-being
providing enormous advantages to all stakeholders when properly implemented and
applied on every aspect, because they present the unique opportunity of connecting
people with their own data and offer them with the change to chance their life.

3.2. Open Data in the Health Sector

The problem of health related data is that it forms a kaleidoscope of imaging from
X-rays, MRI’s and other scanners, genetics, pathology, sensors and research data stored
in a vendor specific manner so that it cannot be shared or used in a smart way such as
for research or educational purposes (Wijsman, 2012).

The release of the health data in an unrestricted, free of charge, 24/7 accessible and
available manner is the core of the synergy among open data practices and healthcare
sector. This collaboration is made even more compulsive considering that the greatest
percent of health data comes under the label of government data as for which there is a
shift towards employing open practices of management. As Groen (n.d.) mentions this
prospect is translated into:

finding ways to add value and generating useful new reports of products for

commercial or non commercial purposes, and improving the populations

health, well-being and mortality rate in the case of health sector.
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There are many initiatives worldwide supporting and promoting the synergy among
open data and health data such as the World Bank Health Data, where data is collected
from national health systems, disease prevention, reproductive health, nutrition and po-
pulation dynamics (Groenpj, n.d.). Also, UK National Health System has developed an
open policy on health data in order to reduce the expenditures on medicine and health
consultations, and improving the health related services at the same time. At the same
pace, the US Department of Health & Human Services has introduced the Health Data
Initiative (HDI):

aiming to help US citizens understand health and healthcare performance in

their communities and to help spark and facilitate action to improve perfor-

mance by the creation and use of an ever-growing array of new applications.

Analogous efforts have been tested in regional and community basis such as the Open
Data Initiative taken place by the city of Almere in Netheralnds, where health providers,
government and knowledge institutions and several ICTs companies collaborated to deve-
lop a vendor-neutral big data platform (Boermeester, 2012), whereas Kenya’s «Open Data
Portal» launched in 2011 is considered an excellent example of open data practice to be
used as a guide to adopt open data in the health sector (WEE 2012, p. 6).

Opening up health data both to the public and the private sector should not come
without any obligation regarding privacy and data protection issues, and it is directly
associated with the adopted legislative and policy frameworks in national, regional, local
level and global as well. Therefore, the introduction and the employment must be fully
planned and thoroughly examining all implicated components well beforehand. The
importance of health and medical related data cannot be better overemphasized to the
decision of US Supreme Court some days ago that ruled against Myriad Genetics on
the patent of human genes and cleared the way for patients, physicians and scientists to
benefit from the findings of medical research and the advances of medical technology

(Wolf, 2013).

4.  PRIVACY CONCERNS

Big data in healthcare poses a number of privacy concerns, which are raised by
its inherent characteristics as a combination of powerful data mining tools. Big data
is characterized by certain features that create a pervasive environment for privacy and
personal data protection (Rubinstein, 2013). Firstly, the unprecedented and massive
collection of data that generate more than 900 million web pages and upload more
than 250 million photos every day on social networks alone. Google sites had more
than 1 billion unique visitors, whilst YouTube passed 1 trillion video playbacks in 2011.
Accordingly, email, instant messaging, VOIP calls, and other communications generate
tens of trillions of recorded messages every year. The same goes for credit and debit
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cards, checks, and other financial activities that provide a stream of billions of recorded
financial transactions (Kuner, Cate, Millard, & Svantesson, 2012). Mobile phones, sur-
veillance cameras, apps, and tweets create and share vast amounts of personal dat